Y-07 — NapaAAnAa Zuotnpota
2ZUVYPOVLOUOC, KPUPEC LVAEC TTOAAATTA WV
ETUMES WV

Apnc EvBupiou




Synchronization

The need for synchronization arises
whenever l

there are concurrent processes in a system oroducer

(even in a uniprocessor system) \
Producer-Consumer: A consumer process consumer
must wait until the producer process has l

produced data

Mutual Exclusion: Ensure that only one
process uses a resource at a given time

Resource
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A Producer-Consumer Example

Producer

Rhead R

RtaiI RtaiI

Consumer:

Producer posting Item x:
phs Ing Load R..,, (head)

Load R, (tail)

Store (R;), X spin: 'Load Ry, (tail)

Re.i=R; -|-E|l-ll If Rpeaq==Ra goto spin
al al

Store (tail), Ry Load R, (Rpead)

Rhead= Rhead+ 1
Store (head), Ry .4

_ , _ process(R)
The program is written assuming

/_Nj_gstructions are executed in order.
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Using Memory Fences

Producer

RtaiI RtaiI Rhead R
Producer posting Item x: Consumer:
Load R,.;, (tail) _ Load Ry, (head)
Store (Ry.;), X spin: !_oad R, (tail) |
Membarss if Rhead==RtaiI goto spin
RtaiI=RtaiI+1 MembarLL

Load R, (Rpead)
Rhead = Rhead +1

ensures that R is Store (head), Ryeaq
not loaded before process(R)
X has been stored

Store (tail), R

ensures that tail ptr
is not updated before
X has been stored
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Multiple Consumer Example

tail head Rhead R
Producer \ / R
tail
Rtail Rhead R
Rtail

Producer posting Item x:
Load Ry, (tail)
Store (Rei), X
Riail=Reaiit1
Store (tail), R

Consumer:

Load R, .4, (head)
Load R, (tail)

If Rycaq==R¢si goto spin
Load RI (Rhead)

Rhead = Rhead+ 1

spin:

/'

Critical section:
Needs to be executed atomically

Store (head), Ry .4
process(R)

by one consumer = locks

What is wrong with this code?
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Locks or Semaphores

E. W. Dijkstra, 1965

A semaphore is a non-negative integer, with the
following operations:

P(s): if s>0, decrement s by 1, otherwise wait

V(s): increment s by 1 and wake up one of
the waiting processes

P’'s and V’'s must be executed atomically, i.e., without
e interruptions or
e nterleaved accesses to s by other processors

Pr Offéj / initial value of s determines
Zcritical section> the maximum no. of processes
V(s) in the critical section
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Blocking vs spinning

= Ta semaphores sival xpnowua o€ mninedo dlepyaoiag Tou
A.Z. aAAQ OXL yLaL vipaTal

" To «maywpa» (blocking) ouAevel xpnolponolwvtag To
ovotnua Twv dtakomwv (interrupts)

— AvooTteAetal n ekteAeon g depyaoiac Kot Eovasekiva va ivat
SLaBgoLun ylo ektEAEon OTAV O LETPNTAC €ival > 0

= OLKANoelc A.Z. KoL oL SLOKOTIEC Elval APYEC
" [0 VAROTA, YEVLKA XPNOLoToloU e busy-waiting
(spinning)

— ouvexnc €Aeyxoc pog petaBAnTic (otn pvApn) HEXPL VoL EXEL TNV
KOTAAANAN TLUN
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YAortoinon lock — 1" amonelpa

= KAslbwpa:
lock: 1d r, location
cmp r, #0
bnz lock
st location, #1
= ZekAsldbwpat:
st location, #0
= [poBARpata;
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YAortoinon Locks

" QewpPNTLKA UrtopouVv va vAomotnBouv pe amAecg load,
store aAAd n vAomoinon eivatl SUCKOAN

= OLTEPLOCOTEPEC OPYLTEKTOVIKEC HLAOETOUV ELOLKEC
EVTOAEC TTOU eKTEAOUV adlaipeta avayvwaon Kol eyypadn
(atomic read-modify-write)

— Oev mapepBaietat kapio AAAN TPOOTEAQCN OTN UVAN LEXPL VO
oAOKANPpwWOEL n evtoAn

Test&Set (m), R: Fetch&Add (m), R, R: Swap (m), R:
R < M[m]; R < M[m]; R, <~ M[m];
if R==0 then M[m] << R + Ry; M[m] < R;
MIm] < 1; R < Ry

m Beon pvnung, R karaxwpnTrg
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Multiple Consumers Example

using the Test&Set Instruction

P: Test&Set (mutex),Reemp
if (Reemp!=0) goto P
Load R, .4, (head)
spin:  Load Ry, (tail) L
if Rieag==R¢sj goto spin — gggfg,{)
Load R, (Rpeaq)
Rhead = Rhead +1
Store (head), Ry .4
V: Store (mutex),0
process(R)

Other atomic read-modify-write instructions (Swap,
Fetch&Add, etc.) can also implement P’s and V's

What if the process stops or is swapped out while
in the critical section?
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Amtodoon KAeLdbwpaToC

= KaBe evtoAn test&set mpokaAet pa eyypodn otn HvAun
" eTUTAEOV TNC AVAYVWONC

= KaBe eA\eyyoc eite To KAELOL elval eAeUBepo elte OYL,
NMPOKAAEL eyypadn

= OLeyypadec kootilouv MOAU
= ypelwalovtal mpoomnelaon oto SiauvAo

" To kAeldi Ba Bploketal otnv cache tou teAevtaiou
nupnva mou to rinpe. Na kabe test&set, oe kABe nupnva:

= Qotoyia otnv Tomikn cache,
= mpooTieAacn oto SlauAo
" aKUpwaoN Tou aviiypadou otnv aAAn cache

= enavaAAnyn av dev nnpape 1o KALSL
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Yrioxwpnon (back-off)

"= To kUpLo MpOoPAnua elval OTL To vApa tpooTabel apecwg
LLETA TNV amotu)ia va tapel To KAELOL

— OAa Ta vApoTa KAvouv To 16Lo Kol UTtAPXOoUV TTOAANEC
npooneAdoelg oto SiavAo

= Av nipoocBecoupe plo kaBuotEpnon, UTTAPXEL ALlYyOTEPOC
OUVOYWVLOUOG
— KoL KaAutepn anodoon
= KaAn peBodog eival n exponential backoff
— 1 KaBuoTEPNON UETA TN IPWTN TPooTAbeLa eival K,
— avavetal ekBeTIka og KaBe emavalAnyn (i): k*c
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Avayvwon TtpLv ToV EAEYXO

= To aAlo mpoBAnua eivorl OtL KaBe EAeyxoc pokaAetl
eyypaodn
= Mrnopei o mupnvoc va dtafalel povo to KAELOL Kol 0tav To
Bpel EekAeldbwTo, TOTE va eKTEAECEL TNV test&set
— A€yetal test & test & set

= Qoo to KAelbl elva 1, mepuevel StaBaloviog TOTIKO
avtiypado otn cache
— EKTOC arto TNV mpwtn $opa mou TPOKAAEL miss
= Otav o aAoc nupnvac EekAeldwaoel, KAVEL eyypadn
— Oa mpokaAéoel invalidation
— KOlL VEO miss oTnV ToTKkn cache
— HEYAAOC CUVOYWVLOUOC yla To KAELSL
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AANEC EVTOAEC OUVYPOVIOUOU

" Avtiyla EexwploTteC MPAEels 0To «KAELWOL» KoL ota
dedopeva, Umopel Kavelc va ouvoLlaoel To KAeOwa e
TNV paén

— €va vpo oAokAnpwvel to critical section
— Aéyovtal non-blocking

" EVTOAEG QPXLTEKTOVLKNC
— compare and swap
— load-reserve (load-link, load-lock) — store-conditional
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Nonblocking Synchronization

Compare&Swap(m), R, R.:

else

if (Re==M[m]) then status is an
M[m]=R; implicit
R.=R;; argument

status < success;

status < fail;

try:
spin:

Load R, .4, (head)

Load R, (tail)

if Ry caq==R¢s; goto spin

Load R, (Ryeaq)

Rnewhead = Rhead+1
Compare&Swap(head), Ryeadr Rpewhead
if (status==fail) goto try

process(R)
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Load-locked & Store-conditional

Special register(s) to hold reservation flag and address,
and the outcome of store-conditional

Load-locked R, (m): Store-conditional (m), R:

if <flag, adr> == <1, m>
then cancel other procs’

reservation on m;

M[m] < R;

status < succeed;
else status < fail;

Load-locked R, .4, (head)

<flag, adr> < <1, m>;
R < M[m];
try:
spin:  Load R, (tail)

if R caq==R¢ai gOoto spin

Load R, (Ryeaq)

Rhead = Rhead + 1
Store-conditional (head), Ry aq
if (status==fail) goto try
process(R)
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load-locked, store-conditional

= H eyypadn yivetal povo otav n cuvonkn LoxveL
— Oev yivovtal eyypadec av dev napel to KAeLWOL
— oUykplon ue test & test & set
= Mrnmopéetl va xpnotpomolnBet ya val UAOTIOLNOEL O€
AoyLlouLko Sdtadopec mpatelc KAELOWUATOC
— T.X. fetch&add

= kot lock-free boupec dedbopevwy
— TL.X. KOlVOXpNoToC HeTpnTrc/accumulator

" OLevtoAeg petalv ll, sc dev ekteAouvtal adlaipeta
— 7o Il bev eival lock kat to sc unlock!

— Av 1O sc eTUXEL, OAOKANPN N akoAouBia Bewpeital adlaipetn
LOVO yLa eyypadEC otn B€on pvAUNg m
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YAortoinon ll-sc o€ UALKO

"= O oplopog twv ll,sc mpolmoBetel eva emunAgov bit og kaBe
AEEn otn pvnun

— TEPAOTLO KOOTOC

" ITNV MPOYHATIKOTNTA KAOE TTUPAVOC EXEL KATOXWPNTEC
lock-flag kat lock-address
— yLla KaOe Il mou pmopei ekpepel

= Otav ektedeotei n ll, B€tel Toug KaTAXWPNTEC

= KabBe akupwon (invalidation) e€etalel tn lock-address

— ko B€teL to flag oto 0 av n StevBuvon taplalet
— eniong to flag yivetal 0 av n eKTEAEON TOU VALLATOC AVOOTAAEL

= Av otav ekteAeotel n sc to flag elvat 0, n sc amotuyaivel
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ticket-lock

" AOUAgUVEL TTOPOUOLO UE TO CUOTNHO OUPAC HLaC TPATTE(OC
= KaBe vApa maipvel evav oplBpo-Lontnplo

— xpnotpomnowwvtoag adlaipeto fetch&increment
" KO TLEPLUEVEL KOLTWVTOC TO TILVOKA TTOU avadpEPEL TOV

aplOuo mou eEumnnpeteital

— Kavovtac anAd load og pwa StevBuvon
= H adlaipetn npaén yivetat povo otnv apxn

— ouvnBwc ta vipoata «Ptavouv» o€ SLAPOPETIKEC XPOVIKEC OTLYHEC
" To &ekAelbwpa eival pLa eyypadn

— TO TOTUKA aviilypada akupwvovtal Kat oAa ta vipata dtafalouv
TNV Katvoupla TN
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Array-based lock

= KaBe vipa xpnotpornolet adtaipeto fetch&increment yua
va TtapeL pa StevBuvon pvnUNG yLa vor KAVEL spin
— KAOBe vApo meplpevel o dtadopetikn SltevBuvon
— O€ XWPLOTEC YpaUMEC cache yia va pnv €xou e false-sharing
= ZekAeltbwpa: eyypadn €LOLKAC TILAC OTNV EMOMEVN
dlevBuvon

" [IAeoveKTnUO: HOVo piat cache akupwvel TN ypopupn KAELSL
Kota to EekAeidwpa

" [lpaKktika BEpata:
— wrap-around otig SteuBuvoelg KAsLOLWV

— OV UTTAPXOUV TIEPLOCOTEPA VALOTO aTtO KAELSLA, CUVAYWVLIOUOC
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2UYXPOVIOMOC VIUOTWV

Avo gibn:
" QUYXPOVIOUOC Eva-Ttpoc-eva (point to point)

— xpnotpormnolet locks ameuBelac, mt.x. multiple consumers
" KaBoAKOC ouyxpoviopog (global)

— XPNOLUOTIOLEL barrier

— Oev mpemeL va cuyyeovtal e memory fences yla emtiPoAn oepag
LETAEL TIPOOTIEAACEWY UVAMNG

= YMAomoinon barrier:

— METPNTAC avéavetal amno Kabe vipa mou ptavel oto barrier

— KAO&g vpO TLEPLUEVEL LEXPL O LETPNTAC VO GTACEL TOV apLBLLO
VAUATWY TTOU CUUETEXOUV
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barrier — anonelpa 1

struct bar type {
int counter;
struct lock type lock;
int flag = 0;

} bar name;

BARRIER (bar name, p) {
LOCK (bar name.lock);
if (bar name.counter == 0)

bar name.flag = 0; /* reset flag if first to reach*/
mycount = bar name.counter++; /* mycount is a private */
UNLOCK (bar name.lock);
if (mycount == p) {/* last to arrive */
bar name.counter = 0;/* reset counter for next barrier */
bar name.flag = 1;/* release waiting processes */
} else
while (bar name.flag == 0)

; /* busy wait for release */
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corner case bug

Av To barrier xpnolpomnoleitol OMwe MaPOoKATW:

BARRIER (barl, p); .. BARRIER (barl, p);

= Eva vApa prmopet va KoAnoeL oto loop mepLpévovtog To
flag va yivel 1 kot to A.2. umopel va avaoTEAEL TNV
EKTEANEOH TOU

" Av TO UTTOAOLTTOL CUVEXLOOUV KOl TtouV oTo 2° barrier
— 1o npwto Ba kavel to flag 0

" KoL TO KOANMEVO vipa Oev Ba Byel TOTE Ao TO MPWTO
barrier

— KoL Ta uTtoAoLta Ba KOAooUV OTO 2° TIEPLLEVOVTAC QLUTO VAL VI
va pTAoEl
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barrier with sense reversal

= XpnotlporoloUue Kot g dUo TLHEG yia To flag kal ta vipata
TEPLUEVOUV SLODOPETIKEC TLUEC OE cuveEXOUEvVa barrier

BARRIER (bar name, p) {
local sense = ! (local sense);
LOCK (bar name.lock);
bar name.counter++;

if (bar name.counter == p) {/* last to arrive */
UNLOCK (bar name.lock);
bar name.counter = 0;/* reset counter for next barrier */
bar name.flag = local sense;/* release waiting processes */
} else
UNLOCK (bar name.lock);
while (bar name.flag != local sense)

; /* busy wait for release */
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2 UVYPOVLIOMOC - TtepAnyn

= Apopaioc amokAelopocg (mutual exclusion)

= KaBoAwkoc ocuyxpoviouog (Barriers)
— xpnotuornolel locks 0mwg kat To mutex

= Amnodoon:

— TIO0O0 ypnyopo Uopel Eva vAapa va tapeL To KAELSL (0Tav umapyel
OUVAYWVLOUOG, O0tav &gV UTIAPXEL)

= Anoduyn deadlock, livelock
= Fairness, amtoduyn starvation
= Anoduyn

— lock-free bopec bedopevwy
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[MoAAaTAd ertieda cache

CPU CPU CPU CPU
[ | | |
L1 $ L1 $ L1 $ L1 $
L2 $ L2 $ L2 $ L2 $
Enooper Enooper Snooper Snooper

——

= OLouvypovoL TUPNVEG exouv OANaTAA emtireda KPUDNG
HVANG

— 2uvnOwcg 2-3 entimeda ava nmupnva peoa oto O.K. Tou enetepyaotn

* Mwc douAevel To snooping pe moAAamAad emntimeda cache;

— AM\ayEC o Tov upnva oto MPwTo eminedo Hev yivovtal OpaTEC
ato TO EAEYKTH TOU TEAeuTaiou emueéSou Tou elval umevBuvoG yLa To
snooping

NapdaAAnAa Zuotipata 2011-2012




Cache inclusion

|6LotnNTa TNG KPUPNAC UVAUNG TToU OLEUKOAUVEL TO TTPOPBANUa
snooping o€ caches mMoAAamAwV emedwv

= KaBe ypapun tng cache emumedovu i, mpemeL va Bploketol
Kol otnVv cache smumedovu i+l

= H dlatApnon tng wdotntag dev elval T000 ATAR...

" To kootoc dev elval LUEANTEOD: N TIPAYLLOLTLKN
xwpntkotnta Twv cache vPnAol enumedou pelwveTay,
apa €xouv xapunAotepo hit rate
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Awatripnon cache inclusion

MpoBAnuatikn yo toug akoAouBoucg Adyouc:

" [IpoomeAAoeLg amo tov mupnva aAAalouyv to 1° entinedo
KOl TtPOKOAAOUV QVTIKOTAOTACELG YPOALLUWV

* [lpoomneAdoelc oto dlauvAo mpokaAouv aAlayn
kataotaong N flush ypapuwv tou teAevtaiov enumedou

= Av ula ypappn eivatl oe kataotoon modified oto enimedo
i, TPEMEL va elval o€ kataotaon modified () mapopola)
oto eninedo i+1

Noapadelyua: 2 enineda, idlo peyeboc ypapung, LRU
TOALTLKN avTikataotaong, L1 2way, L2 4way
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YAomoinon inclusion

" YnoBetoupe 2 enineda cache

" [l kaBe ypapun tng L2 mou avtikabiotatal, o EAeEYKTAC
™NC L2 otéAvel pvupa otnv L1 yua akvpwon n flush (av
elval aAAayMEVN) TwV avTioToXwV Yypappwy tne L1

— H L2 pmopet va €xetL StodpopeTiko (peyadUTtepo) HEyEBOC YypaUUNC
amno tnv L1

— MMopopola ylo. aKUPWOELS YPOUMWY TNG L2
= Av umtapyouv moAAeC L1 mavw amo pio L2;
— TLX. XWPLoTEC L1 caches yla evtoléc, Sebopéva
— MnvUpata o€ OAeg (av 6gv exouv TN ypaoupn, Sev Kavouy timota)

— EmutA€ov mAnpodopia otnv L2 yia tig L1 mou €xouv avtiypado
TNG VPOLUUNG
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YAortolnon inclusion — write hits

= e eva write hit otnv L1, n mAnpodopia 0TL N ypapun ivat
modified npemneL va epaceL otnv L2

"= Opiletal pla vea kataotaon modified-but-stale yia tig
evOlapeoec caches

= JuumnepldpEpovtatl ws modified yia pnvopota cuvoxng
(coherence) amno to diauAo aAAad ertotpedel dedopeva
aro tnv L1 otav {nteitat flush
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Aettoupyla inclusive caches

= Eva altnpo oo ToV TupAvo TPOXWPAEL «TIPOC Ta
KATW» (LaKpLla armo Tov mupnva) HEXPL va BpeL pLa
ypoupn otn cache og kKatdAAnAn katdotoon
— OVOYVWOELC — oTLONTIOTE €KTOC Ao invalid
— eyypadeg, read-exclusive — modified ) exclusive

= Av dev kavomolnBel to altnua HEXPL va PTACEL TNV
teAevutaia cache, mpoomnélaon oto dilavAo

" ATIOVTNOELC TPOXWPOUV TIPOC Ta TAvVw aAAalovtag TLG
cache mou ocuvaviouv PEXPL VAL GTACOUV CTOV TTUPAVOL

— amnavtnoels shared — katdotaon shared navtou

— amnoavtnoelg read-exclusive — kataotaon modified-but-stale
novTou €KTOC amo tnv L1, kataotaon modified (4 exclusive yia

MESI)
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Aettoupyla inclusive caches

= Artnpoto amno tov dlavAo: invalidation, flush, copy-back
TPOXWPOUV TIPOC TA TAVW, aAAAloVTOC TNV KATAOTAON
TWV YPOLUUWV
— invalid yla attnuata invalidation, flush

— shared yla attiuoata copy-back

— Anavtnoelg ywa atnpata flush, copy-back divovtat amno tnv cache
IOV €XEL TN YpaUUN o€ Katdotaon modified

= EkOwwéelc (evictions)
— OTEAVOUV altnpa Pog Ta Tavw wote va dtatnpnBei n inclusion
(uropet va eival kot og kataotaon modified)
— Av n ypapun éev eivat aAhaypevn (clean), dev xpelaletal va
EVNUEPWOEL N Lepap)la TTPOC TA KATW
— AMWC N ypauun ypddetol otnv KATw cache kat aAAAleL N
SRy kotaotaor o modified
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Motpalopevec caches
o i S

?2

= [lo ocuvnBLopévn Lepapyia pvunc oe CMPs onuepa
= [MoAAarmAd emntimeda oUVOXNC MVAMNG

"= H polpaopevn L2 kpatd o cuvoyn Tic L1 mou Bpiokovtal
JnAotepa
= AM\o entinedo ouvoxnc yia tig L2, ktA
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[MAeovekTNpOTA

* H polpaocpevn cache dteukoAUveL Tnv avtoaAlayn
SeSOUEVWV PHETAEL VNUATWY TIOU TPEXOUV OTOUC TIUPAVEC
mou tn potpadovrol

— 2OV Kolvoxpnotn Kupla pvApn, aAAQ taxutepn

= Av OL TTUPAVEC TPEXOUV OVEEAPTNTA TIPOYPALLOTATOL
(multi-programming) ko eva amo avtad xpelaletal
nepLoootepn cache arm’otL Tou AvaAoyeEL, UTOpPEL va To
KAVEL

— O€ CUVOYWVLOUO LLE TOUG UTIOAOLTTOUC GUOLKA
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Alatripnon ocuvoxng

= KaBe ypapun kpata mAnpodoplec yia ta «adeAdla» tng
Kol T «mtadLa» tne (mpog touc MUPnVvec)
= [Anpodopiec yia ta adeAdla: €xel Kaveic avtiypado;
— shared — pumopet va urtapyxouv kat dAAa avtiypada
— exclusive — €xw to povadiko avtiypado (lowc kat modified)
— Onwc ot caches mavw armno diawAo
"= [Anpodopiec yia ta modLad: exw OWOoEL AUTN TN YPOLULUN
O€ KATOLO TtaLdL;

— W(core_id) — n povadikn cache mou €xeL avtiypado. To Sikod pou
avtiypado Bewpeital stale (modified-but-stale)

— R(list of core_ids) — katdAoyoc cache nouv €xeL avtiypado
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Aoknon 3 — AAyopLOpuoL avTikaTtaoTtaong

"= O aAyoplBuoc LRU exeL mpoPAnpata os smuumeda cache > 1

= YAormoinon aAyopiBuou SRRIP (static re-reference interval
prediction)
— apBpo Jaleel et al ISCA’10

= Re-reference interval — xpovoc petall mpoomeAdcewv
YPAUMUNG KPUPNG UVANG
— 000 ULKPOTEPOC TOOO TILO CNMAVTLKA €lval n ypaupn yia tnv cache
— O¢ev elval yvwotoc amo mplv, PEMEL VAL TOV LAVTEYPOUUE

— 0 LRU umoBetel otL kaBe katvoupla ypapun otnv cache (Kot peta
ano kaBe npoomneAaon) to RRI tn¢ ypapung Ba sival To PkpoOTEPO
Tou set

— O SRRIP ernutpemnet Staxwplopo tou RRI yia kaltvoUpLeg ypapLHES
KOl TTPOOTIEAAOELC TIAALWTEPWV
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