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Abstract. In this paper, we consider the problem of predicate encryp-
tion and focus on the predicate for testing whether the Hamming distance
between the attribute X of a data item and a target V is equal to (or less
than) a threshold ¢ where X and V are of length m. Existing solutions
either do not provide attribute protection or produce a big ciphertext of
size O(2™). For the equality version of the problem, we provide a scheme
which is match-concealing (MC) secure and the sizes of the ciphertext
and token are both O(m). For the inequality version of the problem, we
give a practical scheme, also achieving MC security, which produces a
ciphertext with size O(m'™**) if the maximum value of ¢, timqz, is known
in advance and is a constant. We also show how to update the ciphertext
if the user wants to increase tmqz Without constructing the ciphertext
from scratch.

Keywords: predicate encryption, anonymous fuzzy IBE, inner-product
encryption.

1 Introduction

It is getting more popular for a data owner to take advantage of the storage
and computing resources of a data center to hold the data in encrypted form.
Depending on the access right of a user, only authorized records can be retrieved.
Due to privacy and security concerns, the data should not be decrypted at the
data center and checked against the criteria. Thus computation should be carried
out on encrypted data directly. Usually, users are given a token (by the owner)
and based on this token, only authorized records are selected and later decrypted
on the user site. Examples of outsourcing applications which are based on this
model are retrieval of encrypted documents by keyword matching, selection of
encrypted audit logs using multi-dimensional range queries on authorized IP
addresses or port numbers, and Hamming distance based similarity search on
encrypted DNA sequence data. The problem, in fact, has received much attention
from both database [8I7] and cryptography [I5I2IT4J6IT0] communities.

In general, the problem can be stated as follows. For each data item M, there
is an associated predicate attribute value X (X may or may not be part of the
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record M). Let f be a predicate on X representing the computation we want
to carry out so that the data item M can be successfully decrypted if and only
if f(X) = 1. Authorized users will obtain a token generated by the owner in
order to perform the predicate evaluation. A different token can be generated
for different users with different access power. For example, consider a database
of medical records. Each record (M) can be encrypted based on a selected region
of the DNA sequence (X) of the person. Note that X is the associated predicate
attribute of M and needs not be part of the record M. When a research team
is authorized to investigate the relationship between a certain DNA sequence
V with diseases, this team would acquire a token which corresponds to the
predicate f such that f(X) = 1 if and only if HammingDist(X,V) < t, say
t = 5. By using the token, the research team would decrypt all medical records for
which the corresponding DNA sequence is similar to V. In the above motivating
example, it is obvious that the research team should not infer any information
on records for which the corresponding attribute X is far away from V (i.e.
HammingDist(X,V) > 5) since they are not authorized to do so. In addition,
it is desirable that the ciphertext E(pk, I, M), where pk is the public key of
the data owner and E is the encryption algorithm, is the same for different V'
and ¢ such that the encryption of data items needs only to be done once. This
emerging branch of encryption schemes are referred to as predicate encryption.

Here we focus on the predicate f that tests whether the Hamming distance
between V and X is equal to (or less than) a certain threshold ¢, where V' and
X are assumed to be bit vectors of equal length m € N. Hamming distance
is an important searching criterion for record retrieval, with many interesting
applications in databases, bioinformatics, and other areas. Note that V' and ¢ can
vary and will be given to the owner for the generation of a token independent
of the ciphertext E(pk, I, M).

The security of predicate encryption [I0] can be classified into (1) protecting
the data items only; and (2) protecting both the data items and the associated
predicate attributes. Attribute protection is usually referred to as anonymous in
general and can be further classified into two levels: match-revealing (MR) [14]
and match-concealing (MC) [6] (or say attribute-hiding in [10]). The difference
between MR and MC is that predicate attributes will remain hidden in MC level
even if they satisfy the predicate. While in MR level, if attribute X satisfies the
predicate f (i.e. f(X) = 1), some more information on X (or even the whole X)
other than the information of f(X) = 1 may be known. In our “medical record”
example, we sometimes require the encryption scheme to be anonymous in order
for the DNA sequence to be protected since the DNA sequence may contain
genetic disorder information which should be kept private for individuals. It
depends on applications whether we require MC or MR level of security. For
example, if attribute X is part of data item M, when X satisfies the predicate,
data item M will be properly decrypted and therefore people can see the entire
X anyway. In such case, MR security seems to be a proper choice. So far, the
predicate encryption scheme supporting this Hamming distance predicate is the
one in [I2], called “Fuzzy Identity-Based Encryption”. However, this scheme
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does not provide the property of anonymity (i.e., attribute protection). In this
paper, we propose “Anonymous Fuzzy Identity-Based Encryption” schemes to
handle both the equality (i.e., HammingDist(X,V) = t) and inequality (i.e.,
HammingDist(X,V) <t) threshold versions of the predicate.

It is not trivial how to make the scheme in [I2] anonymous. On the other hand,
there is a generic solution [6] (see Appendix [A]) that can support the predicate
we study with the property of anonymity and it is MC secure. This general
construction supports for any polynomially computable predicate. However, it
embeds (pre-computes for) every possible value of V' € {0,1}™ and ¢ in the
ciphertext even for the equality threshold version of the problem (the same
applies to the inequality version), thus the size of each ciphertext is O(t2™)
which is impractical even for moderate m although the token size is constant.

1.1 Owur Contributions

For the equality threshold version, we provide an anonymous fuzzy identity-
based encryption scheme achieving the MC level of security with both the size
of ciphertext and token equal to O(m). The core idea of our scheme comes
from [I0] which provides an inner-product encryption scheme. We represent the
Hamming distance computation as an inner product such that X and V' can be
separated into the ciphertext and the token, respectively, so that V' can be given
only when the token is needed to be generated.

For the inequality threshold version, we provide a practical scheme to solve
the problem. In many applications (e.g., in bioinformatics applications), t << m.
Even assuming that we know the maximum value of ¢ (¢,,4,) in advance and is
a constant, the size of the ciphertext produced by the solution based on [0]
is still O(2™). In our scheme, also achieving the MC security level, the size
of ciphertext is only O(m'ma=) (precisely, Z;’:’LSIH (")) which is much smaller
than O(2™) if ¢4 << m. The core of this scheme is to come up with an inner
product expression with a total number of Zfié (T) terms to express whether
HammingDist(X,V) < t and modifying the scheme in [I0] to a new primitive
to support our encryption scheme. We also show how to update the ciphertext
to increase the value of t,,,, without recomputing the ciphertext from scratch.

1.2 Related Work

The predicate that was studied in the beginning is “exact keyword matching”.
That is, whether the value associated with the token is equal to the attribute
value hidden in the ciphertext. Schemes that only provide data item security
are basically “Identity-Based Encryption” [3]. Schemes protecting both the data
item and the attributes were initiated by Song et al. [I5] in the private-key setting
and by Boneh et al. [2] in the public-key setting. The relationship between [2]
and “Anonymous Identity-Based Encryption” [7] was revisited in [IJ.

Later, range predicates were also considered. Boneh et al. devised an Aug-
mented Broadcast Encryption [5] which allows checking if the attribute value
falls within a range on encrypted data. Their scheme also provides attribute
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protection. Then, Boneh and Waters [6] extended it for multi-dimensional range
queries. Shi et al. [14] devised a more efficient scheme, but it is MR secure.

The predicate investigated in this paper was initiated by [12] where their
scheme only protects the data item. However, there is no practical scheme sup-
porting this predicate with attribute protection in a public-key setting. Park et
al. [I] investigated this problem in the private-key setting and their solution is
IND2-CKA secure. Liesdonk [16] proposed a public-key setting for this problem.
However, the scheme requires the threshold value ¢ to be fixed in the setup time.

Our work is using [I0] as a framework. [I0] provided schemes for handling
predicates represented as inner products. We show how to represent the Ham-
ming distance computation as inner products, and then derive a slightly different
encryption scheme for better performance when considering the inequality case.
In our work, we consider the problem of attribute protection in a public-key
setting. In some applications, people may also want to provide protection to
predicate (“the token”), which is inherently unachievable in public-key setting.
A predicate encryption supporting inner product in private-key setting has been
devised in [13] which can provide predicate privacy.

In this paper, we only consider a non-interactive solution (i.e., an encryption
scheme). We should note that there are interactive solutions (e.g., [9]) for the
same problem.

1.3 Paper Organization

The rest of this paper is organized as follows. Section 2 introduces the frame-
work of the encryption scheme and the MC security model. Section 3 presents
the scheme for the equality threshold version (i.e., HammingDist(V,X) = t)
of the problem and Section 4 deals with the inequality threshold version (i.e.,
HammingDist(V, X) < t) of the problem.

2 Preliminaries

We assume that the attribute X is represented as a bit vector of length m € N.
The attribute V' (referred to as the target attribute) provided by the user to
generate the token is also a bit vector of the same length as X. In the rest of the
paper, for simplicity, we focus on predicate-only encryption, that is, we assume
that we only have X without the data item M. So, the scheme will output “1”
to indicate the decryption is successful (f(X) = 1) and “0” otherwise. Note that
extending solutions for predicate-only encryption to include the data item M
can be done easily (e.g., [10]). Also, there exist applications that we only need
to encrypt the attribute X and based on the decryption result to retrieve the
corresponding records separately.

Let G be a group generator which takes security parameter n € N as input and
(randomly) outputs (p,q,r, G, Gr,é), where é : G x G — Gr is a bilinear map
which can be computed efficiently. G and Gr are cyclic with the same composite
order N = pgr where p, ¢ and r are three distinct large primes. Let G,, G4 and
G, be the cyclic subgroups of G with order of p, ¢ and r separately.
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2.1 Framework

An anonymous fuzzy identity-based encryption scheme I consists of the follow-
ing four probabilistic polynomial-time (PPT) algorithms.

— Setup(1™): On an unary string input 1™ where n € N is a security parameter,
it produces the public-private key pair (pk, sk).

— Encrypt(pk, X): On the public key pk and attribute vector X, it outputs
the ciphertext C.

— GenTK(pk, sk, V,t): The token generation algorithm takes the public key pk,
private key sk, outputs the token T K for the vector V' and threshold t¢.

— Test(pk, TK,C): On the ciphertext C, the token TK and the public key
pk, it outputs “1” if the Hamming distance between the vector X associated
with C' and the vector V associated with T'K is equal to ¢ associated with
TK (is less than or equal to ¢ for the inequality version); “0” otherwise.

2.2 The MC Security Model
We define the MC security in the selective model [6/T4[T0] as follows.

Definition 1. An anonymous fuzzy identity-based encryption scheme I is se-
lectively MC' secure if for any PPT adversary A, the advantage of A in the
following game is negligible.

Setup: The adversary A(1") outputs two possible equal-length vectors Xy and
X1 to the challenger C. C runs Setup(1®) and gives pk to A.

Challenge: The challenger C picks a random bit b € {0, 1} and encrypts X}, under
pk. The ciphertext C* is given to A.

Phase 1: The adversary A may adaptively request a polynomially bounded num-
ber of tokens for any (V;, t;), with the restriction that ¢; = HammingDist(V;, X;)
for both j = 0,1 or ¢; # HammingDist(V;, X;) for both j = 0, 1. (For inequality
threshold: ¢; < HammingDist(V;, X;) for both j = 0,1 or t; > HammingDist
(Vi, X;) for both j =0,1)

Guess: A outputs a guess bit b'. The advantage of A is defined as |Pr[b/ = b] — } |.

The intuition behind Definition [1l is that if the encryption scheme is MC secure
that C* leaks no information on the attribute Xy and X1, then the adversary A
cannot distinguish X from X3 to output a proper guess bit o' = b. To restrict
t; = HammingDist(V;, X;) for both j = 0,1 or ¢; # HammingDist(V;, X;)
for both 5 = 0,1 prevents A trivially distinguishes Xy from X; because the
only information allowed to leak in the MC security is whether ¢; is equal to
HammingDist(V;, X;) or not. A similar restriction is applied to the inequality
threshold case as well.

3 Scheme for Equality Threshold

In this section, we describe our scheme for handling the equality threshold version
of the Hamming distance predicate. Recall that both the target attribute V' and
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threshold ¢ will only be known when the user wants to obtain a token. We
need to produce a ciphertext based on attribute X; a token based on V and
t even after X is encrypted. The Test() combines the ciphertext and token
together to compute Hamming distance HammingDist(X,V). To the best of
our knowledge, we are aware that only bilinear map can provide such ability
while not being too powerful to break the security. Intuitively, given ¢* and
g°, bilinear map combines a and b by computing é(g%, ¢*) = é(g,g)*. More
specifically, if we encrypt attribute X as ciphertext ¢ = ¢f(X) and generate
token TK = ¢¥(V'Y) for target attribute V and threshold ¢, we can construct
Test(C,TK) as é(C,TK) = é(g7X), gv(V'i)) = é(g, g)7 ) ¥V 1f we can find
f(X) and y(V,t) such that f(X)y(V,t) = HammingDist(X,V), Test(C,TK)
will function correctly. More generally, f(X) and y(V,t) would output a vector.
This is because given two vector (g%,...,g%") and (g*,...,g""), we would
combine a = (a1, ..., an) and b = (by,...,by,) by computing [}, é(¢*, g*) =
é(g,g)>i=1%:Y% = ¢(g,g)*® where a - b denotes the inner product [I0/] of a
and b.

Lemma 1. Given two bit vectors X and V' of equal length m, HammingDist
(X,V) equals Y i) xi(1—2v;) + 1 x Y% v, where X = z1...2p and V =
V1...Um-

The encryption scheme [I0] allows us to generate a ciphertext C' based on a =
(a1,...,ay) and a token TK based on b = (by,...,b,) such that given C' and
TK, we can compute 6(9,9)5[2521%1’1‘], where s is a random number, which
gives 1g, only when the inner product 2?21 a;b; = 0, or a random number
otherwise. [10] is MC secure for the above inner product predicate which allows
us devising encryption schemes based on the inner product expression which will
be also MC secure. To evaluate whether HammingDist(X,V) = t, according
to Lemmal[Il we can check whether e(g, g)*x #:(1=2v)+1x (2 vi=D] equals 1g,. or
not. Equivalently, we construct f(X) = a = (21,...,Zm,1) and y(V,t) = b =
(1 =2v1,...,1 = 2vup,> v; — t).

The sizes of both ciphertext and token are O(n) in [I0] provided that a and
b are n-length vectors, meaning that the sizes of both ciphertext and token in
the above scheme are O(m).

Security analysis: Our encryption scheme is MC secure. The proof is based on
a reduction. Assume that there exits an adversary A; that can win the MC game
of our scheme with non-negligible advantage, we can use A; as a subroutine to
construct an adversary A, that can win the MC game of the scheme in [10]
with non-negligible advantage: When A; outputs two vectors Xy and X; to be
challenged, A forwards (X, 1) and (X1, 1) to the challenger. When .4, asks for a
token query for (V,t) to A, since HammingDist(X,V) =t (or # t) corresponds
to Y xi(1—2v;)+1x (D v; —t) =0 (or # 0), A is able to answer the query
by asking the challenger a token query for (1 —2vy,...,1— 2v,,,> v; —t). The
detailed proof is omitted in this paper.
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4 Scheme for Inequality Threshold

We borrow an idea from [6] to construct a generic solution for the case of having
an inequality threshold. This solution is MC secure. The details of this generic
solution are given in Appendix[Al The ciphertext size of this solution is O(#2™)
although the token size is constant which is not practical. In the following, we
provide a practical scheme to handle the inequality threshold version.

If we can know the maximum value for the threshold ¢, ¢,,4., in advance,
we can have a scheme which is better than the generic solution. The size of the
ciphertext can be reduced to O(z:f’z”g””+1 (T)) In some applications, t,,q, << m
and is a constant. In that case, the size becomes O(m'ma=). The restriction on
setting 4. seems to be quite stringent. At the end of this section, we show
how one can update the ciphertext if the user decides to increase t,,q, without
computing ciphertext from scratch. We first present the scheme for known ¢, .

The idea behind our construction is based on the observation that for Ham-
ming distance H, H < t if and only if H(H — 1)...(H —t) = 0. Then, if we
evaluate é(g, g)*HH—1--(H=1) a5 Test() result where s is random, when H < t,
Test() will be 1g, (no information is leaked except from the fact that H < t);
when H > t, H(H —1)...(H —t) # 0, Test() will output a random number
(still no information is leaked except from the fact H > t since Test() # lg,
computationally). Note that although evaluating H(H — 1)...(H — t) seems
trivial in performance, it helps to ensure no information can be leaked which is
required in the MC security.

Since the formula H(H—1)...(H—t) where H = > x;(1 — 2v;)+>_ v; contains
both information from ciphertext (i.e. knowledge of x;) and token (i.e. knowledge
of v; and ¢) which cannot be available at the same time, we need to split the formula
to these two parts (ciphertext and token). Recall that as we discussed in Section
B we can split the formula to f(X) and y(V,t) whose inner product f(X)-y(V,¥)
provides the result for H(H — 1) - ... - (H — t). The following lemma expands
H(H—1)-...- (H —t) so that we can find f(X) and y(V,t). We let

HH-1)-....(H-t)=a H" 4+ a;H + ...+ a1 H (1)
where we assume ay (kK =1,...,t+ 1) can be efficiently determined.
Lemma 2. Given attribute X = (21,...,Zm), target attribute V.= (v1,...,vm)

and threshold t, we denote H as the Hamming distance HammingDist(X,V)
and define ag =0 and b; (j=0,...,t+1) as

bj = Qt+1 (t i—:i ]> (Z 'Ui)H—l_j + ay <t f ]> (Z 'Ui)t_j +.o.otaj (é) (2)

Then, we have H(H — 1) -...- (H —t)

_ J! k km K ke
=2 b0 D T A2 A 20 e ). (3)
Jj=0 kit+...+km=j
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Now, H(H — 1) -...- (H —t) can be represented as inner product of f(X)
y(V,t) = fi(X) - y;(V, t). This is the key idea to our construction for inequality
threshold. However, notice that x; € {0,1}, we would future reduce the number
of items in Eq. (B) based on the observation that z% - ... . zkm = [k >0y @i if
x; € {0,1}. Then, Eq. (@) can be refined as: H(H —1)-... - (H —t)

=bo + Z [ Z bkl(l_Zv]')kl]‘rj

1<js<m 1<k <t+1

k1 + k2)! .
+ Z [ Z kaﬁrkz(l - QUjl)kl (1- Zsz)kzllefsz
1<j1<jo<m ki+ko<t+1;k;>1
+ ...
ki+...+k)!
+ Z [ Z W6k1+m+kl(l_2vh)kl ~"(1_2jz)kl}$jl e Ty
1<j1<... <G <m ky+...+k <t+1;
ky>1
+...
+ > [(t 4+ DMeya (L =205, ) - (L= 205,)]%5 - Ty -
1<j1<...<j¢41<m
(4)
For simplicity, we can denote Eq. ) as below H(H —1)-...- (H —t):
= Bo+ Bix1 + Boxo + ...+ Bmam
=+ Bm+1x1x2 +...+ B +(m)mm,1xm
T (5)
+ ...
+ Bm+(7;)+A'A+(1ZL)+1CE1CE2 Tttt Bm+(";)+“'+(t$1)xm_t e T

i
describe a construction based on [I0] and Eq. (B]) whose ciphertext and token
size are both O(Y ima=th (M),

?
Recall (Setup,Enc,GenKey,Dec) in [I0] can support n-dimension vectors a

and b such that C' & Enc(a) and TK & GenKey(b) where Dec(C,TK) = 1 if and
only if the inner product a-b = 0. In our construction, we let n be ZZ;S””H (™).
Encryption algorithm Encrypt(X = z1,...,2Z,) in our construction calls Enc()

with input vectoil:

The number of items in Eq. @) is 1 + (7) + ... + (tfl) = Zfié (™). We now

a= (1,21, ..., Tm, T1T2, -+, Tm—1Tmy - -y Em—timan * -« Lm)- (6)
Token for V and ¢t is generated by calling GenKey() with input vector:

b= (Bo,-- By ()1 Buugg ()20 0): (7)

I Note that although there exists x1,z2 and zi1z2 in a, given ciphertext for z; and
T2, we cannot reuse x; and zz to compute xizs. This is because bilinear map is
able to do only one multiplication (on encrypted data), however, we have used this
ability to combine ciphertext and token, therefore, such redundancy in a seems to
be necessary.
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Note that a and b are constructed according to Eq. (Bl and therefore, the inner
product of a-b=H(H —1)-...- (H —t).

This construction has ciphertext and token both of size O(n) = O(X:/”SJ”Jr1
(7?)), however, some items in the token are in fact “0” since ¢ may be less than
tmaz; more specifically, H(H — 1)...(H —t) is t + 1 degree and items in a
whose degree larger than ¢ + 1 (i.e. Z1%2... Ti42, -, Tm—tp,, - - - Tm) Will have
coefficient “0” in b (Eq. (@)). This allows us to further reduce the token size. To
do so, we devise an encryption scheme slightly different from [I0] such that a is

still n-dimensional while b can be any n’ dimensional (n’ < n) and decryption

will output “1” if and only if the inner product >, a;b; = 0. We describe this
construction as follows:

— Setup(1™). This algorithm is the same as Setup(1*) in [I0].

— Encrypt(pk, X = x1...2,). It is the same as Enc(pk, X = 21 ...x,) in [10].

— GenTK(pk,sk,V = w1...v,). Note that n’ < n. It randomly selects
{r1,i,m2,i}icpin and f1, fo from Zy. Then, it randomly selects Q" from
G4 and R” from G,. It outputs token TK:

/
n — _
//R// B h leh 7"21
T‘lzglv H 1211 fzv
[Kll_g ’Kgl_gp 93 ’} ,
ie [1,n]

!/
— Test(pk, TK,C). It computes r = é(Co, Ko) lel é(Ch i, K1,:)é(Ca, Ko 3).
If r =1g,, it will output “1”; otherwise it outputs “0”.

The above encryption scheme is MC secure provided that Assumption 1 in [10]
holds. Although we cannot directly reduce (i.e., by a black-box way) the security
of [I0] to the security of the above scheme because Ky in [10] is fixed for n-length
(rather than for any n’ < n in our case), we are able to prove the security of the
above scheme from scratch, following a similar idea as [10].

Applying the above encryption scheme instead of the original scheme of [10]
to Eq. (@) and (), we obtain the final construction ;. Note that the above
scheme also makes our security analysis of the final construction much easier
(see the full paper). My is described as follows.

— Setup(1™): The algorithm first runs G(1") to obtain (p, ¢, 7, G, G, é). Then,
it randomly selects g, from G, g4 from G4 and g, from G,.. It also randomly
selects {h1,1i, ha, l}le[l bmast1]i€ (L (7)) from Gp. Then it randomly selects
hs,hy from G,. It also randomly selects R, Rz, R4 and
{R1,14, RQalvi}le[l,tmw+1],ie[l,(T)] from G,. It outputs

9p: 9r: Q = go R
pk =4 [Hips = higiRie, Hapi = thlviRZvlvi]le[l,tmaz-}—l],ie[l,(T)] ;
Hs = h3R3, Hy = haR4

p7Q7r7gq>
sk = ¢ (s hedilicn oo, +1e,() 0 ¢ -
hs, ha

and
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— Encrypt(pk, X = x1...2m

s,a, B from Zy and {R} ; ;, lz,l,i}16[1,t,,m+1],ie[1,(T’)]7

it outputs ciphertext C"-

_ s
C(0 - gp7
_ s QT ... T / _ s Bxi, ..x; /
[Cl,l,i = H7, Q" Ry, ,;,Caui = H3 Q701 “RQ,z,J
— sNHa R/ _ sMG6 P!
— HiQ" R}, Cs = HiQR,

Cs
— GenTK(pk, sk,V = vy ...

): Encryption algorithm first randomly selects
Then

R}, R} from G,

l€[l,tmaz+1];
1<j1<...<y<m?

Um, t): It randomly selects {ry ; 5, rllﬂ'}le[l,tﬂ} el (7))

rg,ra and f1, fo from Zy. Then, it randomly selects Q" from G, and R” from

G, It outputs token T K:
KT Q//R// 7‘3h T4 l—[t+ll—[£ 1) 1lrl7,lzh2_;21h7
K111:g1119f131 K211_g2llgf231
Kiim 7gr"11mggBm7 Kz’lm:g[’FlmngQB"l
K1,21*g;“1g£1 m41 K2’217g;221952 m—41
7\1,2, m leer(m T2,24(m. szer m)
K1,2,(’;):9p (2)gq 2)7 K2,27(7§):g” 2)gq (2
fB m f2B m
mt...+ +1 me...+ +1
Kiep11 =g " gq (") , Koug1n =g,y ()
r . my fi1B N f2B
Le+1,(, 1) mt (1) "2, t4+1, (1) mt (7))
K (m)y=9% 9 Ky () = 9 9a '
K3 = 9;39({1307 Ky = gmgszo

— Test(pk, sk, TK,C) : It outputs “1” if r = 1g,. and “0” otherwise, where

t+1(7)
= é(Ko, Co)é(Ks, Cs)é(Ky, Co) [ TT e(Kr1is Crai)e(Kai, Car).
1=11i=1
The size of ciphertext is still O(Ztm‘”+ (")) but the size of token is now
O(Zfié (2 )) for threshold ¢. The security of the scheme is stated in Theorem [I]
and proved in the full paper.

Theorem 1. Our construction Iy in Section[fis Selectively MC secure provided
that Assumption 1 in [10] holds.

Lastly, to show that it is feasible to compute the coefficients ax, (k =1,...,t+1)
in Eq. (), we have implemented an algorithm which, in fact, can calculate all
elements of vector b in Eq. (@). For example, with input m = 100 and ¢ = 3, it
took about 16 seconds to calculate all elements on an Intel Core 2 Due E6750
2.66GHz CPU platform.

Increasing t,,q.: If the value o, 8 and s generated in Encrypt() are kept by that
user, the user can update the ciphertext to increase t,,, without producing the
ciphertext from scratch. When the maximum threshold is updated from ¢4, to
T’, the corresponding vector a in Eq. (@) also needs to be updated as:

@' = (Q,T1 o Tyt 2y ey Toe 7~ e " Tom)- (8)
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Recall that when the maximum threshold is ¢,,4., @ contains all items whose
degree | < t,,4.+ 1. Thus, when the maximum threshold becomes T”, we need to
produce those items whose degree is within ¢4, + 2 to 77 + 1, namely z;, ...z,
where tme: +2 <1 <T'4+1and 1< j; <...<j <min Eq. @ ). This can
be done without from scratch by calculating C; = Hf’iQ“aglRM and Cy; =
Hg’iQﬁ“g/Rg’i fori =1,...,k, given o, 3 and s. Where we denote vector a’’ =
(af,...,a}) such that @’ = (a,a”).

The above update procedure can be shown to be MC secure. Intuitively, when
Z1,...,Zm in @ are determined, all items in a (also in a’) have been determined
since they are the multiplication of two or more items in {z1,..., %, }. For any
possible ¢4, > 0, @ (and therefore a’) contains (z1,...,2,,) for sure. That
means all terms including the one to be generated due to the increase in t,,qz
has been fixed although they are not computed yet. Therefore, an adaptive attack
will not work since it has no way to adaptively modify how the missing items
are generated. The detailed proof is omitted in this paper.

In the worst case, tynar = m, the size of the ciphertext (and token) becomes
0(2™). Although it is better than O(m2™) (since ¢ = m) for the generic solution
in Appendix [A] it is not practical. So, this scheme should be used when #,,,, is
small.

References

1. Abdalla, M., Bellare, M., Catalano, D., Kiltz, E., Kohno, T., Lange, T., Malone-
Lee, J., Neven, G., Paillier, P., Shi, H.: Searchable encryption revisited: Consis-
tency properties, relation to anonymous IBE, and extensions. In: Shoup, V. (ed.)
CRYPTO 2005. LNCS, vol. 3621, pp. 205-222. Springer, Heidelberg (2005)

2. Boneh, D., Crescenzo, G.D., Ostrovsky, R., Persiano, G.: Public key encryption
with keyword search. In: Cachin, C., Camenisch, J.L. (eds.) EUROCRYPT 2004.
LNCS, vol. 3027, pp. 506-522. Springer, Heidelberg (2004)

3. Boneh, D., Franklin, M.K.: Identity-based encryption from the weil pairing. In:
Kilian, J. (ed.) CRYPTO 2001. LNCS, vol. 2139, pp. 213-229. Springer, Heidelberg

2001

4. ](30116}3, D., Goh, E.-J., Nissim, K.: Evaluating 2-DNF formulas on ciphertexts. In:
Kilian, J. (ed.) TCC 2005. LNCS, vol. 3378, pp. 325-341. Springer, Heidelberg
(2005)

5. Boneh, D., Waters, B.: A fully collusion resistant broadcast, trace, and revoke
system. In: CCS (2006)

6. Boneh, D., Waters, B.: Conjunctive, subset, and range queries on encrypted data.
In: Vadhan, S.P. (ed.) TCC 2007. LNCS, vol. 4392, pp. 535-554. Springer, Heidel-
berg (2007)

7. Boyen, X., Waters, B.: Anonymous hierarchical identity-based encryption (without
random oracles). In: Dwork, C. (ed.) CRYPTO 2006. LNCS, vol. 4117, pp. 290-307.
Springer, Heidelberg (2006)

8. Hacigiimiig, H., Iyer, B., Li, C., Mehrotra, S.: Executing SQL over encrypted data
in the database-service-provider model. In: SIGMOD (2002)

9. Jarrous, A., Pinkas, B.: Secure hamming distance based computation and its ap-
plications. In: Abdalla, M., Pointcheval, D., Fouque, P.-A., Vergnaud, D. (eds.)
ACNS 2009. LNCS, vol. 5536, pp. 107-124. Springer, Heidelberg (2009)



72

10.

11.
12.
13.

14.

15.
16.

17.

A

D.W. Cheung et al.

Katz, J., Sahai, A., Waters, B.: Predicate encryption supporting disjunctions, poly-
nomial equations, and inner products. In: Smart, N.P. (ed.) EUROCRYPT 2008.
LNCS, vol. 4965, pp. 146-162. Springer, Heidelberg (2008)

Park, H.-A., Kim, B.H., Lee, D.H., Chung, Y.D., Zhan, J.: Secure similarity search.
In: GRC (2007)

Sahai, A., Waters, B.: Fuzzy identity-based encryption. In: Cramer, R. (ed.) EU-
ROCRYPT 2005. LNCS, vol. 3494, pp. 457-473. Springer, Heidelberg (2005)
Shen, E., Shi, E., Waters, B.: Predicate privacy in encryption systems. In: Reingold,
0. (ed.) TCC 2009. LNCS, vol. 5444, pp. 457-473. Springer, Heidelberg (2009)
Shi, E., Bethencourt, J., Chan, T.-H.H., Song, D., Perrig, A.: Multi-dimensional
range query over encrypted data. In: IEEE Symposium on Security and Privacy
(2007)

Song, D.X., Wagner, D., Perrig, A.: Practical techniques for searches on encrypted
data. In: IEEE Symposium on Security and Privacy (2000)

van Liesdonk, P.: Anonymous and fuzzy identity-based encryption. Master’s thesis,
Eindhoven University (2007)

Wong, W.K., Cheung, D.W., Kao, B., Mamoulis, N.: Secure kNN computation on
encrypted databases. In: SIGMOD (2009)

A Generic Construction from [6]

The main idea is that we can generate a ciphertext vector (Co,Ch,...,Ch,,..)
for each possible V' € {0,1}™. Given j € [0, tyqz], if HammingDist(X,V) < j,
Cj is an encryption of the message “1”; otherwise, C; will be an encryption of
“0”. When we Test() for a certain (V,t), we find the ciphertext vector of V' and
then decrypt the t-th element Cy in the vector. If HammingDist(X,V) < t, the
decryption result should be “1”. More specifically, Let (G,E,D) be an IND-CPA
secure encryption scheme.

Setup(1™) : Run G(1") to generate { (pki j, ski,j) }1e {0,137, j€[0,tmas] FOT (tmaz+
1)2™ times. Return the public-key pk as {pki j}ic0,13m j€[0,tma.] a0d the se-
cret key sk as {ski j}1e{0,13m j€[0.tmas]

Encrypt(pk,X = z1...2y,) : For each I € {0,1}™, return (Cy,Ch,...,
Ct,... )1 where

c Epk, ,; (“17) if HammingDist(X,1) < j;
J Epk, ,; (“07) otherwise.

GenTK(pk, sk, V,t): Return sky,; as the token TK.
Test(pk, TK,C): It first finds (Cy, C1,...,Cn)v and returns Dpg (C).

The security of the above solution comes from the IND-CPA secure encryption
scheme, see appendix A of [6] for more details.
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