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a  b  s  t  r  a  c  t

Substitution  boxes  (S-boxes)  are  essential  parts  of  symmetric-key  cryptosystems.  Designing  S-boxes  with
satisfactory  nonlinearity  and  autocorrelation  properties  is  a challenging  task  for  both  theoretical  algebraic
methods  and  computational  optimization  algorithms.  Algorithm  Portfolios  (APs)  are  algorithmic  schemes
where  multiple  copies  of the  same  algorithm  or different  algorithms  share  the  available  computational
resources,  running  concurrently  or interchangeably  on  a  number  of  processors.  Recently,  APs have  gained
increasing  attention  due  to  their  remarkable  efficiency  in  multidisciplinary  applications.  The  present  work
is a  preliminary  study  of parallel  APs  on the  bijective  S-boxes  design  problem.  The  proposed  APs comprise
two  state-of-the-art  heuristic  algorithms,  namely  Simulated  Annealing  and  Tabu  Search,  and  they  are
ptimization
euristics
ryptography

parallelized  according  to the  master-slave  model  without  exchange  of  information  among  the  constituent
algorithms.  The  proposed  APs  are experimentally  assessed  on  typical  problem  instances  under  limited
time  budgets.  Different  aspects  of  their  performance  is  analyzed,  suggesting  that  the  considered  APs  are
competitive  in  terms  of  solution  quality  and  running  time  against  their constituent  algorithms  as well  as
different  approaches.

© 2017  Elsevier  B.V.  All  rights  reserved.
. Introduction

Substitution boxes (S-boxes) constitute essential parts of mod-
rn cryptographic applications. In essence, S-boxes are multi-input
ulti-ouput Boolean functions that map  binary input to binary

utput values. S-boxes lie at the core of symmetric-key cryp-
ographic algorithms. Specifically, they are used to conceal the
elation between the input key and the encrypted output message.
herefore, they have crucial impact on the algorithm’s security
uality [1,2].

The design of suitable S-boxes has been an active research area
or several decades with significant applications in symmetric-
ey cryptography standards. A widely known example is the Data
ncryption Standard (DES), which was introduced in 1977 and it is
ased on eight 6-input 4-output S-boxes [3]. DES has been proved
o be vulnerable to crack attacks such as linear cryptanalysis and

arallel brute-forcing. Thus, it was superseded by the Advanced
ncryption Standard (AES), which was proposed in 2000 and its

mplementation is also based on S-boxes [4]. Specifically, it employs

∗ Corresponding author.
E-mail addresses: dsouravl@cse.uoi.gr (D. Souravlias), kostasp@cse.uoi.gr

K.E. Parsopoulos), gmelet@teiep.gr (G.C. Meletiou).

ttp://dx.doi.org/10.1016/j.asoc.2017.05.052
568-4946/© 2017 Elsevier B.V. All rights reserved.
a properly designed Rijndael S-box that is resistant to linear [5]
and differential [6] cryptanalysis, which are most popular cipher-
attacks (different approaches can be found in [7]). Today, AES is
widely considered as a highly secure standard.

The problem of designing S-boxes with desirable properties has
been tackled both through algebraic techniques [8,9] and compu-
tational methods [10–12]. Among them, a large body of work has
been devoted to the application of metaheuristic algorithms. Typi-
cal examples are Evolutionary Algorithms and Swarm Intelligence
approaches, such as Particle Swarm Optimization [10], Differential
Evolution [10], and Genetic Algorithms [11]. Also, trajectory-based
algorithms such as Simulated Annealing have been used [12].
Despite the reported effectiveness of these algorithms, their run-
ning time efficiency has been habitually neglected in the relevant
studies.

This fact can raise concerns, since most of the studied com-
putational algorithms require a remarkably large amount of time
to produce S-boxes of high nonlinearity and low autocorrelation.
Indicatively, running time has been reported to reach even sev-
eral days of uninterrupted execution of the algorithm for some

approaches [12]. In addition, formal experimental and statistical
analysis of the algorithms’ performance has been rarely reported
in relevant literature. Instead, most efforts have been concentrated
on reporting an S-box of good quality. Hence, existing performance

dx.doi.org/10.1016/j.asoc.2017.05.052
http://www.sciencedirect.com/science/journal/15684946
www.elsevier.com/locate/asoc
http://crossmark.crossref.org/dialog/?doi=10.1016/j.asoc.2017.05.052&domain=pdf
mailto:dsouravl@cse.uoi.gr
mailto:kostasp@cse.uoi.gr
mailto:gmelet@teiep.gr
dx.doi.org/10.1016/j.asoc.2017.05.052
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ssessments and comparisons of different metaheuristics on the S-
oxes design problem are rather obscure. Nevertheless, it is widely
erceived that the necessity for efficient and effective algorithms

s indispensable for the specific problem type.
Algorithm Portfolios (APs) constitute algorithmic frameworks

hat employ a number of copies of the same algorithm (homoge-
eous APs) or different algorithms (heterogeneous APs) running on
he same or different processors [13,14]. APs emerged several years
go as a promising algorithmic scheme to tackle challenging opti-
ization problems. Up-to-date, there is a multitude of works that

nvestigate their performance from different perspectives [15–22].
In early AP models, the constituent algorithms were alter-

ately executed on a single processor by allowing to switch
xecution from one algorithm to another within specific time inter-
als [13,14]. More sophisticated resource allocation schemes have
een recently proposed to determine the execution order of the
lgorithms on a single processor for single-objective [17] and multi-
bjective [20] optimization problems. Such schemes operate during
he optimization process and employ prediction metrics to decide
hich algorithm is the most beneficial to run for the subsequent

ime interval. Additionally, research effort has been paid on the
election of suitable constituent algorithms for the AP [18]. Usu-
lly, this is an offline procedure that is based on the evaluation
f a number of candidate algorithms under different performance
etrics.

The present work constitutes a first study of parallel APs in the
esign of S-boxes. Previous research suggested that hill-climbing
roperties can be highly beneficial for metaheuristics in the detec-
ion of S-boxes with desirable properties [23]. Thus, a simple and
fficient parallel AP approach that comprises the well studied Tabu
earch (TS) [24] and Simulated Annealing (SA) [25] algorithms is
onsidered in our study. The selection of the specific constituent
lgorithms is motivated by their recognized efficiency and their
nherent hill-climbing capabilities. To the best of the authors’
nowledge, this is the first time that TS as well as the APs approach
re used for the specific problem.

The proposed algorithmic approaches are evaluated and sta-
istically analyzed on widely used problem instances. In order to

ake the problem even more challenging, tight running time con-
traints are considered. Thus, in a first experimentation phase we
pply and analyze the plain sequential TS and SA algorithms on the
-boxes design problem. The use of sequential algorithms is the
ost frequent approach reported in relevant literature. In a second

xperimentation phase, homogeneous and heterogeneous APs are
omposed using combinations of different TS and SA variants. Then,
he capability of the APs in outperforming TS and SA with respect
o solution quality and time efficiency is experimentally studied.

The considered AP model is inherently parallel, i.e., the con-
tituent algorithms are simultaneously executed on multiple
rocessors. In order to perform fair comparisons with the sequen-
ial algorithms, which are executed on a single processor, the
arallel AP is assigned exactly the same total running time with
he sequential approaches. This time is then equally allocated
o the AP’s constituent algorithms. Thus, the total running time
f the AP cannot exceed that of the sequential algorithms; it is
imply exploited differently. The obtained experimental results
uggest that the simultaneous execution of multiple algorithms can
mprove performance in terms of solution quality and time effi-
iency. Also, various speculations regarding the dynamics of the
Ps and the TS and SA algorithms are verified on the investigated
roblems.

The rest of the paper is structured as follows: Section 2 offers the

athematical formulation of the problem, and Section 3 describes

he employed algorithms. Section 4 is devoted to experimental con-
mputing 59 (2017) 475–486

figuration and analysis of the results. Finally, Section 5 concludes
the paper.

2. Problem formulation

In this section, we provide the mathematical formulation of the
S-boxes design problem. Let

f : Bn → Bm, B = {0, 1},
be a vectorial Boolean function that maps n Boolean input values to m
Boolean output values. This function is called an n-input m-output
S-box or, simply, an n × m S-box. In case of a single output, i.e.,
m = 1, the S-box degenerates to a Boolean function. The following
definitions refer to Boolean function properties.

Definition 2.1. Polarity truth table: Let x ∈ Bn. A useful represen-
tation of a Boolean function is the polarity truth table defined as

f̂ (x) = (−1)f (x),

which maps the output values of the Boolean function from the set
{0, 1} to the set { − 1, 1}.

Definition 2.2. Linear Boolean function: Let x, w ∈ Bn. A linear
Boolean function is defined as

Lw(x) = w1x1 ⊕ w2x2 ⊕ · · · ⊕ wnxn,

where wixi denotes the bitwise AND operation for all i ∈ {1, 2, . . .,
n}, and ⊕ denotes the bitwise XOR. A linear Boolean function in
polarity form is denoted as L̂w(x).

Definition 2.3. Affine Boolean function: The set of affine Boolean
functions includes the set of linear Boolean functions and their
complements, i.e., all functions of the form

Aw,c(x) = Lw(x) ⊕ c, c ∈ B.

Definition 2.4. Walsh–Hadamard transform of Boolean function:
The Walsh–Hadamard transform (WHT) of a Boolean function f is
defined as

F̂ f (w) =
∑

x ∈ Bn

f̂ (x) L̂w(x),

and it measures the correlation between the Boolean function f and
the linear Boolean function L̂w with x ∈ Bn.

Definition 2.5. Nonlinearity of Boolean function: The nonlinearity
NLf of a Boolean function f is defined as

NLf = 1
2

(
2n − WHmax (f, w)

)
,

where

WHmax(f, w) = maxw ∈ Bn
∣∣F̂f (w)

∣∣ ,
i.e., it is the maximum absolute value of WHT. Note that the com-
putation of WHmax(f, w), except for the Boolean function f, also
requires to specify a linear function through the vector w.

Definition 2.6. Autocorrelation of Boolean function: The autocor-
relation of a Boolean function f measures its self-similarity. It is
defined as
r̂f (s) =
∑

x ∈ Bn

f̂ (x) f̂ (x ⊕ s),
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here s ∈ Bn. The maximum absolute value of the autocorrelation
f a function f is defined as

 Cf = maxs ∈ Bn\{0n}

∣∣∣∣∣
∑

x ∈ Bn

f̂ (x) f̂ (x ⊕ s)

∣∣∣∣∣ ,

here 0n denotes the null vector over Bn.

heorem 2.1. Parseval’s theorem: It holds that

∑

 ∈ Bn

(
F̂f (w)

)2 = 22n,

hich in turn results in WHmax(f, w) � 2n/2.

efinition 2.7. Balanced Boolean function: If the number of 0-
alued outputs of a Boolean function is equal to the number of its
-valued outputs, then the Boolean function is called balanced.

Boolean functions compose S-boxes. An S-box, f : Bn → Bm, is
 combination of m single-output Boolean functions. In order to
xtend the theoretical background from Boolean functions to S-
oxes, the m output values of the S-box can be transformed into a
ingle-output Boolean function. Let fˇ(x),  ̌ ∈ Bm, be a linear com-
ination of the m output values of the S-box f

ˇ(x) = ˇ1f1(x) ⊕ ˇ2f2(x) ⊕ · · · ⊕ ˇmfm(x),

here fi(x), i ∈ {1, 2, . . .,  m}, denotes the ith output bit of the S-
ox. There are 2m − 1 such linear combinations, excluding the trivial
ase of the linear combination with the null vector. We  can extend
he aforementioned nonlinearity and autocorrelation properties of
oolean functions to S-boxes as follows.

efinition 2.8. Walsh–Hadamard transform of S-box: The
alsh–Hadamard transform (WHT) of an S-box is defined as

ˆ
ˇ(w)  =

∑

x ∈ Bn

f̂ˇ(x) L̂w(x). (1)

efinition 2.9. Nonlinearity of S-box: The nonlinearity NLf of an
-box is defined as

Lf = 1
2

(
2n − WHmax

(
fˇ, w

))
, (2)

here WHmax(fˇ, w) is the minimum among all maximum absolute
alues of WHT  over the 2m − 1 linear combinations of the output
alues of the S-box.

efinition 2.10. Autocorrelation of S-box: The autocorrelation of
n S-box is denoted as r̂ˇ(s), where s ∈ Bn \ {0n}, and  ̌ ∈ Bm \ {0m},
nd it is the highest autocorrelation value over the 2m − 1 linear
ombinations of the output values of the S-box.

efinition 2.11. Balanced S-box: An S-box is called balanced if the
umber of preimages of each output is 2n−m.

efinition 2.12. Bijective S-box: An S-box is called bijective if n = m
nd the number of preimages of each output is 1. Note that a bijec-
ive S-box is also balanced. Bijective S-boxes are also denoted as

 × n S-boxes.

The quality of an S-box is primarily assessed by its properties
hat render it invulnerable to common attacks such as linear [5]
nd differential cryptanalysis [6]. In this context, nonlinearity and
utocorrelation are essential properties. S-boxes of high nonlin-

arity and low autocorrelation become less vulnerable to attacks.
onsequently, these two properties are typically adopted as qual-

ty measures of S-boxes and, hence, they are at the center of interest
n the underlying optimization problems.
mputing 59 (2017) 475–486 477

In order to maximize nonlinearity, the definition of Eq. (2) can
be used. Equivalently, the maximization problem is transformed
into a minimization problem over all possible S-boxes f, as follows:

minf max ˇ ∈ Bm

w ∈ Bn

∣∣F̂ˇ(w)
∣∣ , (3)

where F̂ˇ(w) is the WHT  defined in Eq. (1). Regarding autocorrela-
tion, the minimization problem is defined as:

minf max ˇ ∈ Bm\{0m}
s ∈ Bn\{0n}

∣∣r̂ˇ(s)
∣∣ , (4)

where r̂ˇ(s) is the autocorrelation defined in Definition 2.10.
The minimization problems of Eqs. (3) and (4) are consistently

considered in the relevant literature for the design of S-boxes of
high nonlinearity and low autocorrelation [10–12]. Typically, the
nonlinearity is considered as the primary optimization objective,
while autocorrelation is mostly reported for the final solution. Prob-
ably, this is due to the computational overhead imposed by the
concurrent handling of both objectives.

3. Employed algorithms

In the following paragraphs, we outline the considered
sequential algorithms as well as the proposed parallel APs. For pre-
sentation simplicity, we  henceforth assume that the considered
minimization problem is given in the general form

minx ∈ X �(x),

where X in the corresponding search space.

3.1. Tabu Search

Tabu Search (TS) is a well-studied metaheuristic algorithm for
discrete optimization problems [24]. TS belongs to the class of
trajectory-based search methods. Thus, starting from a random
initial position, it iteratively moves to the best position in the neigh-
borhood of the current one. In order to overcome local minima, TS
performs hill-climbing by changing from descending to ascending
moves whenever a local minimum is detected.

In order to avoid cyclic moves, TS is equipped with a short-term
memory, called the tabu list (TL), where recently visited positions
are stored. The positions included in TL are prohibited for a number
of iterations, thereby preventing the algorithm from retracing the
same trajectories. The size of TL can affect the algorithm’s perfor-
mance. Satisfactory values for TL are typically problem-dependent.

Moreover, in order to avoid restraining the search in narrow
parts of the search space, TS is usually applied within a multi-
start framework. Thus, the best position of the current trajectory
is monitored and, if it is not improved for a number of iterations,
the algorithm is restarted on a new (randomly selected) initial
position. Eventually, the algorithm terminates when it exceeds a
predefined computational budget or the best found position has
not been improved for a maximum number of restarts.

Let x(t) ∈ X denote the current position of the algorithm at iter-
ation t, and N(t)

x ⊂ X be its neighborhood. Also, let TL(t) be the TL at

iteration t, and Ñx
(t) ⊂ N(t)

x contain all elements of N(t)
x that are not

included in TL. Then, if x* is the best detected position, the main

trajectory-generation procedure of TS is outlined in Algorithm 1. A
detailed analysis of the TS algorithm can be found in [26].

Algorithm 1. Pseudocode of the TS algorithm.
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1: procedure TS
2: t ←− 0
3: while (not termination) do
4: x(t+1) ←− argmin

y ∈ Ñ(t)
x
f (y)

5: TL(t+1) ←− TL(t) ∪
{
x(t+1)

}
and remove the oldest entry from TL(t+1)

6: if
(
�
(
x(t+1)

)
< � (x∗)

)
then

7:  x* ←− x(t+1)

8: end if
9: t ←− t + 1
10: end while
11: end procedure

lgorithm 2. Pseudocode of the SA algorithm.

1: procedure SA
2: t ←− 0, x ←− x(t) , T ←− T(t)

3: while (not termination) do
4: for i = 1 . . . ST do
5: Randomly select y ∈ N(t)

x ∩ X

6: ε  ←− � (y) − �
(
x(t)

)

7: if (ε < 0) OR
(
rand() < exp(−ε/T)

)
then

8:  x(t) ←− y
9: end if
10: end for
11: T(t+1) ←−  ̨ T(t)

12: t ←− t + 1
13: end while
14: end procedure

.2. Simulated Annealing

Simulated Annealing (SA) is a popular trajectory-based meta-
euristic, particularly used in discrete optimization problems [25].
A is equipped with a hill-climbing mechanism, which is based on
he probabilistic acceptance of non-improving solutions in order
o alleviate local minimizers. Let x(t) ∈ X be the current position
t iteration t, and N(t)

x ⊂ X be its neighborhood. Also, let T(t) be a
arameter, called the temperature, which controls the probability
f accepting non-improving solutions. The algorithm starts from a
andom initial position, x(0), and a (usually high) initial temperature
(0). At each iteration, SA performs a number, ST, of inner steps with
xed temperature value. Then, the temperature is scaled accord-

ng to a user-defined cooling factor,  ̨ ∈ (0, 1), and the algorithm
roceeds to the next iteration.

At each inner step, a point y is randomly and uniformly selected
rom N(t)

x . In case of improvement (better objective function value),
he algorithm moves to the new position y. If y is a non-improving
osition, the algorithm accepts it with probability p = exp(−ε/T),
here ε = f (y) − f

(
x(t)

)
. Note that the probability p increases with

he value of T. This promotes more frequent acceptance of non-
mproving solutions at early stages of the optimization process,
hereby enhancing the exploration capability of the algorithm. As T
ecreases, the algorithm tends to accept only improving solutions,
mplifying its exploitation dynamic.

SA terminates its execution when a predefined computational
udget is exceeded or if it fails to improve the best solution for a
umber of iterations. The main procedure of the SA considered in
he present work is given in Algorithm 2, where rand() stands for a
niform pseudorandom numbers generator in the range [0, 1]. For

 detailed presentation of SA, the reader is referred to [27].

.3. Algorithm Portfolios

Algorithm Portfolios (APs) define a general framework where
ultiple algorithms or instances of the same algorithm are
xecuted either simultaneously (in parallel environments) or inter-
hangeably (in single-processor machines) [13,14]. The rationale
ehind APs lies in the fact that the best algorithm for a given
roblem is rarely a priori known. Thus, allocating the available
mputing 59 (2017) 475–486

computational budget to more, preferably diverse, algorithms can
increase the probability of finding good solutions, while reduc-
ing the risk in terms of deviation of the final solution in multiple
experiments.

Algorithm 3. Algorithm Portfolios: Pseudocode of master node.

1: procedure Master()
2:  Initialize N slave-nodes and assign an algorithm to each one
3:  t ←− 0, �best ←−∞
4:  while (nodes still running) do

5:  Receive x[i] , �[i] = �
(
x[i]

)
from node i

6:  if (�[i] < �best) then
7: �best ←− �[i] , xbest ←− x[i]

8: end if
9: end while
10: Report xbest

11: end procedure

Algorithm 4. Algorithm Portfolios: Pseudocode of slave node.

1: procedure Slave()
2: Initialize assigned algorithm
3:  while (allocated time not exceeded) do
4: execute one iteration of the algorithm
5: if (new best x[i] found) then

6: Send x[i] , �[i] = �
(
x[i]

)
to master node

7:  end if
8: end while
9: Terminate slave node
10: end procedure

APs have recently gained increasing popularity [15–22]. They
have been applied both in serial and parallel environments for var-
ious problems of one or many objective functions. Parallel APs have
been proposed to tackle demanding optimization problems, such
as the problems emanating from Operations Research [19,28,29]
and Combinatorics [30]. Simple parallelization models have been
employed, where each algorithm of the AP is allocated to a single
processor. In [19,30] the proposed APs are based on a master-slave
parallelization model and exchange information via a message
passing protocol. The role of the master node in the model is to
distribute the available execution time budget among the algo-
rithms according to a sophisticated trading-based mechanism. On
the other hand, the slave nodes are devoted solely to the execution
of the optimization algorithms.

The algorithms that comprise an AP can be either isolated (non-
interactive AP)  or communicate and exchange information with
each other (interactive AP). The communicated information usu-
ally comprises the best solutions detected by each algorithm. This
model is typically used in APs of population-based algorithms.
For example, in [21] the proposed AP accommodates a number of
population-based algorithms that exchange solutions via regular
migrations. In [22] the constituent population-based algorithms of
the AP interact with each other by exchanging information via a
shared population of search points. Alternatively, the algorithms of
the AP can communicate by trading elite solutions at the cost of
execution time, as in the models proposed in [19,30].

Non-interactive APs have also been applied on problems that
originate from Operations Research [28,29] and Combinatorial
Optimization [31]. It has been shown that the lack of information
exchange can be beneficial in some applications where the search
can rapidly become biased in narrow neighborhoods of the search
space. In such cases, the infusion of solutions between the algo-
rithms can eventually suppress their exploration capability or lead
to premature convergence [16,17].

The dilemma of allowing information exchange or not shall
take into consideration the specific algorithms used in the AP.

For example, an AP that includes both population-based and
trajectory-based algorithms may gain more benefits from infor-
mation exchange. This is because the trajectory-based algorithm
has the capability of local search, which complements the inher-



oft Computing 59 (2017) 475–486 479

e
N
f

b
o
a
i
W
c
r
t
i
n
p

3

f
d
o
2
f
d

D

E
d

T
o
t
i
o
i
I
i

t
b
m
b
o
m
w

D

T
n
w
i
c

o
p
l
r
[
i
r

•

Table 1
Problem size, dimension D of permutation vector, cardinality

∣
X
∣

of search space,
and available time budget (in minutes) per experiment.

Problem D
∣

X
∣

Time (min)

5 × 5 32 ∼1035 2
6  × 6 64 ∼1089 60

into consideration. The considered test problems, the dimension
D of the corresponding permutation vectors, the cardinality of the
search space, and the corresponding time budget per experiment
are reported in Table 1. The imposed time limits are challenging
D. Souravlias et al. / Applied S

nt global search properties of the population-based algorithm.
on-interactive APs are habitually considered first in applications,

ollowed by their interactive variants.
The present work offers a first study of APs on the bijective S-

oxes design problem. We  consider non-interactive APs consisting
f the state-of-the-art TS and SA algorithms running in parallel
ccording to a master-slave model. Each constituent algorithm runs
ndividually on a single slave node without information exchange.

henever an algorithm detects a new solution that improves its
urrent one, it sends it to the master node. The master node is
esponsible for all book-keeping operations, storing the best solu-
ions discovered by the algorithms. Pseudocode of the proposed APs
s provided in Algorithm 3 (master node) and Algorithm 4 (slave
odes). Further implementation and parameterization details are
rovided in the following paragraphs.

.4. Implementation details

For the implementation of the considered algorithms, first we
ocus on the representation of the solution vector. We  aim at
etecting bijective n × n S-boxes with n binary inputs and n binary
utputs. The number of combinations of all binary inputs is equal to
n, and each binary input vector has an n-bit output vector. There-
ore, the S-box can be represented as a binary solution vector of
imension

bin = 2n × n.

vidently, the S-boxes design problem is equivalent to a high-
imensional binary optimization problem.

Moreover, the studied S-boxes are bijective as well as balanced.
herefore, each one of the 2n binary output vectors is mapped to
nly one of the 2n binary input vectors. Taking into consideration
his property, we adopt the solution-generation technique reported
n [32]. This technique constructs all the 2n possible output vectors
f the S-box. Then a candidate solution (S-box) is formed by assign-

ng each n-bit output vector to only one of the 2n input vectors.
nitially the assignment is randomly and uniformly performed as
n [10,11].

Using this technique, the optimization algorithms need to find
he proper mapping between the 2n binary input vectors and the 2n

inary output vectors, i.e., the one that maximizes nonlinearity and
inimizes autocorrelation of the resulting S-box. This is achieved

y searching for the best position permutation of the 2n binary
utput vectors in the S-box. Thus, the Dbin-dimensional binary opti-
ization problem is transformed into a D-permutation problem
here

 = 2n. (5)

his technique retains vectors that satisfy the requirement for equal
umber of 0 and 1 in the solution, and it has been successfully used
ith Cartesian Genetic Programming [32]. Note that the result-

ng search spaces are vast even for small values of n, since their
ardinality is equal to the factorial (2n) !.

The evaluation of the generated candidate solutions is based
n both nonlinearity and autocorrelation although with different
riority. Specifically, higher priority is given to nonlinearity and

ower priority to autocorrelation. This is in accordance with the
eported significance of the two objectives in relevant literature
33,34]. It results in a two-stage solution assessment scheme that
mitates multi-objective optimization, consisting of the following

ules:

Between two candidate solutions, the one that achieves the high-
est nonlinearity is preferable.
7  × 7 128 ∼10215 480
8  × 8 256 ∼10506 1440

• Between two  candidate solutions of equal nonlinearity, the one
that has the lowest autocorrelation is preferable.

The algorithms are compared on the basis of their final solution
quality, i.e., its nonlinearity and autocorrelation, according to these
rules. In case of equivalent solutions in both nonlinearity and auto-
correlation, the required running times of the algorithms to achieve
their final solutions serve as the tiebreaker.

4. Experimental evaluation

We considered the sequential TS and SA algorithms as the base-
line approaches for comparisons. Note that SA has been previously
used on S-boxes design problems [12,35] while, to the best of our
knowledge, TS is used for the first time. We  also considered various
instances of the proposed parallel APs with different constituent TS
and SA variants. Each AP followed a master-slave model and initial-
izes a number of nodes. These can be either individual processors or
threads in a multi-core processor. In our experiments the APs were
run on 3 and 5 nodes. Henceforth, we use the following notation:

• TS:  sequential TS algorithm.
• SA:  sequential SA algorithm.
• AP(TS,  k): homogeneous AP on k CPUs, comprising solely TS

instances.
• AP(SA, k): homogeneous AP on k CPUs, comprising solely SA

instances.
• AP(TS, SA,  k): heterogeneous AP on k CPUs, comprising both TS

and SA instances.

In all parallel APs, the master node served only for book-keeping
and solution storage purposes, while the slave nodes were devoted
to the algorithms. Thus, the APs on 3 and 5 nodes contained 2 and
4 algorithms, respectively.

The experimental evaluation was conducted on the saw cluster
of the WestGrid1 consortium. The APs were run on Intel© Xeon
2.83 GHz processors with 16 GB RAM. All source codes were devel-
oped in the C programming language. For the parallelization, the
OpenMPI project2 libraries were used with the gcc compiler.

Our test suite included four bijective S-boxes design prob-
lems that have been commonly used for benchmarking in relevant
works. In parallel computing environments, the running time of
the algorithms has special merit [36]. Usually, strict restrictions
apply on the maximum available time per user, while significant
costs may  apply to users occupying the machines for long time.
Adhering to these requirements, we considered running time to
be the computational budget in our experimental study. Different
budget was provided for each test problem, taking its complexity
1 http://www.westgrid.ca.
2 http://www.open-mpi.org.

http://www.westgrid.ca
http://www.westgrid.ca
http://www.westgrid.ca
http://www.westgrid.ca
http://www.open-mpi.org
http://www.open-mpi.org
http://www.open-mpi.org
http://www.open-mpi.org
http://www.open-mpi.org
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Table  2
Parameter settings of the algorithms.

Algorithm Parameter Description Value(s)

AP N Number of nodes 3, 5

TS  LS Tabu list size D
Tnoimp Non-improving iterations before restart 100

SA  ST Number of inner steps 1500, 2500
T(0) Initial temperature 1.0
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˛  Cooling factor 0.5, 0.98
Tnoimp Non-improving iterations before restart 50

ince, in similar works, running times that span even several days
ave been reported.

The execution of each algorithm was terminated as soon as it
xceeded the predefined running time. In the parallel APs, the total
unning time was  equally allocated to the constituent algorithms.

 number of 25 independent experiments was conducted per algo-
ithm and test problem. At each experiment, the best detected
olution (S-box) and the elapsed running time until its detection
as recorded.

In statistical comparisons, the algorithms were assessed on the
asis of solution quality, i.e., the nonlinearity (primarily) and auto-
orrelation (secondarily) of the achieved solutions, as analyzed in
ection 3.4. In case of ties under these criteria, the required running
imes for attaining the solutions were used to identify the dominant
lgorithm.

.1. Sequential algorithms

The first round of experiments was devoted to the sequential
ersions of TS and SA. It is well established that parameterization
ffects the algorithms’ performance. For this reason, we  considered
he following two settings for both algorithms:

Fixed parameter values according to trial-and-error preprocess-
ing.
Randomly assigned parameters.

The obtained parameter values for the first case are reported in
able 2. Note that the parameters ST and  ̨ of SA exhibited two  dif-
erent promising values each, resulting in four distinct SA instances.

e will henceforth use the following notation for the sequential
pproaches:

1) TS:  TS with fixed parameter LS = D.
2) TSr: TS with randomly and uniformly selected LS in the range
[D, 2D].
3) SA1: SA with ST = 1500 and  ̨ = 0.5.
4) SA2: SA with ST = 1500 and  ̨ = 0.98.
5) SA3: SA with ST = 2500 and  ̨ = 0.5.

able 3
esults for the sequential TS algorithms.

Problem Alg. Median 

n × m NL AC 

5 × 5 TS 10 16 

TSr 10 16 

6  × 6 TS 20 32 

TSr 20 32 

7  × 7 TS * 46 48 

TSr 46 56 

8  × 8 TS 98 80 

TSr 98 88 
mputing 59 (2017) 475–486

(6) SA4: SA with ST = 2500 and  ̨ = 0.98.
(7) SAr: SA with randomly and uniformly selected ST and  ̨ in the

ranges [1500, 2500] and [0.5, 0.98], respectively.

For each test problem and algorithm, the obtained solutions
over the 25 experiments were ranked according to their quality,
i.e., their nonlinearity (NL) value (primarily), their autocorrelation
(AC) value (secondarily), and the required running time otherwise.
The median and the best solutions in the ranking are reported for
the sequential TS and SA algorithms in Tables 3 and 4, respectively.
The median was preferred against the mean due to the discrete
(integer) nature of the NL and AC objectives, as well as due to its
use in the considered statistical significance tests.

As reported in Table 3, the two  TS approaches achieved identi-
cal median solutions in terms of NL and AC for the 5 × 5 and 6 × 6
problems. In the rest of the problems, the AC values achieved by
TS were better than that of TSr. This is reasonable since TS admit-
ted carefully selected parameters through preprocessing. The best
solutions were identical in all cases. For the most challenging 7 × 7
and 8 × 8 problems, TSr achieved a solution of inferior AC quality but
same NL value with TS.  On the other hand, as the problem dimen-
sion increases, TSr seems to require shorter running time than TS
to attain solutions of equal quality with the reported medians.

Our experimentation was  supported by pairwise Wilcoxon
rank-sum tests at significance level 95% among the algorithms. For
each test problem, the solutions provided by TS were compared
against those of TSr with respect to NL (primarily), AC (secondar-
ily), and running time otherwise. In case of statistically significant
differences between the two  algorithms, the dominating one was
awarded a win, while a loss was counted for the other. In case of
statistical indifference, both algorithms were awarded a draw. The
conducted tests revealed insignificant differences in almost all test
problems, verifying the mild parameter sensitivity of the TS algo-
rithm on the considered problems. The exception to this was the
7 × 7 problem, where TS was  the dominant algorithm in terms of
wins. This is marked with the star “*” symbol in Table 3.

The corresponding results for the SA algorithms are reported in
Table 4. Although there are only few differences in the reported
median and best values for the NL, considerable differences are
observed for the AC values. A closer look in Table 4 reveals that the
SA1 and SA3 variants, which assumed the  ̨ = 0.5 parameter, exhib-
ited superior performance, always attaining the best solution. This
indicates that rapid modulation of the temperature parameter can
be beneficial for the specific problems under our strict computa-
tional budgets. The only exception is the 6 × 6 problems, where the
SA2 variant discovered the overall best solution in terms of NL. How-

ever, even in this case, the AC of this solution was  higher than the
aforementioned approaches. Interestingly, the random-parameter
variant SAr closely followed in performance the fixed-parameter
variants.

Best

Time (ms) NL AC Time (ms)

15,184.24 10 16 1492.77
7603.43 10 16 1564.04

7936.34 20 32 3365.81
7342.95 20 32 3502.38

7,332,689.32 46 48 4,540,495.85
2,870,727.66 46 48 2,242,817.24

78,001,050.97 100 80 61,694,764.99
9,287,593.35 100 80 83,956,598.72
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Table  4
Results for the sequential SA algorithms.

Problem Alg. Median Best

n × m NL AC Time (ms) NL AC Time (ms)

5 × 5 SA1 * 10 16 23,985.54 10 16 11,168.44
SA2 10 16 48,594.72 10 16 37,122.27
SA3 * 10 16 9057.50 10 16 4995.97
SA4 10 24 12,210.65 10 16 35,346.25
SAr * 10 16 44,607.71 10 16 22,363.94

6  × 6 SA1 * 20 32 2568.39 20 32 2379.13
SA2 20 32 34,616.83 22 40 814,711.13
SA3 * 20 32 3983.65 20 32 3961.48
SA4 20 32 67,908.50 20 32 3951.24
SAr 20 32 13,223.55 20 32 2853.44

7  × 7 SA1 * 46 48 28,461,662.76 46 48 1,375,571.42
SA2 46 56 243,804.27 46 56 51,618.37
SA3 * 46 48 15,404,001.48 46 48 1,639,139.68
SA4 46 56 405,697.99 46 56 142,187.42
SAr 46 56 192,213.00 46 48 4,992,287.41

8  × 8 SA1 * 100 88 2,827,104.23 100 80 1,769,426.69
SA2 100 88 30,456,410.60 100 88 1,019,285.79

2,644,293.84 100 80 2,230,341.29
37,945,562.16 100 88 1,890,570.36
9,521,700.16 100 80 10,031,840.50
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Table 5
Results of the APs for the 5 × 5 and 6 × 6 test problems.
SA3 * 100 88 

SA4 100 88 

SAr * 100 88 

Pairwise Wilcoxon rank-sum tests were conducted among all SA
ariants for each test problem. For each test problem, the dominant
pproaches in terms of wins are marked with a star “*” symbol in
able 4, and they have statistically indifferent performance among
hem. Overall, the SA3 variant is the most prominent as the problem
imension increases. Also, it achieved very competitive running
imes, especially for its best solutions. This can be attributed to the
T = 2500 setting that, combined with the rapid decrease of the tem-
erature due to  ̨ = 0.5, promoted the rejection of non-improving
oves more rapidly than in the rest of the SA approaches. Thus, it

esulted in fast transition of the algorithm’s dynamic from global to
ocal search. Overall, SA appeared to be more sensitive on its param-
ter setting than TS, while its performance was highly competitive
o TS.

.2. Algorithm Portfolios

The second round of experiments focused on the proposed
Ps. Both fixed and random parameters were considered for the
onstituent TS and SA algorithms. Due to the large number of com-
inations, we restricted our experiments on APs comprising two
ariants of each algorithm. Thus, the promising TS,  TSr, SA3, and SAr

lgorithms were selected to form APs running on 3 and 5 nodes. The
esigned APs consisted of either a sole algorithm (homogeneous
Ps) or two different algorithms (heterogeneous APs).

For each test problem, 25 independent experiments were con-
ucted per AP and they were statistically analyzed similarly to
he sequential approaches. The obtained results are reported in
ables 5 and 6. Note that all the received solution values lie within
he theoretical bounds reported in [9]. For each test problem, the
Ps are reported in blocks according to their constituent algo-

ithm. The results of the baseline sequential algorithms, namely
S, TSr, SA3, and SAr, are reproduced from Tables 3 and 4 to facili-
ate comparisons, and they are highlighted with light gray color in
ables 5 and 6.

For example, in the upper half of Table 5 (5 × 5 problem), the
rst block consists of the sequential TS algorithm and the two

omogeneous TS-based APs, namely AP(TS,  3) and AP(TS,  5), with

 and 5 nodes, respectively. Next comes the block of TSr and its
elated homogeneous APs, followed by the blocks of SA3 and SAr,
long with the corresponding homogeneous APs. The last block for
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Table  6
Results of the APs for the 7 × 7 and 8 × 8 test problems.
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Fig. 1. Number of wins per algorithm and test problem.
he 5 × 5 problem reports results for the heterogeneous APs that
ombine fixed- and random-parameter variants of the constituent
lgorithms.

The dominating approaches in terms of wins in the pairwise
ilcoxon rank-sum tests are marked with a star “*” symbol in

ables 5 and 6. In addition, all approaches competed against each
ther and the two best-performing algorithms in terms of wins

n the rank-sum tests are marked with the corresponding super-
cripts. For example, for the 5 × 5 problem in Table 5, AP(TSr, 5)
as ranked first, while AP(TS,  5) was ranked second among the

est-performing approaches. Similarly, SA3 and AP(SA3, 3) were the
est algorithms for the 6 × 6 problem. Note that starred algorithms
ithin the same block had equal numbers of wins among them.

he total number of wins per algorithm and test problem are also
raphically illustrated in Fig. 1.

Diverse conclusions can be derived from the reported results.
n the 5 × 5 problem, homogeneous APs appear to be superior
o their sequential counterparts in terms of the reported median
olution values or time efficiency (in case of equal quality). The
eterogeneous APs appear to consistently achieve high-quality

edian solutions and high time-efficiency compared to the base-

ine algorithms. Similar conclusions are derived for the reported
est solutions.

Fig. 2. Required execution time to achieve the reported median solutions.
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f
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c

Fig. 3. Nonlinearity of the best solution during the algorithms’ execution.

Another interesting observation is that APs with 5 nodes outper-
ormed those with 3 nodes. This is an empirical confirmation of the

ationale behind the use of multiple algorithms in APs. Moreover,
he overall best AP in our experiments was the AP(TSr, 5), which
onsists of four instances of the TS algorithm with random param-
Fig. 4. Autocorrelation of the best solution during the algorithms’ execution.

eters, followed by the homogeneous AP(TS,  5) that consists of four
fixed-parameter instances of TS. Similar performance was  attained
for the 6 × 6 problem. The APs habitually outperformed the sequen-

tial algorithms. However, in this case the SA3 approach was ranked
first, followed by AP(SA3, 5). Clearly, the previously neglected SA3
algorithm appeared to form efficient AP schemes in this case.
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Table  7
Median numbers of function evaluations (FEV) required by the APs for all test problems.

Algorithm 5 × 5 6 × 6 7 × 7 8 × 8

NL AC FEV NL AC FEV NL AC FEV NL AC FEV

AP(TS,  3) 10 16 27,698 20 32 2172 46 48 641,354 98 88 65,297
AP(TS,  5) 10 16 16,857 20 32 2030 46 56 16,516 98 88 66,930

AP(TSr , 3) 10 16 19,026 20 32 2112 46 48 471,266 98 88 49,958
AP(TSr , 5) 10 16 14,583 20 32 2006 46 56 40,686 98 88 35,425

AP(SA3, 3) 10 16 16,106 20 32 1090 46 48 878,650 100 88 6032
AP(SA3, 5) 10 16 43,412 20 32 1048 46 48 237,382 100 80 111,113

AP(SAr , 3) 10 16 28,772 20 32 2375 46 56 1743 100 88 54,970
AP(SAr , 5) 10 16 30,124 20 32 1575 46 56 7684 100 88 57,190

AP(TS,  SA3, 3) 10 16 43,742 20 32 1074 46 56 6019 100 88 36,013
AP(TS,  SA3, 5) 10 16 21,094 20 32 1024 46 48 351,183 100 88 26,208
AP(TSr , SAr , 3) 10 16 28,423 20 32 2039 46 56 7626 100 88 131,924
AP(TSr , SAr , 5) 10 16 19,769 20 32 2010 46 56 11,140 100 88 58,931
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Fig. 5. Standard deviation of runni

In the 7 × 7 and 8 × 8 problems reported in Table 6, enhanced
erformance was achieved for the TS-based APs with 3 nodes. This
an be attributed to the exponentially increasing difficulty of the
roblem as the size of the S-box increases linearly, which aug-
ents the time requirements of the algorithms for the detection of

igh-quality solutions. The constituent algorithms of the APs with
 nodes were assigned more time than the algorithms in APs with
 nodes (recall that the total computational budget is the same for
ll APs). Thus, they could search the search space more thoroughly,
roviding better solutions. This is a strong indication that the ben-
fits from the use of APs decline if the running time per constituent
lgorithm is inadequate for deploying its dynamics.

In contrast to TS-based APs, the SA-based APs with 5 nodes out-
erformed the ones with the 3 nodes in most test problems. This
uggests that SA-based APs exploited the additional nodes more
fficiently. In particular, the inherent randomization of SA proved
o enhance the exploration dynamics of the APs, which is beneficial
n challenging problems. In fact, for the 8 × 8 test problem, AP(SA3,
) was the best AP with marginal difference from the sequential SA3
pproach, which was ranked first mostly due to its rapid detection
f the best solutions. This verifies the necessity of providing ade-
uate running time to the algorithms when dimension increases.
ote that AP(SA3, 5) was the variant that achieved the best median

olution as we can see in Table 6.
Overall, the considered APs exhibited competitive performance
n all test problems. They were able to regularly achieve high-
uality solutions and time efficiency. This is clearly communicated

rom Fig. 2, where the algorithms that achieved the best medi-
ns per problem are ranked according to their running times. In
e for all algorithms and problems.

all cases, APs occupy higher positions due to their high time-
efficiency. The 8 × 8 test problem is excluded because only the
AP(SA3, 5) variant achieved the best median solution. Another inter-
esting observation is that APs based on SA3 appear to be the most
efficient. This implies that SA-based APs gain more benefits from
fixed-parameter settings.

As previously mentioned, in parallel computing environments
the running time of an algorithm constitutes an established mea-
sure of efficiency. However, for completeness purposes, the median
of the number of function evaluations required by the APs for each
test problem is reported in Table 7. In general, the observed per-
formance with respect to function evaluations is aligned with the
previous findings based on the running time of the algorithms.

For better understanding of the algorithms, the progress of their
NL value during their execution, averaged over the 25 experiments,
is depicted in Fig. 3. The corresponding AC values are illustrated
in Fig. 4. Specifically, we  divided the running time into equal seg-
ments and plotted the achieved average NL and AC per segment.
The curves yield apparent NL differences between the sequential
algorithms and the APs. Also, we  can see that AC is not monotoni-
cally decreasing but rather fluctuates. This is anticipated since AC
is a lower-priority objective compelled to follow the changes in NL.

Another issue of interest in APs is the reduction of risk, which
is defined in terms of the standard deviation of the AP’s time effi-
ciency. For the employed algorithms this can be interpreted as the
standard deviation of the running time. Fig. 5 reveals the standard

deviations of running times for all algorithms and problems. Appar-
ently APs achieved smaller standard deviations, especially for the
harder problems, thereby revealing their risk-reduction properties.
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Table  8
Maximum nonlinearity values achieved by the considered algorithms against other approaches in the literature.

Problem Current work Picek et al. [37] Laskari et al. [10] Clark et al. [12] Millan et al. [38]

5 × 5 10 10 10 10 10
6  × 6 22 22 2
7  × 7 46 48 4
8  × 8 100 104 9

Table 9
Minimum autocorrelation values achieved by the considered algorithms against
other approaches in the literature.

Problem Current work Laskari et al. [10] Clark et al. [12]

5 × 5 16 16 16
6  × 6 32 32 32
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7  × 7 48 56 48
8  × 8 80 80 80

Finally, for completeness purpose, Tables 8 and 9 report the best
L and AC values achieved by the proposed algorithms within the
rovided strict time budgets, against other computational meth-
ds from the literature. Specifically, the best results of Picek et al.
37], Laskari et al. [10], Clark et al. [12], and Millan et al. [38] are
eported. Regarding the NL values, we witness some differences

ainly for the most difficult problems. In particular, for the 7 × 7
nd 8 × 8 problems, the cost functions proposed in [37,12] resulted
n solutions of high NL values. The use of these cost functions con-
titutes an interesting direction for future research, as they can be
ncorporated in the proposed APs to boost their performance.

For the 8 × 8 test problem, some additional works can be found
n the literature. In [39] the proposed approach was  based on a
nite field inversion method and managed to detect 8 × 8 S-boxes
ith NL value equal to 106. In [40], a reverse genetic algorithm
ith initial population of AES affine equivalent S-boxes was  used,

ucceeding to detect solutions with NL value 112. Finally, in [41]
he proposed approach exploited important theoretical findings
n power mappings. The employed method managed to detect S-
oxes with NL values equal to 112. Regarding autocorrelation, Table

 shows that the other approaches achieved similar results to the
tudied APs. The main difference is observed in the 7 × 7 problem,
here our approach achieved the best AC along with the approach

f [12].

. Conclusions

The design of bijective S-boxes of high nonlinearity and low
utocorrelation is a hard computational optimization task. In the
resent work, we applied two well-studied trajectory methods,
amely TS and SA, on the S-boxes design problem. To the best
f our knowledge, TS has never been applied to design bijective
-boxes before. For the considered problem, we also proposed par-
llel APs based on the widely used master-slave model. The APs
ere constructed using either one algorithm (homogeneous case)

r both TS and SA (heterogeneous case), and were thoroughly com-
ared with each other as well as with their constituent algorithms.
xtensive experimental evaluation revealed that the proposed APs
an provide S-boxes of better or equal quality with the sequen-
ial algorithms, although in significantly less time. SA-based APs
hat used fixed-parameter settings usually outperformed TS-based
nes in harder test problems while in smaller test problems, TS-
ased APs surmounted SA-based ones. Additionally, TS-based APs
chieved smaller standard deviations of running time compared to

A-based ones. In general, the proposed APs achieved smaller devi-
tions in the time required to attain their best solution compared to
heir sequential versions, especially for the harder problems. Future
esearch will include the exploration of different AP models based

[

[

0 22 20
6 48 46
8 102 100

on performance forecasting techniques, as well as interactive AP
frameworks. Also, more sophisticated formulations of the problem
will be explored, along with different cost functions such as the
spectrum-based cost function reported in the relevant literature.
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