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ABSTRACT

Andromachi Hatzieleftheriou T.

Phd, Department of Computer Science and Engineering, University of loannina, Greece.
September, 2015.

Fast and Efficient, Durable Storage in Local and Distributed Filesystems.

Thesis Supervisor: Stergios V. Anastasiadis.

The increasingly large amount of structured and unstructured data that needs to be
constantly stored and processed, requires highly scalable storage system solutions. Typi-
cally, in a cloud environment the storage stack consists of multiple tiers. Front-end ma-
chines are mainly responsible for temporarily caching data, while back-end machines pro-
vide persistent storage. Additionally, data is redundantly stored among multiple servers
for high availability in case of failures. However, the co-location of multiple workloads on
top of a shared physical infrastructure introduces several new design challenges related
to the performance, resource efficiency and durability of multi-tier cloud environments.
In the present thesis, we argue that the inherent characteristics of multi-tier virtualized
environments necessitate the fresh reconsideration of the I/O path. Across the different
tiers of the storage stack, we investigate the tradeoff between consistency and resource effi-
ciency, aiming to provide improved durability and high performance at moderate resource
overhead.

In the first part of this thesis, we focus on the storage backend tier with the aim to
combine improved local filesystem consistency with high performance and efficient storage
bandwidth utilization. In general, synchronous small writes are commonly used to safely
log recent state modifications for fast crash recovery. Demanding systems usually dedi-
cate separate devices to logging for adequate performance during normal operation and

redundancy during state reconstruction. Nevertheless, storage stacks enforce page-sized

xii



granularity in data transfers from memory to disk. As a result, they consume excessive
storage bandwidth to handle small writes, which hurts performance. The problem wors-
ens, as filesystems often handle multiple concurrent streams, which effectively generate
random I/0O traffic.

In a local filesystem, we rely on journaling of both data and metadata blocks in order
to achieve their safe transfer to disk at sequential disk throughput and low latency. We
propose the design of two new mount modes, wasteless journaling and selective journaling.
Wasteless journaling coalesces multiple concurrent subpage writes into page-sized jour-
nal blocks. Instead, selective journaling selectively journals data updates below a write
threshold, and transfers the rest directly to the filesystem. We implement a functional
prototype of our design over a widely-used local filesystem. Across a wide range of mi-
crobenchmarks and application-level workloads over standalone servers and a multi-tier
networked system, we demonstrate that the proposed modes preserve filesystem consis-
tency, and provide improved operation throughput along with reduced write latency and
recovery time, at low storage bandwidth overhead.

In the second part of the present thesis, we focus on the frontend layer of a multi-tier
environment. In particular, we examine the implications among performance, resource
efficiency, and durability in scalable storage systems. Hardware consolidation in the dat-
acenter occasionally leads to scalability bottlenecks due to the heavy utilization of critical
resources, such as the shared network bandwidth. Host-side caching on durable media
is already applied at the block level in order to reduce the load of the storage backend.
However, block-level caching is often criticized for added overhead, and restricted data
sharing across different hosts. During client crashes, writeback caching can also lead to
unrecoverable loss of written data that was previously acknowledged as stable.

We improve the durability of shared storage in the datacenter by supporting journal-
ing at the kernel-level client of a well-known object-based distributed filesystem. Storage
virtualization at the file interface allows us to achieve clear consistency semantics across
data and metadata blocks, support native file sharing between clients over the same or
different hosts, and provide flexible configuration of the time period during which the
data is durably staged at the host side. Over a prototype implementation, we demon-
strate improved operation throughput at reduced disk and network bandwidth utilization

for specific durability, across multiple microbenchmarks, application-level workloads, and

xiii



real-world applications on top of a local cluster setup and a large-scale public cloud envi-

ronment.
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EKTETAMENH IIEPIAHUH STA EAAHNIKA

Avdpoudiyn Xatlneheufeplou Tou Owud xat tne Pwtelviic.

PhD, Tufjpa Mnyoavixdv H/Y xow IDinpogopunic, Havemotiuo loavviveoy, YentéuPelog,
2015.

Toniyopn xar Arodotuey, Avlextixiy Arolnxevon oe Tomxd xar Kataveunuéva Yvotiuata
Apyelwy.

EmufBiénov: Xtépyiog B. Avaotactddng.

Yty enoyt| e dngraxhc TAnpogoplac, To XAUAXOOLLN GLoTARUNT arobixeuone elvol
anapaltnTa Yoo TN Storyelplon Tou TERdOoTIOU GYXOU SOUNUEVLDY Xal adOUNTWY SEBOUEVKY
mou omattolyv ot umnpeoieg Staduxtiou. To amolnxeutixd clotnua oe €va mepi3dAlov
uroloyloTixol végoug anotelelton ouvABng and mohlhamid exineda. To mpdro eminedo
elvol unedBuvo yio TNV TpooweLVY| anobrxeuon Twy dedouévwy, eve To Tteleutalo eminedo
Tapéyel uovun anolixevorn. Emnpdoleta, ta cuothuata anolbrixevong ueyding xiluoxoc
dtatneoly ToAaAd avTiypopa Ty dedouévwy ot StagopeTixols xOUBoug BGOTE Vo TETUYOUY
udniyy dbeowdtnTa oe teplntwon xdnowg anotuylag. 201600, 1 CUVITAEEY TOARATAGDY
P0GV EpYaOLOY Ve o€ Ula xowvr unodour| 6to xévtpo dedouévwy (datacenter), ewodyel ula
oelpd and oyedlaotind Intiuata Tou agopoly Ty anddoon (performance), Ty anodoTix6-
o (efficiency) xar tyy avBextixdtnta (durability) Twv Sedouévey oto clotnua. Xtny
TopoUoo SLUTELBN ETLONUALYOUUE TNV AVOYXALOTATA YLoL GUVOAXY) avabeOEnoY TOU UOVOTa-
ToU anoffixevone oe éva moAucTpwuaTixd olotnua yeydhng xiluaxac. Ilpog auth tnv
xatevhuvar, oe SlagopeTixd enineda Tou cusTiUaToC anolfxeuong, eZetdlouue TNy enidpaon
NG GUVETELAC TOY OEB0UEVWY OTNY ATOS0TIXOTNTA TOU CUOTAUATOC. BOéTouue we Baoixd
0T6)0 TNV e€aopdhion TNS aviexTxdTNTOS TV dedouévry oe GUVBUAGUS e UNAT anddoor
2oL YAUNAES ATALTACELS O QUOLXOUS TOPOUC.

Y10 tpdto TuAUA TNE Tapovoas SLaTelBnc, UEAETAUE 0TO XaT®TERO eninedo Tne otolfBog

\
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anoffixevong, xar e€etdlovue To Tomxd ovoTnua apyelwy UE 0TOY0 Vo Tpocépouue LPTAY
alomiotia, BeAtiwuévn anddoon xal arnodotixr yeron tou elpoug Ldvne dloxou. Xe éva
UEYGAO €UpOC CUGTTUATWY, oL xpés oUyypoves eyypagéc mailouv xplowo pdho oTnv
allomiotior xal T SlfecudTNTo TOY CUGTNUATOY anolrixeuonc, xobdS YENOLLOTOLOUYVTOL
YLOL THY AOQANT) XATAYRAPT, TWY UETABOADY OTNHY ®UTAGTUOT) TOU GUCTAUITOS XOL T1) UETETEL-
Ta avéxapdn and mbavég anotuyleg. Tumixd napadelypata T€ToWWY GLUCTNUATWY AToTENOVY
T Topadootaxd cuoTAUATA apyElwy, oL oyeolaxéc BAoelg BeSOUEVWY XAl TO CUGTHUATA
anoffixevong xiewtol-tiurc. To yeyovoc 6t ta alyypova cuothuata artobxeuong uetapeé-
pouv Ta dedouéva and TN UvAUN 6T0 8loxo o8 OAOXANEO UTAOX, €YEL OUV ATOTEAECUO TNY
doxoty yehon edpoug LHVng Sloxou mou empépel auénuévn xabuotéonor eyypapic.

Hpoxewwévou vo ehatTdooLUE TIC amalThoelc 6e evpog LOvng dloxou, oyedidoaue dVo
véeg pebddouc xataypagric evuepdoeny (journaling). I ouyxexpuwéva, Baolbuaote
OTNY TEYVLXT| XUTAYPAPAS EVNUEPDOEWY OTA UETAOESOUEVA XAl To OEBOUEVA, DOTE Vo TETU-
YOUUE GTNV aoQah| EYYPo®T TouC 610 dloxo Ue yaunhy xabuctéonon, aflomoldvtag TNV
axohouvBuaxt| tpoorélaor Tou apyetou xataypagphc. H npdtn uébodog anobnxevel uévo tny
TEAYUATIXY UETAPOAT 0TA SEQ0UEVA S ATOTEAECUN TWV OLTACEWY EYYPAPNC TOU YeNoTH,
CUYXEVTPOVOVTAUC TOMATAES UXEES AULTHOELS OF EVa TARPES UTAOX. TN CUVEYELX TPOTEL-
voue ulo evohhaxtixr uéhodo xatoypaphc eVvNUepOOE®Y, 1) OTOl £YEL WS GTOYO VO UELGOGEL
v xivnon oto apyelo xataypaprc otny Tepintwor YeYIA®DY AUTHOEWY axolouhlaxhc Teo-
onéhaong. To mpotewvéuevo clotnuo daywpiler Tic authoelg ue Bdon xdmolo xaTdEAL
eyypaphc (write threshold). Yougpwva ye to péyeboc e exdotote aitmong, ta dedouéva
e anofnxedovtar elte oto apyelo xataypagrc, elte otnv TeEAxy Toug Béom oto Sloxo.
Ylonowjoaue Tic mpotetvouevee uebddouc oto eupéwe Stadedouévo alotnua apyelwy ext3d
tou Linux. [lpayuatonowioaue tnv alloAdYnoT TOU TEOTELVOUEVOU GUGTHUATOS YE1OLUO-
TOLOVTOG ULAL OELPA EXTEVOY TELPAUATIXGDY UETPHOEWY TOU TEQLAAUSBAVOUY GUOTAUATA POMY
dedouévmy, dlaxoulotéc nhextpovixhc arinhoypaglac, cucthuata enelepyaciac oUVAANa-
YOV TRAYUATIX0U YeoVou xal TopdAAnia cuoTthuata apyelwy. Muyxplvaue to oVotnud
UaC UE TIC UTdEY0UcES Tpooeyyloelg xat anodelaue 6Tl emtuyydvel yaunhy xafuotépnon
EYYPUPNC xoL ETAVAQORds, LPNAG pulud eCUTNEETNOTNS CUVAARAYDY, EVE EYEL YAUNAES
anatthoelc oe evpog (Hvne dloxou.

Y10 deltepo TUAUA TNG TaEoUcaS SLUTESNC, ETIXEVIPWVOUNOTE GTO TE®MTO ENLNEdO

evog TohuoTpwuoTixol oucsthuatog anoffxeuong. Ewdwxdtepa, ueletdue {ntiuata mou
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agopolv TNy anddoaon, TNy arodotixy allomolnon Twv tépmY xal TNV aviexTixdTnTo TwWY
dedoUEVLY o8 EVa XAAXOOLUL0 oUOTNUA ATobYXEVONC. LTO XEVTPO Se00UEVWLY, 1) EXTEREDT)
TOAMATAGY oGV gpyaoctiag Tdvw otny dla utodour unopel va 0dNYYOEL GE TEPLOPLOUEVT]
xhdoxowodtnta eContlog e avnuévng yenong xplowwy Tépwy, 6Twe To elpog LHVNC
dloxou xou dixtvou. H peydhn emfBdpuvorn Tou Sixtiou entBdiler oTov TENdTY Vo StaTrer|oel
Yl X4moto ypovixd ddotnua To eviuepwuéva dedouéva oty xpuet Tou uviun (cache) v
Aoyoug anédoong. H xpugy| anolvixeuorn otny mheupd Tou mehdtn tdve and aviextixd uéoa
unopel va Behtiddoel TNy avBexTindTTo Twy dedouévmy, eve epapudletal BdN ot eninedo
unhox (block-based) npoxewévou va uetwbel To goptio Tou anobnxeutixoy cusTAudTog TOU
Beloxetol and nlow. (dotdéo0, 1 xpuer arolrxeuon emnédou umiox xplvetol avemapxhc
Aoyo Tng mpoaletng emPBdpuvone oty anddocr TOU CGUCTAUATOC, XL TNS TEPLOPLOUEVTC
duvatdtnTac xowvoyenclac dedoUEVeY Tou TPoopEpel UETAZ) SLAPORETIXGY JLAXOULGTOV.
Emrpdobeta, oe neplintwon anotuylog tng Aettoupylag Tou TeAdTY), N xpupT| arobrxeuoT ue
neploduxhy eyypawt, (writeback caching) unopel va odnyfoetl oe andAela TV dedouévmv Ta
ornola TpoNyoLUEVLS emBeBatdinxay kg UoVLUL anofnxeuuéva 6T EXTENOUUEVES EQUPUO-
véc.

Yy napovoa datplB], BeAtidvouue Ty avlexTixdtnta TS xowvdypnotrne arolixeuong
070 %€V1p0 JeSoUEVWY UE TNV UTOGTAPLEN XOTAYPAPHC EVIUEROCEWY GTOV TEAATY EMNESOU
TUENVAL EVOC XATAVEUNUEVOU CUCTAUATOC apyelwy UeYIANS xAluaxac. H emhoyr tne Siena-
phc apyelwv (file-based interface) amhomowel to povondtt mpog to TEMXG amofnxeuTING
UECO TPOGHEPOVTAC TOAATAL 0@élr. Apyxd, BeATLOVEL TNV and6d00Y TOY EQUPUOYOY
xa metuyaiver Eexdbopn onuactoloylo cuvénelag UETALY SEBOUEVODY Xul UETABESOUEVWY.
Ennléov, vnootnetlel tny eyyevy) xowvoypenota apyeloy uetall nelatdy tou Tpéyouy elte
otov (dlo, elte oe Slagopetixolc dwaxouotéc. Teéhog, n denagh apyelwy emtpenel Ty
eLEATY pUluLe TN ypovixrc Teptddou xatd Tny onola Ta dedouéva elval allémioto aroly-
xeVUEVAL OTNY Theupd Tou Staxouroty|. Ilpoxewévou va ddoovue T SuvaTdTNnTA GE TOANO-
ThoUC TEAATES VoL TPOGTEAAGOUY TawTdypova xolvd dedouéva, e€acpaiilovue 6TL 10 6UOTN-
ua Slatnpeltol cuveydg oe pla ouveny| xatdotacy. Eniong, mapéyouue evay edixd unyavi-
oud YL TNY ETAVAPORd TwY dedouévwy Tou Beloxovtal anofnxevuéva oTo apyelo xataypa-
PRC EVNUEPDOEWY TOU TEAATN XATd TNV avdxaudn Tou cUGTAUATOS and xdnol anotuyid.
AZiohoyolue meELpoUaTIXd TNV TEWTOTUTY VAOTONGT TOU avanTUSOUE GTO XAUTAVEUTUEVO

ovotnua apyelwy Tou Ceph oto Linux, ypnoiuonoldvtag uia Tonxy, cusTtolyiod UTOAOYLOTAY,
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xal To UEYAANS xhluoxag mepBdhiov unohoyLotixol végouc Tne Amazon. Xuvolxd To
TEOTELVOUEVO GUOTNUA ETLTUYYAVEL onuavTXy) BEATiwon 0Ty anddooT) yYid CUYXEXPLUEVES
eYYUNoELS avlEXTIXOTNTAC, AllOTOLOVTAUSC UELwEVO elpog Lihvne SixTiou xal dloxou 6Touc
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CHAPTER 1

INTRODUCTION

1.1 Thesis Context
1.2 Thesis Contributions

1.3 Thesis Organization

1.1 Thesis Context

The continuous increase in volume, variety and velocity of data has led to the evolution of
data storage. In the era of Big Data, large amounts of constantly generated information
needs to be efficiently stored, analysed and processed. For instance, in 2010 Facebook
reported the actual need to store and load in daily basis, 15PB and 60TB of data accord-
ingly, with a total of one billion new photos per week [184, 18]. Today, Twitter monthly
serves 316 million of active users, posting 500 million tweets per day [187]. According
to a recent study, data is doubling every two years, and is expected to reach 44 trillion
gigabytes by 2020 [61]. Additionally, the emergence of cloud computing has given rise to a
new class of Internet-scale applications, including online serving, analytics and bulk pro-
cessing, that manage the increasing amount of data and serve thousands or even millions
of concurrent users.

The large data volume, in combination with the rapidly growing number of concurrent

users, imposes the requirement for high scalability at the underlying cloud storage infras-
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tructure. This observation has led system designers to move from centralized to scalable
distributed solutions. The storage stack typically consists of several tiers with multiple
servers per tier. Frontend machines temporarily cache data locally, while backend ma-
chines provide persistent storage. A common multi-tier storage architecture consists of
a distributed database running on top of a cloud-scale filesystem with typical examples
including Bigtable over GFS and HBase over HDF'S [37, 74].

Furthermore, the advent of cloud computing creates an increasing tendency of mi-
grating traditional desktop and server applications to the cloud. Server consolidation is
attractive because it enables operational cost reduction, and power efficiency in the dat-
acenter. Virtualization is the key technology that enables the consolidation of multiple
virtual desktop or server machines on top of a shared physical infrastructure. In a vir-
tualization environment, the physical resources are multiplexed among multiple isolated
virtual machines. Today, the majority of cloud providers, such as Amazon through Elas-
tic Compute Cloud (EC2) and Microsoft through Azure, provide computing, network and
storage resources on demand through virtual machines [3, 32].

Nevertheless, hardware consolidation also introduces several design challenges. First,
the co-location of heterogeneous workloads over a shared infrastructure often leads to
contention of critical resources, such as disk and network bandwidth, resulting in re-
duced system scalability and performance [110, 155, 200, 69, 16]. Furthermore, typical
assumptions of several large-scale distributed applications about resource homogeneity
are weakened, which further complicates the efficient resource management of tasks and
virtual machines [200]. Despite the physical resources, the co-located applications may
also need to share data, for instance across jobs cooperating to solve a particular task [83].
Indeed, fine-grained data sharing is commonly enabled through a distributed filesystem
interface [199].

The storage interface typically defines the semantic level of information between the
application and the storage system. In a virtualized datacenter, storage is provided
through protocols operating at the block, file or object level. The block-based inter-
face in the form of virtual disks has prevailed in the storage management of virtualization
environments. Virtual disks are stored as flat files usually over a network fileserver, or
a storage array network. However, storage consolidation at the block-level introduces

multiple layers of abstraction. This results in redundant translations between different



layers of the storage and the network stack in the course of a request from the guest to the
remote storage backend [80, 176, 177, 9, 106]. Alternatively, through the file interface, the
guest can directly access the remote fileserver without unnecessary performance overhead.
Moreover, the file interface facilitates semantical awareness, which further enables several
performance optimizations and strengthens consistency [120, 111, 189, 91, 1, 43]. Native
support for fine-grained file sharing is also a desirable feature [145, 120, 172, 191, 23].
Overall, although the block-based interface provides virtualization flexibility and wide
system compatibility, a file-based interface is attractive for its performance, controlled
sharing properties, and clear consistency semantics. As a third option a guest can use
an object-based interface to directly access multiple object based servers for improved
scalability [189].

On another design dimension, service failures have been surveyed and analyzed exten-
sively across different online providers [136, 84]. Operator errors in the form of misconfig-
urations or buggy custom-written software running in the machines or the network, are
recognized as the leading causes of service failures. In order to tolerate network and ma-
chine failures, large scale systems usually replicate data across multiple nodes. However,
the frontend layer is usually kept stateless for reduced communication overhead [25]. In
particular, the frontend only stores locally soft state that does not survive crash failures
or reboots, which hurts the durability of the system.

In general, the filesystem consistency introduces a tradeoff between performance and
durability. The low latency and high throughput of directly-attached storage allows a
local filesystem to periodically flush data and metadata updates to stable storage. In
contrast, the potential contention over the network or the shared servers mandates that
the client of a distributed filesystem preferably keeps dirty data unflushed in volatile
memory arbitrarily long for improved performance and resource efficiency. In this case,
the client participates in the system failure model; if the client fails, it loses recently
updated blocks in the volatile memory which have not reached the server yet. Indeed,
several designers of local filesystems, large-scale storage systems, and flash-based caching,
decide to trade consistency for improved performance by decoupling the ordering of write
requests from their durability [42, 101, 121].

At the storage backend, the crash consistency of local filesystems has been studied

extensively [42, 146]. Write-ahead logging is a technique commonly used to improve



system reliability by preserving recent updates from failures; it also increases system
availability by substantially reducing the subsequent recovery time. Synchronous small
writes play critical role in the availability of a wide range of systems, including traditional
filesystems, relational databases, and key-value stores, because they safely log recent
state modifications for fast recovery from crashes [72, 66, 37, 104, 19, 169, 63, 75, 140].
Nevertheless, the storage stack enforces page-sized granularity in data transfers from
memory to the storage backend, resulting in inefficient storage bandwidth utilization and
reduced performance. In fact, the resource waste is exacerbated due to multiple concurrent
streams that generate random I/O traffic [32, 13].

Despite the technological advances in cloud computing over the last decade, cloud
storage systems face several limitations related to their efficiency, performance, durability,
or file sharing properties [23]. In this thesis, we propose the fresh reconsideration of the
1/O path in multi-tier virtualized environments. We show that the resource efficiency at
each storage tier contributes to the overall system performance improvement. We also
recognize the importance of investigating the implications of the consistency semantics to
the resource efficiency and the performance, at each tier separately. Overall, we combine
improved filesystem consistency with high performance and efficient resource utilization,
across different layers of the storage stack.

Our initial goal is to improve the consistency and the bandwidth efficiency of the local
filesystem at the storage backend. We rely on journaling of data updates in order to
ensure their safe transfer to disk at low latency and high operation throughput without
excessive resource overhead. We design and implement a new journaling method which
merges concurrent subpage writes into page-sized blocks to the journal. We also develop
an additional journaling method which only logs updates below a write threshold and
transfers the rest directly to the filesystem.

Subsequently, we focus on the frontend layer aiming to improve the performance,
resource efficiency, and durability of the shared storage system. Especially, we rely on
storage virtualization at the file level for its clear consistency semantics, native file sharing
support, and performance characteristics. We improve the durability of shared storage
in the datacenter by supporting local disk-based journaling at the kernel-level client of
a scalable distributed filesystem. Our approach enables frequent flushes of dirty pages
to the local journal without crossing the network and hitting the disks of the backend



storage.

1.2 Thesis Contributions

According to the examined storage layer of a multi-tier environment, the contributions of

this thesis can be classified into two categories.

At the storage backend layer:

e We measure bandwidth inefficiencies in journaled filesystems and examine ways to

combine filesystem consistency with high performance at moderate cost.

e We design and implement two new mount modes, wasteless and selective journaling,

in a widely-used local filesystem.

e We discuss the effects of alternative journaling optimizations to the consistency

semantics of the filesystem in the context of different storage configurations.

e We experimentally show the performance improvement of the proposed modes, at
low journal bandwidth requirements, across a wide range of realistic workloads over

standalone servers, and a multi-tier networked system.

At the frontend layer:

e We propose to improve the durability of frontend memory caching with a local

disk-based journal at the client of a distributed filesystem.

e We design and implement a prototype of the proposed storage layer at the client of

a commonly-used object-based filesystem.

e We carefully investigate the consistency semantics of the proposed storage proto-
col under normal system operation, and in case of client failures, such as network

disconnection and reboot.



e We experimentally demonstrate that the proposed design improves the application
performance, and reduces the disk and network bandwidth utilization for specific
durability guarantees over a local clustered storage backend and a large scale cloud

environment.

1.3 Thesis Organization

The remainder of the present thesis is organized as follows:

In Chapter 2, we provide the background required to understand the challenges
that arise in multi-tier storage environments with regard to the implications of crash
consistency on the resource efficiency and the performance of the system.

In Chapter 3, we motivate our work on improving the bandwidth efficiency for con-
sistent multistream storage at the storage backend by experimentally revealing bandwidth
waste in a widely known journaling filesystem. Then, we present the design of the two
new journaling modes that we propose, and discuss the consistency semantics provided
by the Okeanos design.

In Chapter 4, we describe the implementation details of the Okeanos prototype,
and investigate the implications of alternative journaling optimizations to the consistency
semantics of the filesystem in the context of different storage configurations.

In Chapter 5, we present the experimentation environment that we used, and provide
the experimental evaluation of the Okeanos prototype through microbenchmarks and
application-level workloads on standalone servers, and a multi-tier networked system.

In Chapter 6, we motivate our work on improving the durability of shared storage by
experimentally measuring the amount of dirty data that remains vulnerable at the client
memory of a commonly used large-scale filesystem over time. We outline the proposed
design goals and describe the architecture of Arion. We also investigate the consistency
semantics of our storage protocol along with its implications to the efficiency.

In Chapter 7, we initially provide some necessary background information, and then
present the implementation details of the Arion prototype.

In Chapter 8, we describe our experimentation environment, and present the ex-

perimental evaluation of Arion using microbenchmarks, application-level workloads, and



real-world applications over a local cluster and a public-cloud setup. Additionally, we
examine an alternative storage device setup.

In Chapter 9, we compare the proposed systems with previous research related to the
storage management in virtualization and cloud environments. Furthermore, we present a
detailed study of the previous research on distributed filesystems, transaction processing,
flash-based caching and filesystem logging, and discuss several device and application-
specific reliability issues.

In Chapter 10, we investigate some promising directions for future work, and describe
our ongoing work on related open research issues.

In Chapter 11, we provide an overview of the contributions of this thesis, and sum-

marize the basic conclusions.



CHAPTER 2

BACKGROUND

2.1 Storage in Virtualization Environments
2.2 Cloud Storage

2.3 Reliable Multistream Storage

2.4 Local Filesystem Consistency

2.5 Summary

Infrastructure virtualization in the datacenter consolidates desktop and server machines
over the same hardware. The physical resources are typically shared among multiple
heterogeneous applications with different I/O characteristics, resulting in resource con-
tention and limited performance scalability. The storage interface plays a critical role in
the performance, efficiency, consistency and sharing properties of the co-located virtual
machines. However, providing crash consistency in order to ensure the correctness of the
filesystem structure after a failure, further complicates the design of a large-scale storage
system, and introduces a tradeoff between performance and durability. As highly con-
current streams of data travel across the multi-tier storage stack of a virtualized cloud
environment, it is important to investigate the implications of the consistency semantics

to the resource efficiency and the overall system performance at each layer separately.



In this chapter we initially describe the storage properties of the alternative storage
interfaces in virtualization environments. Then, we discuss the design issues and the
challenges that arise in a multi-tier cloud environment. We also examine some interesting
topics in the reliable storage management of highly-concurrent streams of data over a
wide range of applications. Finally, we focus on the crash consistency semantics of local

filesystems.

2.1 Storage in Virtualization Environments

The increasing power of modern systems in combination with flexible virtualization soft-
ware, encourage service providers to consolidate multiple virtual servers on a single phys-
ical machine. Virtualization enables the multiplexing of physical resources, such as disk
capacity and network bandwidth, across different guest operating systems. A thin layer,
namely the Virtual Machine Monitor(VMM) or hypervisor, lies between the hardware
and the hosted virtual machines. The VMM is responsible for scheduling and managing
the allocation of physical system resources among the co-located guest machines. The
individual workflows from multiple guest operating systems result in highly-concurrent
streams of data to the underlying storage system. Moreover, the submitted I1/O requests
are increasingly latency-sensitive.

In virtualization environments the performance interference among multiple concurrently-
running virtual machines leads to unpredictable performance and suboptimal resource
utilization [70, 170, 110]. For example, a single badly-behaving application is able to sat-
urate the storage system due to random I/O requests. As a result, the contention in the
storage system has been extensively studied over the last years [70, 170, 110]. Another
significant difficulty is the semantic gap introduced between the hosted machines and the
VMM [41, 189]. In particular, the resource scheduling decisions of the VMM are agnostic
of application-specific information available at the operating system level. Additionally,
the semantic gap raises questions about data consistency because the hypervisor operates
transparently to the guest filesystem [1, 43]. Overall, it remains difficult to efficiently pro-
vide crash consistency guarantees at low latency and high throughput in virtualization

environments.
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Figure 2.1: (a) Block, (b) file and object storage interfaces in virtualization environments.

Application data is typically served in the form of virtual disks stored as flat files over
a network fileserver, or volumes over either directly-attached storage or a storage-area
network. A guest accesses a virtual disk as a local device through a block-based interface
as depicted in Figure 2.1a. Alternatively, a file-based interface can be used at the guest
side to directly access remote file servers over the network (Figure 2.1b).

Despite the actual storage backend (SAN or NAS), a virtual disk is also formatted
with a local filesystem within the guest. The resulting multi-layered storage stack may
lead to performance degradation due to multiple file-to-block transformations of the 1/0
requests [80, 176, 177, 9]. Similarly, filesystem nesting through a block-based interface
has been reported to incur significant performance overhead [106]. On the contrary, a file-
based interface reduces redundant translations between different layers of the storage and
the network stack as a request travels from the guest to the remote file server. Therefore,
remote storage access through a file-based interface has been advocated to improve the
performance of virtual machines in comparison to block-based access.

Another significant advantage of the file interface is its ability to preserve file-level
semantics in order to improve the performance and strengthen consistency [120, 111, 189,
91, 1, 43]. In particular, the file interface provides valuable semantical information about
the consistency dependencies of modified the data and metadata blocks. Instead, the
block-based interface treats metadata as data below the guest filesystem, which can lead

to inconsistencies in case of a guest failure [43, 106, 176, 101, 91, 1]. Additionally, a file-

10



Interface
Benefits References
Block File

sharing v | [145, 120, 172, 191, 23]

semantical awareness

consistency v’ | [43, 106, 101, 189, 91, 1]

performance v [176, 80, 106, 9, 91]
manageability

disaster recovery v v [50, 141]

migration v v [143, 57]

thin provisioning v v [57, 106]

searchability v (145, 120]

snapshotting v v [193, 141, 106]

versioning v v [145, 57]
systems compatibility v [176, 9]
isolation v v [145, 103, 112]

Table 2.1: Storage properties respectively facilitated by the block-based and file-based

interface of a virtual machine.

based interface natively supports controlled file-sharing among different virtual machines
[94, 51, 120, 145, 172, 191, 23, 9].

On the contrary, the file interface has been criticized for reduced virtualization flex-
ibility and limited isolation of the guest machines [80, 176, 9, 145]. In contrast to the
file-based interface, the block interface also provides wide compatibility across different
backend storage systems and frontend guest operating systems [176, 189, 9]. However, the
block interface limits content searching within the virtual machines [145]. Finally, both
interfaces provide flexible manageability through versioning, migration, thin provision-
ing, snapshotting, and disaster recovery [145, 57, 106, 193, 141, 50, 141]. In Table 2.1 we
summarize the comparative benefits of block-based and file-based networked storage as re-
ported in current literature. Alternatively, for improved scalability, an object-based inter-

face allows the guest to directly connect to multiple object servers (Figure 2.1b) [193, 189].
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2.2 Cloud Storage

The storage management in a cloud environment is challenging due to the increasingly
large amount of data and the constantly growing number of concurrent users. The cloud
storage solutions can be categorized as structured and unstructured. Unstructured data,
such as text and multimedia files, has no predefined data model, while structured data
depends on a particular well-defined schema. Unstructured data management is provided
over the traditional file-based interface by large-scale filesystems, such as the Google File
System (GFS) and the Hadoop Distributed File System (HDFS) [65, 171]. Instead, key-
value stores are used for the storage management of structured data [37, 74]. Common
multi-tier cloud storage examples include Bigtable over GFS and HBase over HDFS [37,
74]. Nevertheless, such layering has been reported to result in reduced consistency, while
the write-dominated disk I/O negatively impacts the overall system performance [74].

Generally, the compute and storage resources of physical machines in the datacenter
are multiplexed among multiple heterogeneous applications. According to recent publicly
available traces from Google, the variability concerns both the executed tasks and the
resource types of the running virtual machines, in case of virtualized environments [155].
For instance, server and desktop workloads have different 1/O patterns from large-scale
distributed applications [121]. More specifically, big data workloads (such as MapReduce)
issue large sequential 1/O, while POSIX applications (such as databases) usually result
in small, random I/O requests [109]. The co-location of such heterogeneous workloads
on top of a shared infrastructure through virtualization can lead to significant resource
contention, impacting the application performance [110, 155, 200, 69, 16]. Heterogeneity is
also observed in the consistency requirements of different applications [178]. For example,
POSIX applications typically require stricter consistency semantics. However, POSIX
semantics can be provided at the cost of limited performance, especially when multiple
machines access shared storage [78]. Instead, several system designers typically prefer to
trade strong consistency for improved performance [121].

The consistency and availability of large-scale storage systems in the event of machine
and network failures have been extensively studied over the last decade. In general, the
availability and performance of cloud services depend on the ordering, durability and

membership properties of replication consistency [25]. In a multi-tier system, data is
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replicated at the frontend application, an intermediate caching layer, and the backend
persistent storage. Replication across multiple machines allows the system to tolerate
machine crashes and network partitions. For reduced cross-layer communication, the
frontend can be stateless and lose recently written data during a crash or reboot. Recog-
nition of this risk has urged the designers of local filesystems, flash-based caches and
distributed storage systems to emphasize the ordering guarantees of crash consistency at
the expense of weaker durability [42, 101, 121, 46].

On another design dimension, in order to improve their performance and reduce the
respective network and server load, I/O-intensive workloads in a distributed filesystem
can take advantage of writeback caching at the client side. Writeback caching allows the
application data to be acknowledged as soon as it reaches the client-side cache, while
the actual transfer to the backend storage is performed at a later time. Unfortunately,
current scalable filesystems can natively support only in-memory caching at the client side,
resulting in limited durability [193, 50, 171]. This deficiency has been partially addressed
by having the filesystem client running in the hypervisor (or another proxy node) and
enforcing the guests to mount disk images as plain files through a block interface that
enables block-based caching at the hypervisor [31, 191]. Nevertheless, this approach has
been criticized for the increased overheads from the semantic gap that it introduces and
the unnecessary multiple translations between the file and block interface [80, 106, 176, 23].
Indeed, data sharing is a useful feature of the file interface, and it is desirable either among
independent web services co-located within the same cloud, or across jobs cooperating to

solve a particular task [64, 83].

2.3 Reliable Multistream Storage

Synchronous small writes lie in the critical path of several systems that target fast recovery
from failures with low performance loss during normal operation [72, 66, 82, 37, 104, 5,
19, 113, 169, 63, 75, 140]. Before modifying the system state, updates are recorded to
a sequential file (write-ahead log). Periodically the entire system state (checkpoint) is
copied to permanent storage. After a transient failure, the lost state is reconstructed by

replaying recent logged updates against the latest checkpoint [190].
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Write-ahead logging improves system availability by preserving state from failures and
substantially reducing recovery time. It is a method widely applied in general-purpose file
systems [156, 82, 163, 148], relational databases [66], key-value stores [37, 113], event pro-
cessing engines [104, 29], and other mission-critical systems [132, 32, 27]. Logging is also
one technique applied during the checkpointing of parallel applications to avoid discarding
the processing of multiple hours or days after an application or system crash [147, 19, 139].
Logging incurs synchronous small writes, which are likely to create performance bottleneck
on disk [66, 192, 132, 10, 124]. Thus, the logging bandwidth is typically over-provisioned
by placing the log file on a dedicated disk separately from the devices that store the sys-
tem state (e.g. relational databases [127], Azure [32]). In general, asynchronous writes
also behave as synchronous if an I/O-intensive application modifies pages at the flushing
rate of the underlying disk [17].

Furthermore, a distributed service is likely to maintain numerous independent log
files at each server (RVM [159], Megastore [13], Azure [32]). For instance, multiple logs
facilitate the balanced load redistribution after a server failure in a storage system. If the
logs are concurrently accessed on the same device, random I/0O is effectively generated
leading to long queues and respective delays. This inefficiency remains even if the logs
are stored over a distributed filesystem across multiple servers. One solution is to manage
the multiple logs of each server as a single file (e.g. Bigtable over GFS [37], HBase over
HDFS [27, 74]). In case of recovery, individual logs have to be separated from each other
at the cost of extra software complexity and processing delay during recovery.

For the needs of high-performance computing, special file formats and interposition
software layers have been developed to efficiently store the data streams generated by
multiple parallel processes [60, 79, 147, 19]. In structures optimized for multi-core key-
value storage, the server thread running on each core maintains its own separate log
file [116]. For higher total log throughput it is recommended that different logs are
stored on different magnetic or solid-state drives. However, fully replacing hard disks with
flash-based solid-state drives is currently not considered a cost-effective option for several
storage-intensive workloads [130, 67]. Also, while the storage density of flash memory
continues to improve, important metrics such as reliability, endurance, and performance

of flash memory are currently declining [68].
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2.4 Local Filesystem Consistency

In a local filesystem, inconsistencies can arise due to a hardware error, memory corruption,
or a system crash. Write ordering is essential to preserve filesystem consistency in the
presence of system crashes. Typically write ordering is imposed by explicit cache flushes.
However, a cache flush request is expensive because it forces all dirty data to disk, even
if only a subset actually needs to be persisted [42, 112]. The durability of written data
can be improved if one alternatively disables the on-disk cache, or uses controllers with
battery-backed cache [152, 169].

According to the guarantees provided for data and metadata blocks, a recent study

distinguishes the following levels of filesystem consistency [43]:

e Metadata consistency ensures that the metadata structures are consistent, with no

guarantees about data blocks.

e Data consistency provides guarantees about both metadata and the corresponding

data blocks.

e Version consistency additionally associates metadata with data of the matching

version, resulting in the highest consistency level.

A number of techniques have been proposed to maintain filesystem consistency in the
face of system crashes. Soft updates track and enforce metadata update dependencies so
that the filesystem can safely delay writes for most file operations [163]. Copy-on-write
techniques write filesystem blocks to any location on disk without updating the original
disk blocks in-place [82, 156, 202]. Filesystem journaling applies writes of metadata, and
sometimes data, blocks to a write-ahead log before updating their final location in the
filesystem [72, 148, 186].

Soft updates ensure both data and metadata consistency, whereas copy-on-write pro-
vides all the above levels of consistency [43]. Instead, journaling supports three alternative
modes with different consistency semantics. In writeback journaling mode only metadata
blocks are logged without any constraints in the relative order at which data and meta-
data blocks update the filesystem. It is considered the fastest mode, but also the weakest
in terms of consistency. In ordered journaling mode only metadata writes are logged.

However, the data blocks are written to their final location right before the journal writes
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of the metadata, reducing the risk of corrupting data during recovery. This order ensures
that a file structure points to valid data blocks on disk. In data journaling mode both
metadata and data blocks are logged. As a result, data journaling minimizes the risk
of losing file updates and, is considered to provide the strongest consistency guarantees.
In particular, it achieves data, metadata and version consistency by correctly associating
metadata with data of the corresponding version.

Despite the strong consistency guarantees, data journaling incurs additional disk ac-
cesses because each block is typically transferred to disk twice; once to the journal and
then later to its final location. Several studies have tried to improve the journaling per-
formance by relaxing the ordering constraints [42, 43]. Nevertheless, the use of data

journaling is commonly explicitly discouraged in several cases [148, 203, 5, 152, 43].

2.5 Summary

In this chapter, we provided the background required to understand the challenges that
arise in multi-tier storage systems regarding the implications of crash consistency on the
resource efficiency and performance of the system across different tiers. Overall, we un-
derlined the importance to improve the efficiency of the resource consumption across all
layers of the storage stack in a multi-tier environment in order to enhance the overall sys-
tem performance. Efficiency is important because hardware consolidation can sometimes
lead to scalability bottlenecks due to heavy utilization of critical resources. The seman-
tics of the storage interface is also crucial for the performance, efficiency, and consistency
properties of virtualized environments. Finally, it is essential for designers of reliable stor-
age systems to ensure the consistency of committed updates in case of failures. However,
filesystem consistency typically leads to a tradeoff between performance and durability. In
the present thesis, we investigate the performance and consistency implications of critical

resource consumption across different layers of the I/O path in the datacenter storage.
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CHAPTER 3

IMPROVING THE JOURNALING EFFICIENCY

3.1 Motivation
3.2 System Design

3.3 Summary

In a large-scale multi-tier environment the efficiency of the local filesystem at the stor-
age backend plays a critical role in the overall system performance. We begin our study
by focusing on the storage efficiency of local filesystems. In local filesystems, journaling
is a technique commonly used to ensure their fast recovery in case of system failures.
However, storage stacks enforce page-sized granularity in data transfers from memory to
disk resulting in inefficient bandwidth utilization in case of small write requests. In this
thesis, we consider the reduction of journal bandwidth in current systems as a means to
improve the performance of reliable storage at low cost. In particular, we rely on jour-
naling of data updates in order to ensure their safe transfer to disk at low latency and
high operation throughput without storage bandwidth waste. In this chapter, we present
the architectural aspects of the proposed design with particular emphasis on the provided

consistency semantics.
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Figure 3.1: For a duration of Hmin, we use 100 threads over the Linux ext3 filesystem
to do periodic synchronous writes at fixed request size (each thread writes 1req/s). We
measure the total write traffic to the journal across different mount modes (fully explained

in Sections 3.2 and 4.1).

3.1 Motivation

Journaled filesystems copy data and/or metadata from memory to a write-ahead log (jour-
nal) on disk [81, 164, 186, 203, 148]. Update records are safely appended to the journal
at sequential throughput, and costly filesystem modifications are postponed without pe-
nalizing the write latency perceived by the user. A page cache temporarily stores recently
accessed data and metadata; it receives byte-range requests from applications and for-
wards them to disk in the form of page-sized requests [28, 33]. The page granularity of
disk accesses is prevalent across all storage transfers, including data and metadata writes
to the filesystem and the journal. In the case of asynchronous small writes, the disk effi-
ciency is improved as multiple consecutive requests are coalesced into a page before being
flushed to disk. In contrast, synchronous small writes are flushed to disk individually
causing costly random I/O of data and metadata page transfers.

In Figure 3.1, we measure the amount of data written to the journal of the ext3
filesystem (described in Section 4.1). We run a synthetic workload of 100 concurrent
threads for 5min. FEach thread generates periodic synchronous writes of fixed request
size at rate 1req/s. We include the ordered and writeback modes along with the data
journaling mode. The ordered and writeback modes incur lower traffic because they only

write to the journal the blocks that contain modified metadata. Instead, data journaling
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writes to the journal the entire modified data and metadata blocks. In Figure 3.1, as the
request size drops from 4KB to 128 bytes (by a factor of 32), the total journal traffic of
data journaling only decreases from 267MB to 138MB (by about a factor of 2). Thus,
data journaling incurs a relatively high amount of journal traffic at subpage requests. By
tracing the block transfer activity of ext3 in the Linux kernel we found that metadata
and data modifications are journaled in granularity of entire 4KB pages regardless of how
many bytes are actually modified in a file page.

According to Chidambaram et al. [43], after a system crash, the data journaling mode
correctly associates metadata with data of the matching version (version consistency).
This type of crash consistency is stronger than only keeping the metadata structures
consistent with each other (metadata consistency), or correctly associating the data blocks
with the file they belong to (data consistency). However, data journaling requires each
data update to be written twice, first in the journal and later in the filesystem. If it
involves a large amount of written data or numerous small writes, double writes lead to
excessive utilization of storage bandwidth that may hurt performance. Consequently, the
use of data journaling is explicitly discouraged in several cases, while production systems
activate only metadata journaling by default [148, 203, 5, 152, 43].

Today, journaling of both data and metadata is applied in a production distributed
filesystem to ensure consistency of on-disk state [193]. Additionally, data journaling is
desirable for increased consistency across several production environments, including the
native filesystem of I/O-intensive high-performance computing systems [137], or the host
filesystem holding the disk images of virtual machines running write-dominated work-
loads [106]. In general, write-optimized filesystems that improve random access perfor-
mance are increasingly important for networked environments [109].

In this chapter, we investigate the performance and consistency implications of storage
bandwidth consumption in journaled and other filesystems. In the case of data journaling,
we find that the excessive disk traffic of synchronous small writes is primarily a result of the
page granularity enforced by the storage stack and less a consequence of writes to both the
journal and the filesystem. In fact, journaling may actually improve performance because
it safely copies updates to disk at sequential throughput. The bandwidth inefficiency of
small writes is not trivially overcome by reducing the granularity of disk writes to a single

sector because smaller writes would cause higher 1/O overhead in the system. Instead,
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we propose to accumulate the modifications from multiple subpage updates from different
threads into a single page, and only pay once the disk I/O cost of the page write. This
approach cannot be directly applied to writes that modify the filesystem in-place because
each write corresponds to a different block on disk. However, it is applicable to the
updates appended into the journal.

We set as objective to achieve filesystem crash consistency at high 1/O performance
with efficient bandwidth utilization. We introduce, design, and fully implement two new
mount modes, wasteless journaling and selective journaling. We are mainly concerned
about highly concurrent multi-threaded workloads that synchronously apply small writes
over the same storage devices [132, 37, 5, 104, 19, 27, 32, 169]. Unnecessary writes of un-
modified data and writes of high positioning overhead occupy valuable disk access time.
Thus they waste disk bandwidth, which should preferably be spent on useful data trans-
fers. To achieve our objective, we transform multiple random small writes into a single
block append to the journal. With microbenchmarks and application-level workloads,
we show that our two modes can considerably reduce the journal (and filesystem) traf-
fic. More importantly, they improve operation throughput and substantially reduce the
response time in comparison to alternative mount options and filesystems.

To the best of our knowledge, the present work is the first to comprehensively inves-
tigate the general benefits of subpage data journaling using a prototype implementation

in a fully operational filesystem. We summarize our contributions as follows:

1. Measure bandwidth inefficiencies in journaled filesystems and examine ways to com-

bine filesystem consistency with high performance at moderate cost.

2. Design and fully implement wasteless and selective journaling as optional mount

modes in a widely-used filesystem.

3. Discuss the implications of alternative journaling optimizations to the consistency

semantics of the filesystem in the context of different storage configurations.

4. Apply micro-benchmarks, storage workloads and database logging traces over a
journal spindle to demonstrate performance improvements up to several orders of

magnitude across different metrics.
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5. With a parallel filesystem, we show that wasteless journaling doubles the throughput

of parallel checkpointing over small writes, while it reduces the total traffic to disk.

3.2 System Design

In the present section, we describe the basic assumptions and objectives of our journaling
architecture. In a general-purpose filesystem, we aim to safely store recent state updates
on disk and ensure their consistent recovery in case of failure. We also strive to serve
synchronous small writes and subsequent reads fast, with low bandwidth requirements.
The consistency of metadata updates has already been studied previously [72, 163]. Addi-
tionally, subpage journaling of metadata updates is made widely available today through
popular commercial filesystems, such as the IBM JFS and MS NTFS [148]. On the con-
trary, data journaling is only supported in fewer filesystems (e.g. ext3/4, ReiserFS) and its
use is generally avoided because it is considered harmful for performance [43]. Moreover,

the subpage journaling of data updates is not supported in current filesystems.

3.2.1 Wasteless Journaling

Historically, journaling was only applied to the metadata of a filesystem with specific goal
to ensure fast structural recovery after a system failure [72, 186]. Today, support for data
journaling is provided in few filesystems to preserve from a system crash the latest data
updates and keep them accessible [43]. As a side effect of the journal sequential access,
data journaling can improve the throughput of random I/O operations. However, this
benefit is realized at the cost of excessive bandwidth consumption due to the page gran-
ularity of the storage traffic [148, 10]. In order to overcome this limitation, we designed
and implemented a new mount mode that we call wasteless journaling. In synchronous
writes, we transform partially modified data blocks into descriptor records, which we sub-
sequently accumulate into special journal blocks (Figure 3.2.a). For data blocks that have
been fully modified by write operations, we synchronously copy the entire blocks from
memory to the journal. After timeout expiration or due to shortage of journal space, we
copy the partially or fully modified data blocks from memory to their final location in the

filesystem. Subsequently, we clean the respective records from the journal device.
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Figure 3.2: (a) In wasteless journaling, we journal data updates at subpage granularity.
(b) In selective journaling, while we treat small requests approximately as in wasteless
mode, we transfer large requests directly to the final location without prior journaling of

the data.

3.2.2 Selective Journaling

Data journaling adds extra I/O cost because it writes data to both the journal and the
filesystem. In the particular case of sequential writes, the benefit from sequential appends
to the journal device is not that significant, because the data writes to the filesystem are
most likely sequential. In this case, the journal device may actually become a bottleneck
and harm performance. With goal to reduce the journal I/O activity of sequential writes,
we evolved wasteless journaling into an alternative mount mode that we call selective
journaling. In this mode, the system automatically differentiates the write requests based
on a fixed size threshold that we call write threshold. Depending on whether the write
size is below the write threshold or not, we respectively transfer the synchronous writes
to either the journal or the final disk location directly (Figure 3.2b). The rationale of this
approach is to apply data journaling only when multiple small writes can be coalesced
into a single journal block, or different data blocks are fully modified and scattered across

multiple locations in the filesystem.
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3.2.3 Crash Consistency

Since the synchronous write from a single thread must be transferred to disk immedi-
ately, it only makes sense to accumulate into a journal block the writes that originate
from different concurrent threads. Therefore, we expect wasteless and selective journal-
ing to be mostly beneficial in environments that consist of multiple writing streams with
frequent small writes. In the case of wasteless journaling, we only consider a write oper-
ation effectively completed after we log both data and metadata into the journal device.
Synchronous writes from the same thread are added to the journal sequentially. In case
of failure, a prefix of the operation sequence is recovered through the replay of the data
modifications that have been successfully logged into the journal. Thus, the structure
of the filesystem remains consistent across system failures and the filesystem metadata
refers to the latest data that has been safely stored on disk (version consistency [43]).

Selective journaling allows a series of synchronous writes to have a subset of the
modified data added to the journal and the rest of the modified data directly transferred to
the final location in the filesystem. During a recovery from crash, a write operation is fully
aborted if the corresponding journal appends were interrupted halfway. However, if the
write is large enough to be directly transferred to the final location, it may be only partially
completed at the instance of the failure. Consequently, selective journaling provides the
consistency of mount modes that journal the metadata only after the respective data
is saved to disk (data consistency [43]). Such modes update the data in place and
add metadata modifications to the journal, while selective journaling applies large data
updates in place but adds to the journal both metadata modifications and small data
updates. If the write traffic is dominated by request sizes below the write threshold,
the consistency of selective journaling approaches the version consistency of wasteless
journaling.

Arguably, the accumulation of multiple small updates into a single journal block leaves
open the possibility of losing multiple updates if the block does not safely reach the jour-
nal device. However, the wasteless and selective journaling do not defer in any way the
operation of buffer flushing regardless of whether it is periodically invoked by the filesys-
tem or explicitly requested through synchronous writes. Instead, the two modes merely

flush the buffer updates faster because they reduce the amount of I/O involved. This
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efficiency allows applications to achieve decreased write latency and shorter vulnerability
window during which requested updates remain outstanding. We provide additional ex-
planations about the system consistency, when we describe the atomicity guarantees of
our implementation in Section 4.1.4, while we experimentally demonstrate the reduced

flushing latency of our modes in chapter 5.

3.2.4 Update Sequences

In selective journaling, we call update sequence a series of multiple incoming updates
applied to the buffer of a single data block. The update sequence terminates when the
modified data block along with the respective metadata blocks are safely transferred from
memory to the filesystem. In our definition, the updates are not necessarily back-to-back,
but there should be no in-between transfer of the respective data and metadata blocks
to the final disk location. For presentation simplicity, but without loss of generality, we
assume that the write threshold and the block size are both set equal to the size of a
system page.

If the first update in such a sequence has subpage size, we mark the corresponding
buffer as journaled. Then, we log to the journal the entire update sequence of the block
as the individual updates are flushed to disk. It would be a straightforward approach
to turn off the journaling of the block as soon as the subpage write switched into a full
overwrite along an update sequence. As a result, the initial updates of the block would be
journaled and the rest would be directly flushed to the filesystem. During journal replay
at a subsequent recovery from a failure, the subpage writes would erroneously corrupt
the block whose latest update fully overwrote it. We deliberately avoid this situation by
journaling the block throughout the update sequence at the cost of paying data journaling
I/O for the entire update sequence.

Instead, if the first update is page-sized, we skip journaling for the entire update
sequence of the block. This implies that flushing any subsequent subpage data write
to disk causes the entire data block to be flushed to the filesystem and the respective
metadata blocks written to the journal. If we trivially did not do that, then only the
subpage writes could be recorded in the journal. Our approach in this case sacrifices the

sequential I/O of journaling in order to avoid block corruption due to only replaying the
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Figure 3.3: Alternative execution paths of a write request in the selective journaling mode.

subpage writes of the update sequence after a failure.

We prefer to preserve clean recovery semantics in selective journaling at the cost
of lower performance gain. In our experience, the two above transitions in write size
along an update sequence are not common in practice. Also, an update sequence has
limited lifetime due to the periodic flushing of dirty data by the system. According
to our experiments, selective journaling maintains significant performance gains across
different representative workloads that we examined. In Figure 3.3, we use a flowchart to

summarize the possible execution paths of a write request through selective journaling.

3.3 Summary

Motivated by the measured inefficiencies in journaled filesystems, we examined ways to
combine filesystem consistency with high performance at moderate cost. In a journaled
filesystem, we introduced the design of wasteless and selective journaling as alternative

mount modes. Wasteless journaling coalesces synchronous concurrent small writes of data
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into full page-sized journal blocks. Instead, selective journaling automatically activates
wasteless journaling on data writes with size below a fixed threshold. Finally, we included
a detailed discussion about the consistency semantics provided by the proposed journaling

modes.
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CHAPTER 4

THE OKEANOS PROTOTYPE

4.1 Prototype Implementation

4.2 Summary

In this chapter we provide the implementation details of the proposed journaling modes.
Additionally, we discuss the implications of alternative journaling optimizations to the
consistency semantics of the filesystem in the context of different storage configurations.
We implement wasteless and selective journaling in the Okeanos prototype system over

the Linux ext3 filesystem.

4.1 Prototype Implementation

At a high level, the original ext3 filesystem implements journaling of updates in two steps.
First, it copies the modified blocks into the journal with a a commit block at the end.
Then, it updates the modified blocks in-place at the filesystem and discards the journal
blocks.
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Figure 4.1: For each journaled block (i) A dedicated buffer head in memory specifies the
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block with the journal transaction to which it belongs.

4.1.1 Buffers

The Linux kernel uses the page cache to keep the data and metadata of recently accessed
disk files in memory [28]. For every cached disk block, a block buffer in memory stores
the respective data, while a buffer head stores the related bookkeeping information (Fig-
ure 4.1). The page cache manages disk blocks in page-sized groups called buffer pages.
Since the block and page typically have the same size, we use these two terms interchange-
ably from now on. A number of pdfiush kernel threads periodically flush dirty pages to
their final disk location. The threads systematically scan the page cache every writeback
period; a dirty page is due for flushing after an expiration period has passed since it was
last modified. Additionally, applications can synchronously flush the data and metadata
blocks of an open file, for instance, through the fsync call or after opening the file with
the 0_SYNC option enabled. The journaling block device is a special kernel layer used by
ext3 to implement the journal as a hidden file in the filesystem, or a separate disk par-
tition. In the journal, each log record corresponds to an update of one disk block in the

filesystem. The log record contains the entire modified block instead of the byte range
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Figure 4.2: (a). In the original design of data journaling, the system copies to the jour-
nal the entire blocks modified by write operations. (b) In wasteless journaling, we use

multiwrite journal blocks to accumulate the data modifications from multiple writes.

actually overwritten. This wastes disk bandwidth and space but makes straightforward
the restoration of modified blocks after a crash. The degree of waste depends on the
fraction of the block that is left unmodified by the write operation.

At the minimum, the system only needs to log the modified part of each buffer and
merge it into the original block to recover the latest block version. Thus, we introduce
a new type of journal block that we call multiwrite block (Figure 4.2b). We only use
multiwrite blocks to accumulate the updates from data writes that partially modify block
buffers. If a buffer contains metadata or is fully modified by a write operation, we can send
it directly to the journal without creation of an extra copy in the page cache. We call such
a journal block a reqular block. When a write request of arbitrary size enters the kernel,
the request is broken into variable-sized updates of individual block buffers. In wasteless
journaling, for buffer updates smaller than the block size, we copy the corresponding
data modification into a multiwrite block. Otherwise, we link the update to the entire
modified block in the page cache. In selective journaling, we set the write threshold equal
to the page size of 4KB. If a buffer update is smaller than the write threshold, we mark
the corresponding block as journaled by setting a special flag that we added in the page
descriptor of the buffer. Then, we copy the modification to the multiwrite block. If the

update modifies the entire block, we prepare the corresponding modified buffer for transfer
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to the filesystem without prior journaling. We clear the journaled flag after we complete
the block transfer to the filesystem.

In a straightforward way, our current prototype can also support arbitrary write
thresholds below the page size. In contrast, support for write thresholds above the page
size requires additional implementation intervention at the system path of write requests
as described recently in a more general context [118]. The additional modification is nec-
essary in order to keep track of the write size across the buffers in the page cache and

treat them differently based on the write threshold.

4.1.2 Transactions

A system call may consist of multiple low-level operations that atomically manipulate
disk data structures of the filesystem. For improved efficiency, the system assigns to
one transaction the records of multiple calls. Before the records of a transaction are
transferred to the journal, the kernel allocates a journal descriptor block with a list of
tags. A tag maps a buffer to the respective block in the filesystem (Figure 4.2a). When a
journal-descriptor block fills up with tags, the kernel moves it to the journal together with
the associated block buffers. For each block buffer that will be written to the journal,
the kernel allocates an extra buffer head specifically for the needs of journaling 1/O.
Additionally, it creates a journal head structure to associate the block buffer with the
respective transaction (Figure 4.1). After all the log records of a transaction have been
safely transferred to the journal, the system appends to the journal a final commit block.

For writes that only modify part of a block, we expanded the journal head with
two extra fields, the offset and the length of the partially modified block pointed to by
the buffer head. When we start a new transaction, we allocate a buffer for the journal
descriptor block. The journal descriptor block contains a list of fixed-length tags, where
each tag corresponds to one block update (Figure 4.2.b). Originally, each tag contained
the filesystem location of the modified block and one flag for the journal-specific properties
of the block. In our design, we introduce three new fields in each tag: (i) A flag to indicate
the use of a multiwrite block, (ii) The length of the write in the multiwrite block, and
(iii) The starting offset of the modification in the filesystem data block. These fields are

required during recovery to allow the extraction of the update from the multiwrite block
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and the overwrite of the respective filesystem block at the right offset.

4.1.3 Recovery

We consider a transaction committed if it has flushed all its records to the journal and
has been marked as finished. A transaction is automatically committed by the kjournald
kernel thread after a fixed amount of time has elapsed since the transaction started.
Subsequently, we regard the transaction as checkpointed if all the blocks of a committed
transaction have been moved to their final location in the filesystem and the corresponding
log records have been removed from the journal. If the journal contains log records after
a crash, the system assumes that the unmount was unsuccessful and initiates a recovery
procedure in three phases. In the scan phase, it looks for the last record in the journal that
corresponds to a committed transaction. During the revoke phase, the kernel marks as
revoked those blocks that have been obsoleted (overwritten or deleted) by later operations.
In the replay phase, the system writes to the filesystem the remaining (unrevoked) blocks
that occur in committed transactions.

During the recovery process, we retrieve the modified blocks from the journal. In
the case of multiwrite blocks, we apply the updates to blocks that we read from the
corresponding filesystem locations. Since the data of consecutive writes are placed next
to each other in the multiwrite block, we can deduce their corresponding starting offsets
from the length field in the tags. As soon as the length field of a tag exceeds the end
of the current multiwrite block, we read the next block from the journal and treat it as
another multiwrite block from the same transaction. We read into memory and update
the appropriate block as specified by the filesystem location and the starting offset in the
tag. However, if the multiwrite flag is not set, then we read the next block of the journal
and treat it as a regular block. We write every regular block directly to the filesystem

without need to read first its older version from the disk.

4.1.4 Atomicity

Disk drives can guarantee the atomic update of a 512-byte sector through an attached
checksum calculated over the sector data [160]. For a page that consists of multiple sectors,

incomplete page updates can be detected (torn page detection) through additional bits
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calculated over the entire page [162, 43]. Accordingly, we assume that the disk supports
atomic page updates. One misbehaviour not covered by the page atomicity is the case
that only a subset of the pages in a transaction actually reaches the filesystem. This is
possible because the disk internally uses a write cache to temporarily store incoming data.
The on-disk write cache is typically set to operate in write-back mode, which may reorder
writes for better performance. Then, the disk is possible to acknowledge a synchronous
page write before the data is safely stored.

The integrity of a journaled transaction can be verified with a checksum calculated
over the contents of the transaction [149]. However, a journaled filesystem may silently
end up in inconsistent state if the system crashes after a transaction partially updates the
filesystem but before the transaction is safely stored in the journal. Such inconsistency can
be avoided if the filesystem explicitly controls the on-disk ordering of journal commits.
For that purpose, the Linux ext3 provides the barrier mount option while the SCSI
specification offers the SYNCHRONIZE CACHE command [160]. Similarly, SATA provides
the FLUSH CACHE command [157]. If the device does not support write barriers, a flush
workload can be used to flush the on-disk write cache instead [152]. Alternatively, we
can disable the write cache and have the disk only acknowledge a write after that really
reaches the medium [169].

Assuming page atomicity on disk, wasteless journaling provides the consistency of
data journaling. If additionally the disk barrier is used or the write cache is disabled,
both wasteless and data journaling guarantee the idempotence of write operations. If
a transaction replay is interrupted halfway through, from page atomicity it follows that
each affected page in the filesystem will carry either the new value or the old value. A
safely committed transaction can be repeatedly applied to the filesystem until it completes
successfully. At this point, all the affected pages in the filesystem will have the new value.

Selective journaling marks as journaled the buffer of an update sequence based on the
size of the first update to the respective data page. If a data page is prepared for direct
transfer to the filesystem, there is no journal head to associate this data page with a
transaction. It is possible that the system crashes right after a dirty data page is directly
transferred to the filesystem. The respective metadata updates will not make it to the
journal if we use write barriers or disable the on-disk write cache. After the crash, the

above data update can become visible to the user if the update overwrote an existing file
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Figure 4.3: We consider three different pairs of data and metadata blocks whose respective
buffers are updated in memory. From left to right, we show a possible timing of block
transfers to the journal (j) and the filesystem (fs) across four different filesystem modes.
The superscripts d and m of the blocks refer to data and metadata, respectively, while
t1, to and t3 refer to three time instances of system crash that we examine. The square

containing c¢ refers to the commit block.

page. Essentially, the consistency of selective journaling degenerates to that of ordered
mode if the update sequence is not journaled. With journaled update sequence, the
respective filesystem page is only modified if it belongs to a safely committed transaction.
If all the update sequences of a transaction are journaled, the consistency of selective
journaling is that of wasteless journaling. As part of our experimentation, we confirm the
comparative benefits of our journaling modes across different settings of the on-disk cache

and the write barrier (Section 5.2.6).

Example In Figure 4.3, we examine the potential effect of the updates applied to three
different pairs of data and metadata blocks whose buffers are already located in system
memory. Assuming that time increases from left to right, we refer to the data and meta-
data block of updates 1, 2, and 3, respectively, with b¢ and b7, b4 and b7*, b4 and bT*. The
squares that contain the character ¢ symbolize the commit block of the transaction. We

assume that the updates applied to b9 and bd are partial, while b¢ is fully overwritten.
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With the journal and filesystem on disk, the example indicates that wasteless and selec-
tive journaling are likely to require less I/O time to safely flush the updates from memory
to disk in comparison to the ordered and data journaling modes.

If the system crashes at instance ¢, then all the updates applied in memory are lost.
At the other extreme, if the system crashes at instance ¢3, then all the updates can be
safely recovered from disk. Although both data and wasteless journaling record all the
block updates to the journal, wasteless journaling transfers one less block. The ordered
mode transfers all the data blocks to the filesystem, before it appends the three metadata
blocks to the journal. Selective journaling only transfers block b¢ to the filesystem, but it
copies to the journal the updates of b¢ and b¢ through a multiwrite block.

In this example, if the system crashes at instance t5, then selective journaling has
already modified block b¢ in the filesystem, while the ordered mode has modified b¢, bg, b4
in the filesystem. As a result both the ordered and selective journaling modes leave the
filesystem in an inconsistent state after the crash. Additionally, given that the commit
block has not been safely stored on disk before the crash, all four modes fail to recover
the three updates. The example indicates that the multiwrite block helps reduce the 1/O
traffic to the journal, while any in-place updates directly applied to the filesystem may

lead to inconsistencies during a crash.

4.2 Summary

To summarize, we provided a detailed description of the Okeanos prototype implementa-
tion. In particular, we implemented a method that we call wasteless journaling to merge
concurrent subpage writes to the journal into page-sized blocks. Additionally, we de-
veloped the selective journaling method that only logs updates below a write threshold
and transfers the rest directly to the filesystem. In this chapter we also examined the
implications of alternative journaling optimizations to the consistency semantics of the

filesystem.
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CHAPTER 5

PERFORMANCE EVALUATION OF THE

OKEANOS SYSTEM

5.1 Experimentation Environment
5.2 Performance Evaluation

5.3 Summary

In this chapter, we provide an extensive experimental evaluation of the Okeanos pro-
totype. We compare the proposed journaling modes against existing methods using mi-
crobenchmarks and application-level workloads on standalone servers, and a multi-tier
networked system. In our experiments we examine both synchronous and asynchronous

write-intensive workloads.

5.1 Experimentation Environment

We implemented wasteless and selective journaling in the Linux kernel version 2.6.18.
Newer Linux releases still lack the functionality that we propose (e.g. ext4 [102]). In
order to add the proposed functions into ext3, we modified 684 lines of code across 19

files of the original Linux kernel. Members of our team used the modified system as their
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working environment for several months. We evaluated our prototype over a sixteen-node
cluster using x86-based servers running the Debian Linux distribution and connected
through gigabit Ethernet

In most experiments we use nodes with one quad-core 2.66GHz processor, 3GB RAM,
and two SAS 15KRPM disks (Seagate Cheetah ST3300655SS [38]). Each disk has 300GB
storage capacity, multi-segmented 16MB cache, 3.4/3.9ms average read/write seek time
and 122-204MB/s sustained transfer rate. We have the journal and the data partition on
two separate disks, unless we mention otherwise. Our conclusions were similar in several
experiments that we did (not shown) with two SATA 7.2KRPM disks of 250GB capacity
and 16MB cache. We keep the page and block sizes equal to 4KB, while we leave the
journal size at the default value 128 MB. In our measurements, we assume synchronous
write operations, unless we specify differently. We keep the default parameters of periodic
page flushing: writeback period equal to 5s and expiration period 30s. Between successive
repetitions, we flushed the page cache by unmounting the journal device and writing the
value 3 to the /proc/sys/vm/drop_caches. On otherwise idle machines, with up to fifteen
experiment repetitions, we ensure that our results have half-length of 90% confidence

interval within 10% of the reported average.

5.2 Performance Evaluation

We study the performance of microbenchmarks, application-level workloads and traces
from database logs directly running on the modified filesystem. We also evaluate a stable
Linux port of the Log-structured File System, where the entire filesystem is structured as
a log [156]. Additionally, over a multi-tier configuration based on the PVFS2 distributed
filesystem, we examine the impact of the server filesystem to the parallel workload running
across multiple clients. Finally, we measure the recovery time after a crash.

The default disk settings typically increase performance by allowing a synchronous
write to return when the data reaches the on-disk cache rather than the storage sur-
face. The durability of written data can be improved if one alternatively disables the
on-disk cache, applies flush workloads to the cache, or uses controllers with battery-

backed cache [132, 152, 169]. In most of our experiments we kept enabled the on-disk
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Figure 5.1: (a) At 1Kbps, the journal bandwidth (lower is better) of both selective and
wasteless journaling approaches that of ordered and writeback modes, unlike data journal-
ing which is several factors higher. (b) At 1Mbps, wasteless and data journaling have the
same journal bandwidth, while selective journaling lies between writeback and ordered.
(c) In comparison to ordered and writeback at 1Kbps, the other three modes incur lower

filesystem bandwidth (lower is better), because they batch multiple writes into fewer page

flushes.

caches, but in Section 5.2.6 we report the sensitivity of our results to alternative cache

configurations.

5.2.1 Microbenchmarks

For a time period of dmin, we run a number of threads on the local filesystem. Each
thread appends data to a separate file by calling one synchronous write per second. The
generated aggregate traffic effectively consists of random I/O operations. As metric of
inefficiency, we use the average consumed bandwidth (the lower the better) on the journal
device across the different mount modes of ext3. With 1Kbps streams in Figure 5.1a, we
observe that as the number of streams increases from one hundred to several thousand,
the journal bandwidth of data journaling reaches 27MB/s. On the contrary, selective and
wasteless journaling limit the journal traffic up to 2.9MB/s and 4.2MB/s, respectively.
The higher storage bandwidth of data journaling is expected because it writes to the

journal the entire modified data blocks instead of just the subpage modifications.
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Figure 5.2: (a) With low rates, the write latency (lower is better) of ordered and writeback
mode appears orders of magnitude longer than the other modes. (b) At higher rates, the
selective and ordered modes experience much higher latency. (¢) As we read sequentially
multiple files that we previously wrote concurrently, read requests of 4KB size with NILFS

complete in order of magnitude longer time than the different modes of ext3.

At stream rate 1Mbps, wasteless and data journaling are comparable in terms of jour-
nal bandwidth (Figure 5.1b). Instead, the selective and ordered modes transfer data
updates directly to the filesystem, which reduces their journal traffic by an order of mag-
nitude or more with respect to wasteless and data journaling. We additionally examined
(not shown) streams of 10Kbps and 100Kbps, and mixed workloads with multiple stream
rates at different ratios. Without surprise, the journal bandwidth of wasteless journaling
varied between the values reported in Figures 5.1a,b according to the fraction of requests
that correspond to each stream rate.

In Figure 5.1c, we measure the consumed bandwidth of the filesystem device for 1Kbps
streams. The ordered mode synchronously transfers the data updates directly to the
filesystem with costly random I/Os before moving the corresponding metadata to the
journal. Instead, wasteless, selective and data journaling synchronously transfer the up-
dates to the journal and only periodically flush the dirty pages to the filesystem. Thus,
multiple writes to the same data block are automatically coalesced into fewer page flushes
leading to lower traffic at the filesystem. Respectively, we also measured the processor
utilization (not shown) and found it relatively higher for wasteless, selective and data

journaling. Nevertheless, processor utilization in these experiments always remained low,
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up to 5%.

Ultimately, the journaling of data is expected to reduce the latency of synchronous
writes. As they serve multiple streams of 1Kbps, in Figure 5.2a, the ordered and write-
back modes incur orders of magnitude higher latency with respect to the other modes.
Multiple concurrent synchronous requests in ordered mode result in random accesses to
the filesystem device. Thus, data journaling completes a write operation in tens of mil-
liseconds, but the ordered mode takes several seconds instead. Selective journaling follows
wasteless at low rates, and approaches the ordered mode at high rates (Figures 5.2a,b).

In Figure 5.2, we also consider a stable Linux port of the Log-structured File System,
where all data and metadata updates are written sequentially as a continuous stream
(NILFS) [197]. We find that the write latency of NILFS is comparable to that of waste-
less and data journaling at both 1Kbps and 1Mbps streams. Overall, the sequential
throughput of the journal improves significantly the ability of the system to store fast
the incoming data. In Figure 5.2c, we use a thread to read sequentially one after the
other different numbers of files that we previously created concurrently at 1Mbps each,
using NILFS or ext3. In this experiment, we measure the average time to read one 4KB
block. We observe that NILFS is an order of magnitude slower with respect to ext3. We
attribute this behaviour to the fact that NILFS interleaves the writes from different files
on disk, which may lead to poor storage locality during sequential reads. Our results with
1Kbps streams were similar; NILFS along with the ordered and writeback modes incur
higher read latencies than the other three modes.

In order to examine the generality of our conclusions, we also considered streams with
asynchronous writes. In I/O-intensive workloads, we anticipate that recent updates are
flushed to the filesystem as a result of memory pressure, before the page cleaning daemon
is periodically activated over the cache. In Figure 5.3, with several low-rate streams,
we notice that the ordered mode leads to write latency that is considerably longer and
highly variable in comparison to selective journaling. Essentially, selective and wasteless
journaling move recent updates to the journal device at sequential throughput, which
reduces the latency of ordered and data journaling up to several orders of magnitude.
Correspondingly, we confirm previous reports that asynchronous workloads may behave

as synchronous under conditions of high update rate [17].
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Figure 5.3: We depict the average latency of 1000 streams along a sequence of 200 disk
writes. BEach stream asynchronously writes once per second 125 bytes (1Kbps). In com-
parison to selective journaling, the write latency of ordered mode tends to be highly

variable and orders of magnitude longer.

5.2.2 Postmark and Filebench

We use the Postmark benchmark to examine the performance of small writes as seen
in electronic mail, netnews and web-based commerce [97]. We apply version 1.5 with
the option of synchronous writes added by FSL of Stony Brook Univ. The experiment
duration varies depending on the efficiency of the requested operations. In order to
keep the runtime reasonable, we assume an initial set of 500 files and use 100 threads
to apply a total workload of 10,000 mixed transactions with file read, append, create
and delete operations. We set equal to 5 the ratio of read/append operations and equal
to 9 the ratio of create/delete. We draw the file sizes from the default range between
500 bytes and 97.66KB, while I/O request sizes lie in the range between 128 bytes and
128KB. In Figure 5.4a, we observe that the transaction rate (higher is better) of wasteless
journaling gets as high as 738 transactions/s. Wasteless journaling combines the sequential
throughput of journaling with the reduced amount of written data to the journal and the
filesystem during small updates. Across different request sizes between 128 bytes and
128KB, wasteless journaling consistently remains faster than the other modes, including
data journaling (max rate 663 transactions/s). It is notable that wasteless journaling
improves by 85% the performance of ordered mode (max rate 399 transactions/s). Instead,

selective journaling with max rate 473 transactions/s lies between the data journaling and
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Figure 5.4: (a) With the Postmark benchmark, wasteless journaling consistently outper-
forms the other modes in terms of operation transaction rate (higher is better). (b) We
consider up to 128 concurrent Jetstress instances. In comparison to the other modes,
selective journaling maintains the latency of log writes lower up to several orders of mag-
nitude. (c¢) We examine the three flushing methods of MySQL/InnoDB. With respect to
the ordered mode, wasteless journaling reduces up to an order of magnitude the latency

required to flush the transaction log to the disk.

ordered modes.

As application-level workloads with asynchronous writes, we used the fileserver
and oltp personalities of Filebench v.1.4.9.1 [62]. Similarly to SPECsfs, the fileserver
emulates the I/O activity of a simple fileserver using an operation mix of file create, delete,
append, read, write and attribute accesses. By default the number of threads is set to
50 and the mean size of appends is 16KB. We let the tool automatically configure the
number of files to 250K based on the memory size of the server. From Table 5.1 it follows
that the operation throughput (higher is better) of ordered mode is improved by 12.6%
with data journaling and 17.5% with wasteless, respectively. Subsequently, we configured
the mean append size of fileserver to 4KB. Then, the respective improvement became
21.4% with data journaling and 23.3% with wasteless. Selective journaling splits the data
writes between the journal and the filesystem leading to operation throughput below that
of ordered.

In the case of the oltp personality, Filebench performs the file system operations
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Fileserver (16KB) Fileserver (4KB) OLTP

Mount Thput Latency Thput Latency Thput Latency
Mode (Ops/s) (ms) (Ops/s) (ms) (Ops/s) (ms)
Ordered 579.2 314.6 576.8 315.5 779.8 182.2
Selective Jrn 493.8 368.9 559.2 326.1 810.2 156.3
Data Jrn 652.2 278.2 700.0 260.1 826.8 146.6
Wasteless Jrn 680.4 266.9 711.0 255.5 825.2 146.7

Table 5.1: We measure the performance of the fileserver and oltp personalities in

Filebench. In fileserver we alternatively examine mean append size equal to 16KB

(default) or 4KB.

of the Oracle 9i I/O model. By default, it uses 200 reader processes, 10 processes for
asynchronous writing and a synchronous log writer. The tool automatically configures
the file size to 600MB. The workload involves small random reads and writes, and it is
sensitive to the latency of the moderate-sized (128KB+) writes to the log involved. Data
and wasteless journaling achieve a limited throughput improvement (6%) with respect to
the ordered mode, while selective journaling lies between the wasteless and ordered.
Overall, wasteless journaling improves the operation throughput of the ordered mode
at improved bandwidth efficiency. The performance of selective journaling lies between
the ordered and data journaling modes, while it reduces the respective bandwidth waste
by transferring data updates either to the journal, or to the filesystem device. In the
following section, we further examine the logging latency of databases by considering

multiple concurrent workloads [32, 116].

5.2.3 Groupware and Database Logging

System administrators prefer to devote a separate device for the logs of 1/O-intensive
applications for efficiency [127]. Distributed systems place multiple log files locally at
each machine for improved performance and autonomy [66, 32]. Also, database engines
optimized for multi-core hardware maintain multiple log files on the same host [116]. Given
the high cost of maintaining extra spindles in a machine, we investigate the possibility of

serving multiple log files efficiently over a single disk with appropriate filesystem support.
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In the present section, we measure the latency to serve the I/O traffic of log traces that

we gathered from groupware and database workloads.

Jetstress

We consider the Jetstress Tool that emulates the disk I/O load of the Microsoft Exchange
messaging and collaboration server [92]. We run Jetstress for two hours in a Windows
Server 2003 system with 1GB RAM and two SATA disks in mirrored mode. We used 50
mailboxes with 100MB each and 1 operation per second for each mailbox. With these
parameter values, we stress the hardware but also keep the reported measurements within
acceptable levels to successfully pass the Jetstress test. The tool fixes the database cache
to 266MB. Using the MS Process Monitor, we recorded a system-call trace of the Jetstress
I/O activity. The I/O traffic of the database log contains appends of size from 512 bytes
to tens of KB. The writes are tagged as uncached, i.e., they are configured to bypass the
buffer cache and directly reach the disk.

Over Linux, we use the original inter-arrival times to replay a 15min extract from the
middle of the log trace. We consider different ext3 modes with the 0_SYNC option enabled
at file open for synchronous access. Additionally, we consider the ordered mode with the
0_DIRECT option at file open to bypass the page cache. In order to study different loads
and serve multiple logs from the same device, we varied the number of concurrent replays
from 1 to 128. In Figure 5.4b, both selective and wasteless journaling keep write latency
up to tens of milliseconds even at high load. Unlike wasteless journaling that writes to
the journal all the affected data modifications, selective distributes across both spindles
—of the journal and filesystem— the incoming appends. As a result, selective journaling
achieves logging latency that is half that of wasteless or less. At high load, data journaling
and ordered mode incur write latency that reaches hundreds of milliseconds, an order of
magnitude longer than our two modes. These results indicate that the default uncached
writes of Jetstress can be outperformed with appropriate filesystem support. We assume

that the durability of synchronous writes is similar to that of bypassing the page cache.
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TPC-C

We also examine the logging activity of the OLTP performance benchmark TPC-C [185] as
implemented in Test 2 of the Database Test Suite [52]. We used the MySQL open-source
database system with the default InnoDB storage engine [129]. After consideration of our
hardware capacity, we tested a configuration with 20 warehouses and 20 connections, 10
terminals per warehouse and 500s duration. Running the benchmark led to insignificant
differences of the measured transaction throughput among ordered mode, wasteless and
selective journaling. This is reasonable because most updates in the workload have size
above the write threshold; as a result, the disk operations are sequential regardless of
whether they update the journal or the filesystem.

The InnoDB storage engine supports three different methods for flushing to disk the
transaction log of the database. In default method 1 (Cmt/Disk), the log is flushed directly
to disk at each transaction commit. It is considered the safest to avoid transaction loss
in case of database, operating system or hardware failure. In method 0 (Prd/Disk), a
performance improvement is expected by having the transaction log written to the page
cache and flushed to disk periodically. Finally, in method 2 (Cmt/Cache), the transaction
log is written to the page cache at each transaction commit and periodically flushed to
disk. A transaction loss is probable in case of operating system or hardware failure.

During an execution of TPC-C, we collect a system-call trace of the MySQL trans-
action log. Subsequently, we replay a number of concurrent instances of the log trace
over the ordered and wasteless journaling. We measure the average latency to flush the
transaction log to disk. In Figure 5.4c, we see that wasteless journaling takes up to tens
of seconds to complete each log flush across the three methods of InnoDB at high load.
Instead, at 64 or 128 instances, ordered mode takes hundreds of seconds. We also exper-
imented with selective journaling (not shown) and found it close to wasteless journaling
and well below ordered. The reported behaviour is anticipated because wasteless and se-
lective journaling sequentially store the small appends of the database log into the system

journal.
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Figure 5.5: We measure the data throughput (higher is better) of MPI-IO as client of
PVFS2. (a) At 1KB writes, wasteless journaling almost doubles the performance of the
default ordered mode. (b) At request size 47001 bytes, the prevalence of writes above the

write threshold keeps similar the relative performance of the mount modes.

5.2.4 MPI-IO over PVFS2

Workload characterization of parallel applications shows the need for improved perfor-
mance in small I/O requests over small and large files that arise due to normal execution
and checkpointing activity [79, 34]. Especially small requests of 1KB are known to be
problematic because they incur high rotational overhead even after they are transformed
into sequential [147]. Writes of 47001 bytes also appear often in parallel applications and
lead to poor performance due to alignment misfit [19]. In the present section, we examine
the performance gain of a parallel multi-tier configuration with our mount modes running
directly in the kernel-based filesystem of the storage server.

We chose the PVFS2 as an open-source scalable parallel file system [150]. We config-
ured a networked cluster of fifteen quad-core machines with thirteen clients, one PVFS2
data server and one PVFES2 metadata server. By default, each server uses a local Berke-
leyDB database to maintain local metadata. Through system-call tracing, we observed
that the data server uses a single thread for local metadata updates and multiple threads
for data updates. To focus our study on multi-stream workloads, at the data server we

placed the BerkeleyDB on one partition of the root disk, and dedicated the entire sec-
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Figure 5.6: We measure the disk traffic (lower is better) of BerkeleyDB (BDB), the journal
(Journal) and the filesystem (Final) over a PVFS2 data server. (a) At 1KB writes,
selective and wasteless reduce the journal traffic of data journaling and the filesystem
traffic of ordered. (b) At 47001 bytes, wasteless is similar to data journaling, and selective

comparable to ordered mode, in terms of total disk traffic.

ond disk to the user data (filesystem and journal). We fixed the BerkeleyDB partition
to ordered mode and tried alternative mount modes at the data disk. We used the de-
fault thread-based asynchronous I/O of PVFS2. Also, we enabled data and metadata
synchronization, as suggested in the system guide to avoid write losses at server failures.

We used the LANL MPI-TIO Test to generate a synthetic parallel 1/O workload on top
of PVFS2 [126]. In our configuration each process writes to a separate unique file ("N
processors to N files”). According to previous studies, this is the write pattern suggested
to application developers for best performance [19]. We varied between 4 and 40 the
number of processes on each of the thirteen quad-core clients leading to total processes
between 52 and 520. We tried 65,000 writes with alternative write sizes of 1024 and 47001
bytes. In Figure 5.5, we compare the data throughput of MPI-1O across different write
sizes and loads. With 1KB writes, wasteless journaling almost doubles the throughput of

ordered mode, while data journaling and selective lie between the other two. With writes
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of 47001 bytes, the write throughput remains about the same across the different modes.

In Figure 5.6, we depict the total volume of write traffic across the BerkeleyDB,
the journal and the filesystem. At 1KB requests, data journaling transfers to the journal
415MB, while wasteless and selective journaling reduce this amount by 42% (Figure 5.6a).
The ordered mode writes to the journal 139MB, but transfers to the filesystem a total
of 256MB. This amount is at least a factor of four higher with respect to the other
three modes, which accumulate multiple small writes in memory before transferring them
coalesced into the filesystem. At requests of 47001 bytes, selective journaling closely
tracks the ordered mode in terms of total write volume. In contrast, data and wasteless
journaling almost double the total disk traffic by double-writing the updated data blocks
(Figure 5.6b).

In summary, wasteless and selective journaling at small writes improve substantially
the performance of ordered mode, while they avoid the excessive journal traffic of data
journaling. At larger write sizes, performance remains similar across the mount modes,
but the journal traffic is higher for the data and wasteless journaling as they enforce

stricter consistently between the data and metadata updates.

5.2.5 Recovery Time

In a different experiment, we evaluate the ability of the system to recover quickly after
a system crash, which leaves the journal with log records before the respective updates
are checkpointed to the filesystem, when the free journal space lies between }L and % of
the journal size, the original ext3 system automatically checkpoints the updates to the
final location [148]. In order to do a fair comparison across the different modes, we use
writes that are small enough to prevent checkpointing before the crash, but also useful for
some application classes, e.g., event stream processing [29]. Thus, we start 100 threads
each doing 100 synchronous writes of request size 8 bytes. Then we cut the power of the
system. At the subsequent reboot, we verify that all modes fully and correctly recover the
unique written data, while in the kernel we measure the duration of filesystem recovery.
In Figure 5.7, we breakdown the total recovery across the three passes that scan

the transactions, revoke blocks, and replay the committed transactions, respectively. In

comparison to data journaling, the scan pass of selective and wasteless journaling is an
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Figure 5.7: In comparison to data journaling, wasteless and selective journaling reduce
the scan time of recovery by an order of magnitude but increase the replay time by about

40%. In total, they reduce the recovery time of data journaling by 20-22%.

order of magnitude shorter. This difference arises from journaling entire data blocks by
data journaling, which significantly increases the amount of scanned data. The replay pass
of selective and wasteless journaling takes about 40% more time than the ordered and
writeback modes due to the extra block reads involved. Overall, selective and wasteless
journaling reduce by 20-22% the recovery time of data journaling. In comparison to these
modes, the recovery time of ordered and writeback is an order of magnitude lower at the

cost of weaker consistency guarantees across the stored data and metadata.

5.2.6 Device Issues

We examine the sensitivity of our performance results to the settings of the on-disk
cache and the use of write barriers (Section 4.1.4). The disk we experimented with
(ST3300655SS) organizes the cache into multiple logical segments. It supports the SYN-
CHRONIZE CACHE command to force the transfer of all cached write data to the medium,
and the FORCE UNIT ACCESS bit to enforce medium access on the basis of individual reads
and writes [38, 160]. We kept the read cache always activated, and used the sdparm utility
to configure the write cache. In Figure 5.8a we disable the on-disk write caches at both

the filesystem and the journal, while we mount the filesystem with the option barrier=0
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Figure 5.8: (a) With disabled the on-disk write caches, wasteless journaling improves the
performance of ordered mode by a factor of 4 at 1KB requests and 73% at 128KB size.
(b) We enable the on-disk write caches and mount the ext3 filesystem with barrier=I.
Wasteless journaling improves the performance of ordered mode by a factor of 4.3 at
1KB requests. (c) If we enable the on-disk write caches with mount option barrier=0
(default ext3), the performance of ordered mode improves up to 18% at 1KB. However,
the relative advantage of wasteless journaling with respect to the ordered mode remains

significant (e.g. 3.52 times at 1KB).

(default ext3). We run the Postmark workload with the configuration of Section 5.2.1. It
is not surprising that, for requests of subpage size 1KB, wasteless journaling maintains
a performance advantage of four times in comparison to the ordered mode. The relative
improvement drops to 50% at 4KB requests, and becomes 73% at 128KB requests.

In Figure 5.8b, we enable the write caches of the disks and mount the filesystem with
barrier=1. Write barriers ensure that the write cache of the journal device is flushed
before the commit block is written and also flushed to the medium. With enabled the write
caches, the two mount modes improve their performance by 21-53% with respect to (a). In
comparison to the ordered mode, wasteless journaling maintains performance advantage
up to a factor of 4.25 at 1KB requests. In Figure 5.8c, we enable the on-disk write
caches and mount the filesystem with barrier=0. In comparison to (b), the performance
of ordered mode increases from 62 transactions/s to 73 transactions/s at 1KB, and up

to 4.6% at larger request sizes. The performance of wasteless journaling without write
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barriers (c¢) remains within 3.5% of that achieved with write barriers (b). Also, wasteless
journaling improves the performance of ordered mode up to a factor of 3.52 at TKB. We
conclude that enabling the write caches improves the benchmark performance, while the
use of write barriers incurs a relatively low cost, mostly noticeable in the ordered mode.
In all the other experiments, we kept the write caches enabled on our disks and used the
default ext3 mount option of barrier=0.

Arguably, wasteless journaling takes advantage of the two spindles that store the
journal and the filesystem, respectively. Instead, the ordered mode mostly uses the spindle
of the filesystem and less the spindle of the journal. To address this asymmetry, we
also run our stream microbenchmarks over two SAS disks in RAIDO configuration with
hardware controller support. We examine the two modes with the journal instantiated
as a hidden file rather than a separate partition. With 1Kbps streams over RAIDO, the
write latency of ordered mode drops to half, while the write latency of wasteless does not
change. Nevertheless, wasteless journaling remains one to two orders of magnitude faster
than ordered mode across different numbers of streams. Also, wasteless journaling is up

to an order of magnitude faster than ordered mode with 1Mbps streams.

5.3 Summary

Our experimental results include measurements of streaming microbenchmarks, application-
level workloads, database logging traces and multi-stream /O over a parallel filesystem
in the local network. Across different cases, we demonstrated reduced write latency and
recovery time along with improved transaction throughput with low journal bandwidth
requirements. Especially we noticed that coalescing small data updates to the journal
sequentially preserves filesystem consistency, but it reduces consumed bandwidth up to
several factors, decreases recovery time up to 22%, and lowers write latency up to orders of
magnitude. Furthermore, with a parallel filesystem, we showed that wasteless journaling
doubles the throughput of parallel checkpointing over small writes, while it reduces the

total traffic to disk.
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CHAPTER 6

IMPROVING THE DURABILITY OF

DISTRIBUTED FILESYSTEMS

6.1 Motivation
6.2 System Architecture

6.3 Summary

In the cloud infrastructure, a file-based storage interface is desirable because it provides
improved performance and native file sharing support among different virtual machines.
In this thesis, we set as main objective to improve the performance and durability of
shared storage access in the datacenter. We recognize that a stateful filesystem client is
part of the system failure model, since recently updated blocks that reside in the volatile
memory of the client can be lost upon a crash. In order to improve the durability and
efficiency of shared data storage, we increase the statefulness of each filesystem client
with a local journal. Next, we specify the proposed design goals, describe the Arion ar-
chitecture, and investigate the consistency semantics of the storage protocol along with
its implications to the efficiency. Especially, we explain our design decisions regarding the
event ordering and the resolution of conflicting client accesses in case of client failures,

such as network disconnection and reboot.
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6.1 Motivation

In a virtualization environment, network storage is often provided by scalable server
clusters through protocols operating at the file, block or object level. The file interface is
attractive for its sharing and efficiency properties [145, 80, 120, 191, 23, 112, 9]; the block
interface provides convenient virtualization flexibility but incurs undesirable translation
overheads [119, 106, 176, 177, 121]; and the object interface is scalable and efficient because
it carries semantical information for specialized storage management [145, 189, 193].

Loss or corruption of committed updates to critical data is recognized as a particularly
damaging class of failure [84]. This observation is highly relevant in a large-scale multi-tier
environment, with mean time between failures inversely proportional to the number of
machines. Several studies conclude that hardware failures contribute much less to service-
level failures in comparison to causes related to software bugs and faults from operator
or maintenance tasks [136, 84]. In particular, a recent study from Google reveals that
misconfiguration and software errors account for the 29% and 34% respectively of the
failures, while the hardware failures are below 10% [84]. Similar statistics from Facebook
show that host failures are typically rare, with an observed Annualized Failure Rate
around 1% of their disks [128]. Additionally, only a small percentage (0.5%-1%) of the
nodes in a datacenter has been reported to not come back to life after power outages [45].

Another design dimension in datacenter storage applies client-side caching for im-
proved performance and durability at reduced network and server load. Existing solu-
tions often apply block-level caching at the client-side host, and they adopt write-through
or writeback policy according to the application and hardware characteristics. A write-
through policy is preferred for read caching without data loss at device failure. Instead, a
writeback policy improves the resource efficiency and application performance but makes
the cache device part of the failure model [119, 166, 31, 101, 151, 89].

The Arion system is a new design point that we introduce in cloud storage to improve
the durability of the file interface at the client side (Figure 6.1). We integrate the client
software of a distributed filesystem with persistent host-based storage over a journal
device. We enhance the flushing functionality of the filesystem client with tunable control
of both the amount of dirty pages that are staged at the host, and the time period taken by

dirtied pages to reach the backend servers. At increased flushing frequency to the journal
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Figure 6.1: Dirty data that remains unflushed in the volatile memory of the client in Ceph

and the proposed Arion system.

device, we practically minimize the recovery point objective (RPO) close to zero under
the following condition: the dominant cause of a client crash is operator or software bug
rather than permanent hardware loss, such as that of the local storage device [136, 84].

In traditional Unix, written data is acknowledged asynchronously to the application
but only flushed periodically to the local disk. This approach has been adopted by several
distributed filesystems in the form of asynchronous data transfer from the volatile memory
of the client to the servers [131, 115]. Although durable caching at the client side can
reduce the network load of the servers, it complicates the maintenance of replication
consistency among different clients or between the clients and the servers [85].

In Figure 6.1, we measure the amount of dirty data that remains unflushed at the
client memory over time. We compare Ceph [193] under default flushing parameters with
the proposed Arion system (Section 6.2). In the environment of Section 8.1, we used the
fileserver mode of Filebench [62] running for 2min over 10000 files. The Linux pdflush
daemon wakes up every 5s and transfers dirty data older than 30s from the client to the
servers [28]. Additionally, the Arion client every 1s flushes dirty data to the local journal
of the host. On average over time, the Ceph client keeps 24.3MB of dirty data solely in
volatile memory, i.e., unrecoverable from a crash. Instead, the Arion host-side journaling
reduces to 5.4MB the vulnerable data in the volatile memory of the client.

Our main contributions are the following:

1. We improve the durability of frontend memory caching by integrating disk-based
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journaling into the client of a distributed filesystem.

2. We implement a prototype of the proposed storage layer in the kernel-level client of

the Ceph object-based filesystem.
3. We carefully investigate the consistency semantics of the proposed storage protocol.

4. We experiment with several application-level benchmarks over a virtualized host

and a clustered storage backend.

Overall, in a host machine with reliable local storage, we approximate the consis-
tency ordering and durability of write-through caching with the configurable efficiency of

periodic writeback.

6.2 System Architecture

Next we outline our assumptions and goals before we describe the main design ideas of

Arion.

6.2.1 Assumptions and Goals

We aim to improve the durability and performance of shared storage in the datacenter
at reduced utilization of the server resources. User is the application-level entity that
initiates I/O requests to the filesystem, and client is the host-based software that provides
filesystem access to users. We target host hardware with reliability characteristics on par
with those of the server machines. The host provides directly-attached storage with
sufficient redundancy to tolerate the occasional failure of a single device. Appropriate
storage technologies include hard disks, solid-state drives, or non-volatile memory. In the
proposed storage architecture we aim to support the following properties:

i) Interface Stored data is directly accessible for regular use and maintenance tasks

over the network with a POSIX-like file-based interface [181].
ii) Sharing Heterogeneous clients on the same or different hosts can natively share data

at the storage level but may also apply synchronizations at the application level.
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Figure 6.2: Host-side journaling in the Arion architecture.

iii) Durability Most recent writes survive client reboots but require redundant hardware
support to tolerate permanent failures of individual storage devices at the host.

iv) Performance Client writes are safely stored at sequential disk throughput, but the
read performance depends on the efficiency of the client memory cache.

v) Scalability The storage backend linearly scales out to efficiently hold increasing

amounts of data.

6.2.2 Design

We rely on an object-based scale-out backend of multiple data and metadata servers
(Figure 6.2). The client runs over either a guest system on virtualized hardware or a
standalone system on bare metal. A read operation synchronously returns the latest
version of the requested state. A synchronous write reaches a configurable number of
durable replicas before it returns. An asynchronous write returns as soon it updates the
buffer cache of the client system, but the modified blocks have to reach a configurable
number of durable replicas before they are considered safely stored.

We regard the frontend logging to a persistent storage medium as a complementary
form of replication. Unlike the traditional replication that is homogeneously applied
across functionally equivalent backend servers, the frontend logging adds heterogeneity
with respect to the storage format, the logical layer and the time duration of the replical.

The metadata server (MDS) enables shared filesystem access at file granularity through
different types of tokens leased to the clients. Supported access types include exclusive
write (cached) by a single client, and concurrent read (cached) or concurrent write (un-

cached) by multiple clients. A client can only cache the writes of data and metadata

!The Coda filesystem previously introduced the concept of two-tier replication in the context of dis-

connected operation [100](see also Section 9.3).
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accessed with exclusive permission. The file interface provides valuable semantical infor-
mation about the consistency dependencies of modified data and metadata. When a client
transfers the file updates to the servers, the metadata is written only after the referenced
data blocks have safely reached the server state.

The key innovation of our design is the integration of a local journal with the kernel-
level client of a distributed filesystem (Figure 6.2). The host-side journal is distinct for
each guest in virtualized hosts. The client inserts into the journal both the data and
metadata modified by an I/O request. Thus we ensure that a metadata version matches
the version of the data it refers to (version consistency [43]). We only keep one transaction
active to accept all the (redo) records of low-level I/O operations corresponding to an
atomic filesystem request. An active transaction closes as a result of timeout expiration,
explicit flush request, or reclamation of journal space [28].

A journaled block remains cached in the client memory until it is safely written to
the servers. If an MDS revokes the write token from a client due to some conflict (e.g.,
concurrent writes to the same file), the client is forced to write (checkpoint) the conflicting
writes to the servers and invalidate the respective journal records. On client disconnection
from the servers, the leased tokens may expire and the client will no longer be able to
access the files locally [115]. At network reconnection, the client writes to the servers the
mutated blocks of each file whose token has been refreshed and whose metadata cached
at the client is newer than the file metadata at the MDS, but it discards the remaining
blocks.

The primary benefit from host-side journaling in a distributed filesystem is the reduced
vulnerability of outstanding writes in the volatile memory of the client. If a client crashes
and reboots without hardware failure at the host, then the client replays the completed
transactions and transfers the recorded updates to the filesystem servers. We update a
file only if the replaying client confirms token ownership, and the journaled metadata is
newer than the file metadata at the MDS. In case of client crash during the recovery, the
replay is repeated until the client journal is fully checkpointed.

The durable storage of recent writes over the host-side journal improves the server
writeback efficiency with respect to the utilized network and disk bandwidth. The con-
sumed shared resources are reduced through batching applied to repetitive writes over

the same blocks, or to small writes. At synchronous writes, we journal the updates lo-
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cally and postpone the server writeback as permitted by the flushing parameter settings.
Thus, performance improves depending on the pressure over the shared resources and the

resulting queuing delays in the I/O path of the Arion networked storage.

6.2.3 Consistency

We strengthen the durability of memory-based caching in clients that provide native
support for file sharing. The file interface differentiates the data blocks from the metadata.
Thus, our system cleanly addresses issues of vertical (client-server) and horizontal (client-
client) consistency across different replicas [31]. In the order imposed by their arrival time
and structural dependencies, the data and metadata updates are first journaled at the
local host and subsequently persisted at the backend servers. Additionally, the filesystem
arbitrates the conflicts among different clients through lease-based tokens. In contrast,
block-based schemes typically operate transparently to the filesystem, and as a result
explicitly track the order and relax the durability of block updates [42, 101, 121].

Traditionally, the filesystem state comprises three different types of entities: the ex-
ternal namespace, the internal structure and the user data. The state of each entity type
has to meet specific conditions in order to remain consistent over time. Respectively, we
refer to the consistency of each entity type as name, structural and data consistency. For
brevity, we use the metadata consistency for referring to both the name and structural
consistency.

The system consists of client and server nodes. A client node runs applications along
with the software that makes the filesystem visible to the applications. The server nodes
undertake all the functions —except for the client functionality— related to the storage of
the namespace, the structure and the data. From the filesystem point of view, the servers
are replicated and the clients are not. A client failure results into network disconnection
from the servers, or complete termination of operation. The network disconnection is
temporary; instead, the operation termination can be temporary, such as a common
reboot, or permanent, such as a malfunction of the local storage hardware. We assume
that the probability of permanent client failure can be substantially reduced through
appropriate redundancy in the local storage hardware.

We strengthen the role of the client because it can partly undertake responsibilities of
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the server. Although the client does not vote for the persistence of an update as regular
servers do in quorum-based consistency [182], it maintains a copy of the update in durable
medium and is responsible to assign the timestamp that will order the update with respect
to the other activity of the system. In that sense, our storage architecture is asymmetric

and the replication heterogeneous.

Durability semantics

Namespace updates are transferred synchronously from a client to the servers for ensuring
consistent maintenance of the namespace state. Instead, other metadata and the user data
can be cached at the client for improved performance but somewhat weakened consistency.
We regard the system call of a filesystem operation as the system unit of atomicity.
Operation atomicity is ensured by forcing to the servers the data updates before the
respective metadata updates. As a result, an interrupted data update is not visible to
subsequent readers unless it is successfully retried by the client.

All namespace operations are synchronous. In our design this means that the names-
pace updates are transferred to the servers and subsequently acknowledged to the client.
The updates of data and other metadata are either synchronous or asynchronous, depend-
ing on the type of the requested operation and whether there are other clients concurrently
accessing the same object. In case of concurrent client accesses, an update has to be syn-
chronously transferred to the server. Otherwise, we transfer the updates of a synchronous
operation to the journal before we acknowledge it to the client. Instead, we acknowl-
edge an asynchronous operation as soon as the modified blocks are copied to the kernel
memory, but we only periodically append them to the local journal.

During normal operation, the lease token granted to a client allows the client to locally
cache the updates and periodically transfer them to the server. In case of synchronous
writes, the client transfers to the server the prior synchronous writes that are already
locally journaled, before it appends to the journal the latest synchronous writes. If a
client receives a lease revocation for an object, it disables the caching of the affected
object and transfers all the locally journalled updates to the server. The above operation
ensures that incoming updates are made durable according to the order at which the
operations arrive to the client and the respective writeback period expires for each of

them. The system achieves version consistency because the version of the data matches
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that of the metadata as a result of the metadata updates propagating to the server after
the respective data updates [43]. This is held assuming that the journaled updates can

be replayed in case of a temporary client crash, otherwise data consistency is offered.

Network disconnection

In case of network disconnection, we have to consider the duration of lost connectivity.
If the client remains disconnected after the expiration of a lease, the server can grant the
lease to a different client. This means that the first client has not necessarily transferred
to the server all the updates that were temporarily copied into memory and/or appended
to the journal. The clients that subsequently access the same object are given the right
to read or write the object.

We aim to approximate the POSIX semantics in a distributed filesystem to the degree
that we can also provide a reasonable performance and efficiency. According to the POSIX
semantics a write should be visible to any subsequent read in the system [181]. In normal
operation, this semantics is offered by the fact that clients either alternate exclusive access
to an object, or concurrently read the object with local caching, or synchronously update
the object without local caching. This behavior approximately allows the updates to
become visible across the system through the appropriate arbitration by the server. In the
case of disconnection with expired lease, some updates remain at the client memory. An
intervening access by a different client is recorded through the updated object timestamp

at the server.

Event ordering

We need a total order of the reads and writes to an object by the clients and servers of
the system. When a client ¢ modifies the object o, it assigns a timestamp T (o) = T"
of the local modification time T'. When the server s receives an updated object o from
a client ¢, the server assigns the write timestamp 7% (o) = T (o). Accordingly, when a
server s transfers a copy of an object o to a client, the server assigns to the object the
timestamp T7(0) = T! of the local read time T!. Similarly, if a client ¢ obtains a local
copy of an object o, it assigns a local timestamp 77 (o) = T7 (o).

In the case of concurrent writes to the same object, clients have to synchronously
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transfer the updates to the server before confirming them as completed to the applications.
It is possible that a received update from client ¢ has write timestamp 77" < T7". This is
possible as a result of the variance in the delay of transferring the update from different
clients to the server. One possibility for handling this case is to define a configurable time
window W within which we accept incoming updates from the clients that have been
delayed with respect to the current server time, e.g., in the time interval [1¢ — W, T].

If multiple clients obtain shared read access to the same object, each of the clients
creates a local copy of it and maintains it as long as there is no conflicting operation at
the server, i.e., object write. If a client obtains a lease token for exclusive write access to
an object, then the client creates a local copy on which it can apply updates as long as the
lease remains valid. Such an object carries the write timestamp of the most recent local
update. Thus, if the system operates normally, the system makes visible to the clients
the latest state of each object.

Throughout the duration of a write lease token, the client is allowed to apply updates
and accompany them with a locally-generated timestamp. This is possible because the
write token guarantees that there is no concurrent access to the same object by a different
client. Additionally, the token has been granted sufficiently recently to ensure that the
client has interacted with the server and synchronized its clock. The lease model provides
mutual exclusion that allows different clients to alternate write access to the same object
at concurrency granularity in the order of the lease duration. Therefore, we should be
able to order the accesses of different clients according to the relative order of the leases
to which they belong. In our model the unit of atomicity is an individual operation that
affects a small number of objects in a predefined way.

Our model places less strict requirements of concurrency control in comparison to tra-
ditional transaction processing. The main source of complexity in transaction processing
arises from the existence of concurrent operations to different objects and the grouping of
operations into atomic transactions that should be serializable [22] (or linearizable [77])
for reasons of consistency. Transaction processing prevents deadlocks typically by as-
signing to each transaction a timestamp used to resolve conflicts among the concurrent
operations from different transactions. The parallelism at different parts of the system
requires a centralized entity (called oracle) to grant monotonic timestamps, or a complex

infrastructure for high synchronization accuracy.
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The requirements of total event ordering across the different system nodes can be
achieved by Lamport’s logical clocks [105]. Alternatively, the real-time clocks of different
nodes can be synchronized at sufficient accuracy in the order of a millisecond (NTP [123])
or even microsecond (PTP [59]). We assume that a timestamp is derived from the logical
or real-time clock concatenated with the client identifier in order to resolve ties among

the clients [182, 154].

Conflict resolution

At network disconnection, the client will not be able to obtain new lease tokens. Addi-
tionally, it will be impossible for the client to renew tokens that it already holds or receive
revocation notifications for conflicting requests from other clients. Consequently, it is pos-
sible that a token will expire or be unilaterally revoked by the server before the respective
client is able to transfer the latest updates to the server. Subsequently, a different client
may obtain the token and read or write the object. If the first client is reconnected later,
it may obtain the lease for the same object. At this point, the client has to decide how to
treat the locally cached updates that were not previously transferred to the server. We
assume that the updates of the client carry the local timestamp of the update event.

We treat each read or write operation as a separate atomic event. The writes that have
been locally cached at the client, are already acknowledged to the application. Therefore,
we have to make them durable to the server at the respective timestamp. If before the
reconnection, a different client has already read the same object, then it missed the cached
update. In this case, we decided to completely skip the respective update and notify the
local client accordingly. A similar approach is followed by early work on atomic actions to
preserve the correctness of object reads [154], and in the handling of read-write conflicts
in multi-version timestamping [21]. More recently, Tango rejects a write whose reads are
found obsolete at commit time [15].

We disregarded the alternative option of transferring the update to the server and
attaching to it the current server timestamp. This approach could be confusing for the
application, especially if the disconnection period is longer than a few seconds. The pos-
sibility of network disconnection exists in all distributed systems. Typically, writes are
asynchronous for reasons of performance but with open the possibility that an acknowl-

edged write will be lost in the case of client failure.
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In another case, one or more different clients update the object before the first client
manages to reconnect to the server. Inspection of the update timestamp at the server
informs the client about this event. The client cannot transfer the locally cached updates
to the server, for several reasons. The updates can be based on object value potentially
read before the recent update by different clients. The update of the client bears a
timestamp that is earlier than the timestamp of the latest updates. Therefore, the updates
of the client for the same object are no longer valid, and have to be discarded. This
approach is similar to Thomas’ write rule, previously proposed for the synchronization
of database replicas [182]. We presume that the order at which leases for an object are
granted by the server to different clients allows to overcome reported concerns about the
accuracy at which writes from different clients are ordered [167].

In the case of large objects —such as the files in a distributed filesystem— it is likely
that the conflicting writes refer to different offsets of the object. Therefore, the conflict is
a result of false sharing rather than true offset overlap in the modified bytes. We believe
that the probability of false sharing can be substantially reduced if the leases refer to
byte ranges rather entire objects. This is similar to the notion of range locking that was
proposed in early work on distributed filesystems [99].

The disconnection case results into dropped updates at the affected client even though
these updates were previously acknowledged as completed to the user. Depending on the
nature of the application, this can be avoided if the client can request synchronous write
with disabled local journaling. In practice, asynchronous writes are the norm due to
their improved performance and the rarity of the network failures. In our approach, we
cannot follow approaches developed in transaction processing, because the filesystem does
not inherently support transactions over arbitrary groups of operations across different
objects. Similarly, we cannot rely on methods of eventual consistency, because eventual
consistency by definition requires that all updates are eventually reaching all the servers
of the system [144]; this is not possible in our system given the correctness constraints
that lead to discarded updates in some corner cases.

In the above cases, the system satisfies the requirements of data consistency, in the

sense that the metadata of a file point to the data of the file itself.
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Client reboot

It is possible that the client disconnection is accompanied by a local reboot. In this case,
the memory contents are wiped out, but we can rely on the local journal for recovering
most of the previously acknowledged updated that were not transferred to the server.
We follow the same rule that we described above for the network disconnection. The
only difference is that we need to retrieve the updates from the journal to the memory
of the client and then transfer them to the server as long as there was no occurrence of
conflicting read or write from a different client in the meantime. It is reasonable that all
the data and metadata updates which were not safely copied to the journal before the
client crash, are lost.

In the case that we have a sequence of back-to-back reboots, the recovery procedure
spans multiple reboots. By following the conflict-resolution rule based on timestamps, an
update that has been already restored at the server from the recovering client, is simply
discarded by the client when retried at a subsequent reboot. Instead, those updates that
were not completed, will eventually be restored, as long as the recovery is not intervened
from a different client accessing the same file.

According to our approach, updates from a client are propagated to the server in the
order at which occurred. This is ensured by having a constant time period for each update
at the expiration of which the update is transferred to the server. Similarly, in the case of
recovery, the updates are propagated to the server in the order at which they are found
within the journal. However, journaling occurs in the order at which a fixed time period
expires after the completion of an update in memory. Updates to different objects are
relatively ordered according to their attached local timestamps. Concurrent updates to
the same object are forced synchronously with the possibility of configurable out-of-order
tolerance and the assumption that strict ordering is enforced at a higher level through

locking.

6.3 Summary

In order to enhance the end-to-end durability of shared storage, we propose the integration

of the client of a distributed filesystem with a host-based journal. We explored the possi-
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bility to combine the performance and durability of the local device with the availability
and manageability of a distributed filesystem. We focused on the provided consistency se-
mantics of the proposed storage protocol, with special interest on handling client failures
such as network disconnection and reboot. Finally, we argued about our design decisions

regarding the event ordering and the resolution of conflicting client accesses.
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CHAPTER 7

THE ARION PROTOTYPE

7.1 Background
7.2 Implementation

7.2 Summary

In this chapter we initially present the necessary background information in order to
subsequently give a detailed description of the Arion prototype. In our prototype imple-
mentation, we integrated the Linux JBD into the CephFS kernel-based filesystem client
of Ceph. We implemented the Arion host-side journaling based on Linux JBD2 and the
kernel-level client of Ceph (v0.80.1). The Arion development required 3417 new com-
mented lines across 15 files of Linux kernel (v3.6.6). Our current prototype implemen-
tation fully supports (i) the journaling of mutated data and metadata from the client
memory to the host-side journal, (ii) the filesystem recovery to a consistent state after
a client crash that leaves the host hardware operational, and (iii) the checkpointing of

journaled data to the storage servers for journal space reclamation.
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7.1 Background

7.1.1 Linux

The Linux kernel maintains in memory a page cache with data and metadata blocks of
recently accessed disk files [28]. A page descriptor stores bookkeeping information about
the address space and the inode of a page. For every disk block cached in memory, there
is a block buffer that stores the actual data, and a buffer head structure that maintains
bookkeeping information about the block. The dirty pages are written to disk in several
cases: at timeout expiration, under space pressure in the main memory or the journal
device, and by explicit flush request from the user.

The Linux kernel implements filesystem journaling with a special kernel layer, the
Journaling Block Device (JBD). The journal is physically implemented as either a device
partition or a hidden local file. The records of multiple low-level operations from a system
call are stored as a single transaction in the journal. For the journaling I/O of each block
buffer, the kernel dedicates a separate buffer head structure. Additionally, a journal head
structure links each block buffer with the respective transaction.

The journal commit operation writes to the journal the dirty buffers of a transaction
followed by a commit block. The kernel also allocates buffers for one or more journal
descriptor blocks. The corresponding journal blocks are used to mark the beginning of

the transaction and store the list of tags that identify the journal blocks of the transaction.

7.1.2 Ceph Architecture

The Ceph is an object-based parallel filesystem designed for scalability, performance and
high availability [193]. It consists of four main components: the clients provide a POSIX-
like filesystem interface; the metadata servers (MDS) manage the namespace hierarchy;
the object storage devices (OSD) reliably store data and metadata; and the monitors
(MON) manage the server cluster map. Figure 7.1 depicts the interaction between the
four components.

Ceph targets scalability by separating the management of filesystem metadata from
the storage management of the respective data. It also improves the scalability of the

system further through dynamic distributed metadata management. Ceph decouples data
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Figure 7.1: The relation between different Ceph components.

and metadata operations by eliminating file allocation tables and replacing them with
CRUSH; a pseudo-random data distribution algorithm. Instead of relying on a central
lookup table, Ceph clients and OSDs can efficiently compute information regarding the
object distribution across the cluster by means of the CRUSH mapping function. In
particular, a cluster of MDSs is responsible for the metadata operations, whereas each
client communicates directly with the OSDs for the file I/O operations. Besides providing
high scalability and improved performance, CRUSH also ensures data safety and high
availability in case of server failures. An asynchronous communication model is used for
the inter-node communication, whereas TCP guarantees the ordered and reliable delivery
of the exchanged messages. In case of communication failure, the sender is asynchronously

notified.

7.1.3 Ceph Data and Metadata Management

A set of MDSs acts as a scalable, consistent, distributed cache of the file namespace. The
metadata is cached in memory, but it is also persistently stored across the OSDs as a
collection of regular objects. A journal of recent metadata updates in each MDS allows
their efficient transfer to storage media.

Ceph OSD servers collectively provide the abstraction of a single shared object store.
For this purpose, OSDs are organized into a Reliable Autonomic Distributed Object Store
(RADOS) cluster. In order to forward an I/O request to the proper OSD servers, Ceph
utilizes a cluster map to specify which OSDs participate in the storage cluster and how

data is distributed among them. The cluster map allows RADOS to perform tasks such
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Figure 7.2: A replication example with two replicas.

as data migration, replication, failure detection and recovery. A monitor service, which
consists of a small set of monitor processes coordinated through Paxos, is responsible for
manipulating the cluster map.

Ceph maps each object to a placement group of multiple OSDs identified through
CRUSH. In particular, each object is mapped to a specific placement group, while each
placement group for replication purposes is stored in multiple OSDs. Placement groups
can also be dynamically assigned to OSDs for load balancing. Each OSD manages its
local storage typically using the B-tree filesystem (btrfs) for its advanced features. A local
journal allows an OSD to maintain multiple versions of every updated object, and serialize
the individual updates within the placement group. Generally the journal improves the
I/O performance, since small writes can be safely delayed and batched before reaching
the filesystem. Moreover, random writes can benefit from the sequential disk throughput
of the journal. Upon a write request, an OSD writes to the journal a description of the
request and flushes the update to the filesystem. Periodically, the OSD has to synchronize
the journal with the filesystem to reclaim journal space. In case of an OSD recovery after
a crash, the OSD replays the operations from the journal to bring the filesystem to a
consistent state.

RADOS manages the replication of data across multiple OSDs for fault tolerance.
A variant of the primary-copy replication policy is used to serialize all the incoming
updates that refer to a particular placement group. Writes are replicated synchronously
in order to provide strong consistency. Specifically, a write request is initially directed
to the primary OSD of the group. Then, the primary OSD forwards the request to the
remaining replicas. The client is acknowledged only when the update has been safely
written to the disk of all the replicas in the placement group (Figure 7.2). Especially,
with respect to acknowledging a write operation, an OSD applies the update both to the

journal and the local filesystem in parallel.
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7.1.4 Ceph Client

A Ceph client can take advantage of one of the following service interfaces:

e The CephFS service, which provides a POSIX filesystem usable with mount or as a
filesystem in user space (FUSE).

e The Ceph Block Device (RBD) service, which provides thin-provisioned block de-

vices with features such as snapshotting and cloning.

e The Ceph Object Storage (RGW) service, which provides RESTful APIs with inter-
faces that are compatible with Amazon S3 and OpenStack Swift.

Upon a write request in an address space, the kernel-based filesystem client prepares
a page in the cache. A partial page update first fetches the original page from the OSDs;
subsequently, the kernel copies the user modifications to the page and marks the inode
object as dirty. The writeback of dirty pages occurs asynchronously as the Linux pdflush
threads wake up periodically to scan the list of dirty inodes and writes their dirty pages to
the OSDs. In Linux, the writeback time refers to the wake-up period, and the expiration
time refers to the time length after which a dirty page is flushed. At notification by the
OSD for the data writeback completion, the client transfers the dirty inode to the MDS
and receives acknowledgement when the inode update is safely stored.

The client access to the data and metadata of a file is controlled by the MDS by means
of capabilities. A capability is a set of bits that indicate which operations are permitted
to the client for a particular inode. In order to cache an inode, the client must hold the
respective capability. A client can hold an exclusive access capability, which allows it to
modify the inode locally and propagate the updates to the MDS asynchronously. In case
of a shared access capability, the client is assured that it has a consistent view of the
inode. The MDS can revoke conflicting client capabilities to prevent inconsistencies. In
addition, locks ensure the correct serialization of updates that span multiple objects. A
Ceph client keeps an open session with every MDS in the cluster. It periodically contacts
an MDS to renew its held capabilities from the respective session. A capability can be

released when it is no longer needed.
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Figure 7.3: A write request is applied to the kernel memory, then added to the host

journal and finally reaches the servers.

7.2 Implementation

7.2.1 Mounting Ceph

In our prototype implementation, we incorporate a local journal at the CephF'S client
(Figure 7.3). At mount time, Ceph initially parses the mount options and creates a
Ceph filesystem client. It also allocates a special ceph_fs_client data structure to store
client-related information. At this point the kernel initializes a messenger instance for
the communication with the other hosts in the system, and a monitor client which is
responsible for the interaction with the monitor instances. The monitor client always
keeps an active connection with a monitor so as to receive map updates and send periodic
keep-alive messages for the detection of connection failures. An OSD client is responsible
to calculate the data layout according to CRUSH and submit read and write requests
to the proper OSDs. In addition to that, the OSD client keeps track of pending I1/O
requests and in case of communication failures it retries the affected operations. Ceph
also initializes an MDS client for the metadata handling operations. The MDS client
keeps an open session with a set of metadata servers and forwards any metadata requests.
Keep-alive messages ensure the liveness of any held cap or lease.

We expanded the ceph_fs_client data structure of CephFS by adding two extra
fields: the journal bdev refers to a specific block-device control structure in the ker-
nel, and the s_journal refers to the journal control structure of the journal block de-
vice. We pass the journal block device to the kernel through the new mount option
journal dev=<journal path> that we added. The function ceph_load_journal() is
responsible to initialize the journal control information at mount time. Particularly, it

reads the journal from the block device and allocates the appropriate in-memory control
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structures. Eventually, the journal is released when the Ceph client is destroyed (e.g.,

umount).

7.2.2 Buffer Management

Upon an asynchronous write request, the kernel client invokes the ceph_aio write()
function. The client initially gets the appropriate capability for write and buffering,
marks the capability as dirty, and invokes the generic file aio write() function. For
every page involved in the 1/O, the ceph write begin() method of the address space
object is used to prepare the page cache. It searches into the page cache and, if necessary,
it creates a new page at a given page cache position. This step also ensures that only
clean pages or pages that were dirtied within the same snapshot context can be modified.
In case of partial page updates, the corresponding page is fetched from the proper OSD.
Next, the kernel copies the modifications from the user-mode address space to the page
cache and the ceph write end() method marks the corresponding buffer page as dirty.
The inode object is also marked as dirty for writeback. Additionally, when the client
closes the file, it relinquishes the corresponding capability to the MDS.

For the journaling support in the CephF'S client, we modified the ceph_write begin()
function to allocate disk block buffers and buffer heads during a write. We insert each
block buffer into the active transaction of the journal by creating a journal head. When
a block buffer is eventually updated, it should be added to the dirty list of the active
transaction.

The actual data transfer takes place during writeback. The client calculates the lo-
cation of the data objects and communicate directly with the proper OSDs. The Linux
kernel pdflush threads periodically scan the list of dirty inodes and asynchronously flush
their dirty buffers to stable storage. For a particular inode, the ceph_writepages_start ()
function prepares and schedules an OSD message including the modified pages. When
the writeback is complete, the OSD sends a reply message to the client. An asynchronous
callback function at the client is assigned to flush the inode along with the dirty capability
to the MDS. Finally the MDS sends back an acknowledgement to state that it has safely
committed the inode updates. Figure 7.4 depicts the the above steps.

In our prototype, we adjust properly the writeback timeouts of the kernel in order to
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Figure 7.4: A simple example of writing to a file.

delay the actual network transfer. When a particular page is invalidated or written back,
we invalidate the related journal entry through the ceph_journal invalidate_journal_
entries() function. Specifically, we (i) unmap the journalled buffer in order to ensure
that it won’t be checkpointed; (ii) free the corresponding journal block buffer; and, if
possible, (iii) drop any related transaction.

A kernel page can be in various states which are indicated by specific flags. In a
journalled filesystem, upon a write request the corresponding page is allocated and marked
as up-to-date. The page is later marked dirty during the commit phase. Eventually,
the page can be safely cleaned and freed after being persisted, either written back or
checkpointed. Since Ceph is not a journaling filesystem, the updated page is by default
marked as dirty during ceph_write_end (). Instead, we add an intermediate state, called
JBD_state, to indicate that a page has been marked as ready for journaling but has not
been committed yet to the journal. For this purpose we use the PG_JBD flag. Thus upon a
write request, the page is also marked as JBD and, subsequently marked as dirty during
commit.

The private field of a page descriptor is typically used by the local filesystem to
link the page with the respective block buffer. Instead, Ceph uses the private field to
record the context required to support the snapshot service. In Arion, we introduce a
special data structure, called ceph metapage, to associate a page with the block buffer,
the snapshot context, and inode-specific information. We use the private field for linking

the page descriptor to the respective metapage.
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Figure 7.5: A descriptor block contains multiple tags, each corresponding to the block
updates of a particular inode. Every tag includes (i) information regarding the inode; (ii)
the number of the following data blocks in the journal; (iii) starting and ending offsets;

(iv) a journal-specific flag; and, (v) a checksum.

7.2.3 Metadata Management

The journaling of metadata operations within Ceph was particularly challenging to im-
plement because there are several cases in the I/O path at which an inode is marked as
dirty. Unlike a local filesystem, an inode object of Ceph does not correspond to specific
disk blocks known by the client. Instead, we initially store into the ceph_metapage the
inode information of each block buffer including the inode version in order to reflect the
corresponding write modification. We also introduce new Ceph-specific tags in the journal
descriptor block to store the inode-related information.

In particular, during commit the descriptor block fills with fixed-length tags, with each
tag corresponding to the block updates of a particular inode (Figure 7.5). We replace the
descriptor tag of the traditional JBD with a new journal block tag that we introduce.
Originally in JBD each tag corresponded to one block buffer and contained the filesystem
location of the modified block, one flag for the journal-specific properties of the block and
a checksum. In our design, we remove the first attribute and we introduce Ceph-specific
fields for the modified data blocks and related offsets, along with the respective inode
number, version, size, access permissions and times of different types. These fields are

necessary for the replay of the journaled updates during crash recovery.

7.2.4 Journal Commit

Normally, JBD associates each journal block buffer with (i) an extra buffer head which

specifies the respective block number in the journal, and (ii) a new journal head which
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Figure 7.6: Ceph uses a single buffer head for a given journal block buffer.

keeps the corresponding bookkeeping information. In our design, this supplementary
buffer head is unnecessary since our initial buffer head has no corresponding disk block.
Therefore, we simply use the initial buffer head for the I/O needs of journaling (Fig-
ure 7.6). Similarly, there is no need to allocate any additional journal head. This decision
results in several modifications during the commit process.

In our design, the commit procedure is initiated when either the commit interval
expires, a maximum number of journal buffers threshold is reached, or some updates
need to be synchronously written to disk. When the transaction moves to commit state,
the kernel acquires a journal descriptor block. The descriptor block contains tags that
map the journal block buffers to the corresponding metadata information. We associate
every block buffer that should be journalled with the next available journal block. Then,
we copy the inode-related information from the corresponding metapage to the current
descriptor tag. We also allocate a new tag when a block buffer belongs to a different
inode. Thus, we accumulate multiple block buffer updates of the same inode into a single
tag. Every time a block buffer of the same inode is met, we increase the number of the
involved data blocks in the tag, and re-calculate the offset fields properly, as well as the
inode properties inside the tag (i.e., access and modification times, inode size etc.). When
the descriptor block is filled with tags, we move it to the journal along with the involved

block buffers, followed by a commit block. The transaction is eventually inserted in the
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journal list of transactions that need to be checkpointed.

7.2.5 Journal Recovery

Client-side journaling allows the client to recover its recent state after a crash. During
the recovery process of the client journal, the filesystem scans the journal in chronolog-
ical order for complete transactions, and applies them by contacting the proper OSDs.
At mount time, the Ceph client first verifies that there are no log records in the jour-
nal after a crash, otherwise it initiates a recovery procedure by invoking the function
ceph_journal recover (). In order to apply the updates from the journal, the client (i)
checks whether the inode has been accessed after the crash; (ii) obtains the proper capa-
bilities from the MDS; (iii) sends the updates to the OSDs; and (iv) modifies the actual
inode.

In particular, for a given inode we initially read the corresponding metadata informa-
tion from the journal descriptor block during the replay phase. According to the respective
field of the tag, we also read from the journal the appropriate number of the following data
blocks. After reading all the involved pages, we call the ceph recover_inode_pages ()
function. In this way, we locate the respective inode and contact the MDS in order to get
the latest inode attributes. We skip write requests that refer to an older inode version
than the one that the server holds after a crash, assuming that during the client failure
the write capability expired and was granted to another client. Specifically, we use the
file modification time (mtime), the file access time (atime), and the inode change time
(ctime) as an indication that the file has been accessed during the client downtime of the
client. Hence we avoid to recover obsoleted writes.

If the file has not been modified after the crash, we contact the MDS to obtain the
capability for writing and buffering in order to recover the inode along with its corre-
sponding data pages. Afterwards, based on the starting and the ending offset fields from
the descriptor tag, we send the data pages to the proper OSDs with a single synchronous
request invoking the ceph recover_osd pages() function (Algorithm 7.2). When the
update is acknowledged we (i) update the inode accordingly, (ii) mark the corresponding
capabilities as dirty, (iii) inform the MDS, and (iv) release the capabilities and the inode.

The above procedure is repeated for every inode that resides in the journal descriptor
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Algorithm 7.1 Recover data and metadata corresponding to a specific journal tag

1. function CEPH_RECOVER_INODE_PAGES(journal_tag, fs_client, pages)

2:

3:

4:

10:

11:

12:

13:

14:

15:

16:

17:

Extract inode attributes from the journal_tag

Locate the proper inode object

Contact the MDS for the latest inode attributes

if mtime;,,, < mtimenps OR ctimej,, < ctimeyps OR

atime;y, < atimeypg then

return 0 > The inode has been modified since the crash occured

end if

Get the required capabilities for writing and buffering

if we received the required capabilities then
CEPH_RECOVER_OSD_PAGES(ceph fs_client, inode, endof f, startof f, pages, cnt)
Update the inode attributes according to the journal_tag

else > Missing the capabilities required to recover
return 0

end if

Mark the capabilities dirty

Inform the MDS about the updated metadata

return 1

18: end function

Algorithm 7.2 Recover the OSD pages for a specific inode

1. function CEPH_RECOVER_OSD_PAGES( fs_client,inode, endof f, startof f, pages, ent)

2:

3:

4:

o:

6:

Prepare a new OSD request for the inode’s pages according to the input offsets
Register and send the OSD request

Wait for pages to reach the OSD disk

Release pages

return cnt

7. end function

tags. The above procedure is described in Algorithm 7.1.

If the system crashes again before the recovery finishes, the same journal records

can be reused in order to complete the recovery. The journalled data blocks are replayed
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normally, unless the corresponding metadata information was updated during the previous
replay phase. In this case, the filesystem already holds a consistent view of the journalled
data since the previous recovery procedure. Finally, when the replay phase is completed,

the system can safely invalidate the recovered journal entries.

7.2.6 Journal Checkpoint

The limited amount of space in the journal leads to the need for efficient space reclamation.
Besides, committed transactions that have all their blocks written to the final on-disk
location, no longer need to be kept in the journal. Checkpointing is the process of ensuring
that a section of the log is fully committed to disk, so that this area can be reclaimed.

The checkpointing process flushes the metadata and data buffers of a journal transac-
tion not yet written to their final location on disk, allowing the transaction to be safely
removed from the journal. Checkpointing is initiated when either the journal is being
flushed to the disk (e.g., umount), or a new handle is started and the required number of
buffers is not guaranteed. Especially, a checkpoint process is triggered when the amount
of free journal space is between 1/4 and 1/2 of the journal size.

In our prototype, checkpointing begins with the first chronologically transaction on the
list of transactions that need to be checkpointed, and synchronously sends its modified
buffers to the remote OSDs. Finally, it removes the corresponding journal entries and

updates the journal tail properly.

7.2.7 Flushing Dirty Data to Disk

In Table 7.1 we summarize the alternative types of disk I/O and the respective data
destination in case of the original Ceph and the Arion systems. In particular, in both
systems the updates are initially buffered in main memory until they are finally written
back to the servers due to a timeout expiration, memory pressure, or a write-buffering
capability revocation. Additionally, in the original Ceph design, a synchronous flush
request forces data to the servers. Instead, upon a synchronous flush request, the Arion
client writes dirty data to the local journal by forcing a journal commit. Similarly, a
journal commit is initiated to persist dirty data to the local journal due to a timeout

expiration, or when a maximum number of journal buffers threshold is reached. During
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Destination

Arion Ceph

Type of I/0

Writeback
Timeout expiration
dirty_expire_centisecs (30s)
dirty_writeback_centisecs (5s)
servers Sservers
Memory pressure
dirty background ratio (10%)
dirty_ratio (20%)

Revocation of write buffering capability

Explicit flush request
client journal | servers
fsync

Journal commit
Timeout expiration (1s)

client journal -

Max buffers threshold (journal size/4)

unmount

Journal recovery

servers -
Replay journaled data
Journal checkpoint
Unavailable journal space servers -

unmount

Table 7.1: Types of disk I/O and the respective data destination in case of Arion and
Ceph. For different types of disk I/O, Arion achieves data durability by directing the
I/O traffic either to the client-side journal, or to the filesystem servers. Instead Ceph
transfers the corresponding data over the network to the servers. The parentheses include

the default parameter values.

normal operation, checkpointing also flushes journaled data to the servers in order to
reclaim the journal space. In case of a client failure, Arion replays journaled data to the
proper servers during recovery. Finally, when the Arion client unmounts the filesystem, a

commit and a checkpoint process are typically initiated to flush dirty data to the servers.
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7.3 Summary

We increase the statefulness of the client in a large-scale object-based filesystem, by
incorporating the Linux JBD layer into the CephF'S kernel-based filesystem client of Ceph.
The Arion prototype provides the following functionality: (i) the commit of updated data
and metadata from the memory of the client to the local journal, (ii) the filesystem
recovery in case of a client failure using a properly designed conflict resolution approach,

and (iii) the checkpointing of journaled data for journal space reclamation.
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CHAPTER &

PERFORMANCE EVALUATION OF THE ARION

SYSTEM

8.1 Experimentation Environment
8.2 Performance Evaluation

8.3 Summary

In this chapter, we describe our experimentation environment, the measured performance
and resource consumption of Arion and original Ceph over a local cluster and a large-scale
setup. Moreover, we evaluate the scalability of our system on top of a large-scale public
cloud environment consisting of up to 114 filesystem server and client nodes.

We study the performance and resource efficiency of microbenchmarks and application-
level workloads (e.g., mail server, OLTP, desktop workloads). We also investigate the
performance of the database logging activity with real traces, or by directly running a
memory-based NoSQL store on top of the shared storage system. Additionally, over a
multi-tier configuration we examine the storage layer of a commonly-used key-value store.
Finally, we measure the time needed to recover the system to a consistent state after a
crash. Given the endurance and performance characteristics of novel devices such as solid-
state drives based on flash memory, we also evaluate our prototype over an alternative

storage setup based on SSDs.

80



8.1 Experimentation Environment

Local Cluster. In the local cluster setup, the host machine is a rack server with 2
quad-core x86 2.66GHz processors, 7TGB RAM, 2 bonded 1GbE links, and two 300GB
15KRPM SAS HDs in RAIDO configuration. The host uses Linux kernel v3.14.14 with
Xen v4.4.0 for virtualization, and the guest runs Linux v3.6.6 over 2GB RAM and 2
pinned VCPUs. Arion uses a 2GB disk partition at the host for local journal. The guest
client mounts directly the distributed filesystem, and the hypervisor provides local access
to the network and journal devices.

Each of Ceph and Arion uses 5 nodes consisting of 3 OSDs, 1 MON and 1 MDS
(Ceph v0.80.1). The nodes are rack-based servers, each with 2 quad-core x86 2.66GHz
processors, 3GB RAM, 1 GbE link, and two 300GB 15KRPM SAS HDs used separately.
The servers run Linux kernel v3.10.41. We keep the replication level of the OSDs at the
default value of 3. Every OSD dedicates one disk for journaling (1 GB partition).

We clear the caches before each experiment. At the host the write buffers of the
hard disks are disabled, but on the servers of Ceph and Arion all the disks have their
write buffers activated [152]. The use of RAIDO with two disks does not give unfair
advantage to host journaling because the storage backend already consists of multiple
servers with two disks each. In the shown graphs we include 95% confidence intervals

from 5 repetitions, unless specified otherwise.

Public Cloud. Additionally, we examine the scalability of the proposed system in a
public cloud environment. Our testbed consists of EC2 instances from the US East region
of the Amazon Web Services (AWS). We use up to 114 instances of types ml.large
(HDD-based) or c3.large (SSD-based) as fileservers and filesystem clients, as described
in Table 8.1. All instances run Debian8.

In particular, each of Ceph and Arion uses up to 114 nodes consisting of a varying
number of OSDs and clients, 1 MON and 1 MDS (Ceph v0.94.2). The servers run Linux
kernel v3.10.41. We keep the replication level of the OSDs at the default value of 3.
Every OSD dedicates a 5GB disk partition for journaling. Each client mounts directly
the distributed filesystem. At the Arion clients we set the two storage devices in RAIDO

configuration, and use a 5GB disk partition for local journal.
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AMI vCPU RAM(GiB) Storage Network

HDD-based Setup

ml.large 2 7.5 2x420GB  Moderate
SSD-based Setup
c3.large 2 3.75 2x16GB  Moderate

Table 8.1: Amazon Web Services experimentation environment.

In case of the original Ceph we keep the default timeout intervals, whereas we extend
the writeback and expiration intervals of Arion to 120 seconds. Similarly to the previous
experimental setup, we set the commit interval of Arion equal to 1 second. As previously,

we clear the caches before each experiment.

8.2 Performance Evaluation

In this section, we present the extensive experimental evaluation of the Arion prototype
through microbenchmarks, application-level workloads, and real-world applications across
alternative local and large-scale storage setups. We also measure the time needed to

recover the system to a consistent state after a crash.

8.2.1 Filebench

Our first set of experiments is based on the Filebench v1.4.9.1 macrobenchmark (fileserver,
varmail, createfiles). In Figure 8.1 we use the default settings of two Filebench modes to
compare the performance and efficiency of Ceph and Arion in the local cluster setup. We
examine Ceph with the writeback and expiration time respectively set to the default 5s
and 30s (Ceph), or both set equal to 1s (Ceph-1), or the filesystem mounted in synchronous
mode (Ceph-sync). We also examine Arion with dirty blocks periodically copied to the
host-side journal every 1s, and the writeback and expiration times both set equal to 60s

(Arion-60) or infinity (Arion-inf) to minimize writeback.
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Figure 8.1: Operation throughput and normalized network load with the varmail (a,b)

and createfiles (c,d) modes of Filebench across different settings of Ceph and Arion.

Mail Server. Varmail emulates multi-threaded I/O activity of a server synchronously
storing email messages across 50000 files. In Figure 8.1a, Arion-60 achieves opera-
tion throughput of 842.8 operations/second, which is 55% higher than the 544.6 oper-
ations/second of the default Ceph. Also, Arion-60 increases the data throughput of Ceph
(2MB/s) by 50% and reduces the average latency of Ceph (95ms) by 38%. Ceph-1 has
performance similar to that of Ceph. In Figure 8.1b, we show the received and trans-
mitted OSD network traffic normalized by the number of completed operations during
the experiment. Arion-60 reduces the received network load of Ceph —normalized in
KB/IO— by 30% and the transmitted by 31%. In the above experiments, the server disk

I/O is the bottleneck due to the synchronous writes.

Metadata-intensive Workload. We examine a metadata-intensive workload with file

creations in Figures 8.1c,d. It is interesting that Ceph-sync manages to improve the per-
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formance of Arion-60 by 12% but also increases the network load by 6.2% in the received
and transmitted cases. With respect to the default Ceph, Arion-60 has comparable perfor-
mance and load. Ceph-sync has slightly better performance probably because it handles
the metadata updates directly at the MDS. Thus, Ceph-sync avoids the extra load of

transferring metadata to the client required by the asynchronous settings.

8.2.2 Microbenchmarks

In the local setup we further explore the relative behavior of the two systems using the
FIO v2.1.7 microbenchmark assuming Zipfian write pattern with a=1.0001 (e.g., [93]).
Accordingly, there is a high percentage of overwrites: ~66.7% of the write requests refer
to overlapping file offsets. The benchmark asynchronously writes a total of 2GB data
in a preallocated file of 2GB size with block size in the range 2-16KB. In the following
experiments we examine the performance and the resource efficiency of Ceph and Arion in
the local cluster setup, and also evaluate the scalability of the two systems in a large-scale

public cloud environment.

Local Cluster Setup. From Figure 8.2a, in comparison to Ceph (Ims) and Ceph-
1 (1.5ms), Arion-60 achieves lower latency (0.6ms) by 40% and 53%, respectively. In
Figure 8.2b, we examine the total network traffic received over time at one OSD of each
system. We notice that Ceph terminates at instance 249 with 2.2GB total received traffic.
In contrast, Arion-60 ends the experiment at 159s (36% shorter) with received volume
1.3GB (41% lower).

In Figures 8.2c,d we examine the bandwidth utilization of the journal and filesystem
storage device at one of the OSDs. In particular, we depict the percentage of CPU time
during which I/O requests were issued to the device, according to the iostat monitoring
tool. We show Ceph-1 that keeps the durability characteristics similar to those of Arion.
The depicted Arion-60 OSD utilizes the journal and filesystem device at 22.3% and 20.7%
on average; the respective utilizations of Ceph-1 are 21.4% and 88.2%. We conclude that
Arion-60 reduces the filesystem device utilization by 76.5% with respect to Ceph-1 in the
examined case.

In the same experiment we also evaluate the performance of Arion with alternative

writeback timeouts. In Figures 8.3a-c we examine Arion with dirty blocks periodically
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Figure 8.2: Average latency (a), cumulative network load at OSD (b), and disk utilization
at the journal (¢) and filesystem (d) OSD disks across different settings of Ceph and Arion.

copied to the host-side journal every 1s, and the writeback and expiration times set
equal to bs, 30s, 60s, 120s or infinity to minimize writeback. We observe that Arion’s
performance depends highly on the frequency of the writeback process. In particular,
the high network and disk load at the server-side under short-time intervals (e.g., 5s and
30s) results in lower write throughput and higher latency. Instead, an extended interval
(e.g, 120s and infinity) can lead to the client memory or journal space pressure, which
eventually degrades the overall system performance by forcing dirty data to the servers.
Hence, in the following experiments we set the writeback timeout to 60 seconds as the

appropriate time interval.

Public Cloud Setup. We repeat the same experiment in the public cloud environment.

We evaluate three alternative configurations. Initially, we use 30 nodes consisting of 12
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Figure 8.4: FIO random writes throughput.

OSDs, up to 16 clients, 1 MDS and 1 MON. In the second setup we have 24 OSDs, up to
32 clients, 1 MDS and 1 MON, and lastly we have a total of 114 machines consisting of
48 OSDs, up to 64 clients, 1 MDS and 1 MON. In the following graphs we include 95%
confidence intervals from 3 repetitions®.

In Figures 8.4a-c we measure the rate of the total amount of written data over the
average experiment duration across the clients. Arion improves the throughput of the

original Ceph by up to 80% with 12 OSDs and 16 clients, 57% with 24 OSDs and 32 clients,

!In the experiment of the 24 OSDs with 32 clients we only show the results of a single run due to a

budget limitation.
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Figure 8.6: FIO average experiment duration.

and 21% with 48 OSDs and 32 clients. Similarly, Arion reduces the average latency by
up to 50%, 32% and 22% with 12, 24 and 48 OSDs respectively (Figures 8.5a-c). Figures
8.6a-c present the average duration of the experiment under different configurations. In all
cases, Arion takes shorter time to complete the I/O requests of the experiment, improving
the average duration up to 44.4% (12 OSDs and 16 clients).

Next, in Figures 8.7 we depict the device utilization of the filesystem and the journal
disks at one OSD over time, according to the iostat monitoring tool. We present a
specific time window starting at the beginning of the experiment for different number of

OSDs and 16 filesystem clients. It is interesting that the device utilization across the
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Figure 8.7: FIO device utilization over time with 16 clients for (a,c,e) the filesystem and

(b,d,f) the journal disks at one OSD.

two systems remains comparable, but the device utilization per OSD drops as the system
scales out.

Overall, we observe that under alternative configurations, Arion consistently improves
the performance of the original Ceph by taking advantage of the local journal device

throughput at the clients.
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8.2.3 Databases

In order to investigate the performance, resource efficiency and scalability of Arion with
synchronous database workloads, we run the MySQL OLTP benchmark from Sysbench
v0.4.12 [175]. We use MySQL with the default InnoDB storage engine configured for high
durability (i.e., the log is flushed to disk at each transaction commit). We run a varying
number of virtualized MySQL servers over shared storage. More specifically, we store
both the database and log files over Ceph and Arion, in the local cluster and public cloud
setups. In the following experiments, we also evaluate Arion over an alternative storage

setup based on solid-state drives which are attractive due to their intrinsic characteristics.

Local Cluster Setup. In the local cluster setup, we run up to two virtualized MySQL
servers (vh.1) with shared storage, and generate requests on another node with 3GB RAM
and CPU 8x2.66GHz. We examine the non-transaction mode of Sysbench, which consists
of insert or update-key requests. Each table contains 10000 rows and we use 1 and 10
threads to issue a total of 20000 requests per server.

In Figures 8.8a-d we measure the average number of insert and update-key operations
per second with one and two MySQL instances running on top of different host machines.
In the first set of experiments (Figures 8.8a,b) we examine the update-key operations. In
case of a single MySQL instance, Arion improves the throughput of Ceph by 4.9 times
for a single thread, and by 2.3 times for 10 threads (Figure 8.8a). In Figure 8.8b we
evaluate the performance scalability of Arion and Ceph using two concurrent MySQL
instances. We show that with two instances Arion achieves aggregate operation through-
put improved by 83.1% and 39.8% for 1 and 10 threads respectively. On the contrary,
the performance of Ceph doesn’t scale at all, since the journal device of the servers be-
comes the resource bottleneck, with an average disk utilization of ~85%. Indeed, Arion
increases the operation throughput of Ceph by 8.2 times for 1 thread and by 3.2 times for
10 threads. The same observations also apply to the operation throughput of the insert
requests (Figures 8.8¢,d).

Overall, Arion manages to improve up to 8 times the operation throughput of OLTP
workloads in a local setup with respect to Ceph. In particular, Arion services the syn-
chronous write requests locally through the host-side journal, reducing the I/O traffic

directed to the remote servers, thus allowing higher performance scalability.
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Figure 8.8: (a,b) Update-key and (c,d) insert operations per second in a local cluster

setup.

Public Cloud Setup. We further investigate the performance scalability of Arion in
case of a synchronous database workload over a large-scale cloud setup. We run a separate
MySQL server (v5.5) on each filesystem client, and generate requests from a different node
with 1GB RAM and 1 vCPU. Each table contains 100000 rows, and we have 10 threads
issuing a total of 100000 update-key requests per server. In the following experiments,
we examine two deployments with 12 OSD servers and 1-48 Ceph or Arion clients. The
first setup is based on HDD and consists of ml.large instances; the second one is based
on SSD and consists of c¢3.large instances (Table 8.1). In the shown graphs we include

95% confidence intervals from 3 repetitions.
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Figure 8.9: Operations throughput of update key requests in a public cloud setup based
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Figure 8.10: 99th percentile latency of update key requests in a public cloud setup based
on (a) HDD and (b) SSD.

In Figures 8.9a,b we measure the rate of the total number of completed operations at
the servers over the average duration of the experiment across the clients. At the first
setup based on HDD, Arion improves the operations throughput of Ceph from 40% with
8 filesystem clients up to 92% with 16 clients (Figure 8.9a). Similarly, in the setup based
on SSD, Arion achieves up to 59% improved throughput in comparison to Ceph in case of

8 clients (Figure 8.9). Figures 8.10a,b depict the 99th percentile latency of the Arion and
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Figure 8.11: HDD device utilization over time with 16 and 48 concurrent clients for (a,b)

the filesystem and (c,d) the journal device at one OSD.

Ceph systems. Arion reduces the request latency of Ceph by up to 42% with 8 clients in
the setup based on HDD (Figure 8.10a), and up to 62% with 48 clients in the setup based
on SSD (Figure 8.10b).

In Figure 8.11 we examine the HDD device utilization of the filesystem and the jour-
nal disks at one OSD during the duration of the experiment according to the iostat
monitoring tool. In both systems, the OSD devices’ utilization is comparable. Notably,
we observe that the same experiment takes shorter time to complete in case of the Ar-
ion system. In Figure 8.12 we show the SSD device utilization of the filesystem and the
journal disks at one OSD over time by extending the time window by a few seconds after
the completion of the experiment. Likewise the setup based on HDD, both Arion and
Ceph have similar device utilization, while Arion additionally reduces the duration of the
experiment.

In general, the above experimental results validate our previous observations about
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Figure 8.12: SSD device utilization over time with 16 and 48 concurrent clients for (a,b)

the filesystem and (c,d) the journal device at one OSD.

the performance improvement, resource efficiency, and scalability of Arion in comparison
to Ceph over a large-scale public cloud environment. Additionally, we observe that both
systems benefit from the performance characteristics of solid state disk drives, further
resulting in higher scalability. Interestingly, the relative behavior of Arion with respect

to the original Ceph is comparable over the alternative storage device setups.

8.2.4 Groupware and Database Logging

In the following set of experiments we evaluate the ability of Arion to efficiently serve
the synchronous I/0 traffic of groupware and database logging activity. In particular, we
examine the logging activity of an email server and a well-known memory-based key-value

store.
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Latency (99th ms)

Mode Single VM Two VMs
Ceph/osync 4.11 4.37
Ceph/fsync 4.07 4.59
Arion-60/fsync 1.98 2.11
Arion-60/nosync 0.03 0.04

Table 8.2: The 99th percentile latencies across different log flushing configurations.

Jetstress. We consider the Jetstress Tool that emulates the disk I/O load of the Mi-
crosoft Exchange messaging and collaboration server [92]. The experimental setup is the
same with the one described in Section 5.2.3. We use the original interarrival times to
replay a 15min extract from the middle of the log trace on top of a one and two virtualized
filesystem clients. Each VM runs over a separate host machine. In Table 8.2 we present
the 99th percentile latencies for the log writes to be flushed to stable medium across 3
repetitions. We examine four alternative log flushing configurations. Initially, both Ceph
(Ceph/fsync) and Arion (Arion-60/fsync) have each log write followed by a disk flush re-
quest. We also consider Ceph with the O_SYNC option at file open to immediately force
log writes to the remote storage (Ceph/osync). Finally, we also present the baseline case
of asynchronous write requests where Arion periodically persists dirty blocks to the host-
side journal every 1s (Arion-60/nosync). We assume that the durability of synchronous
writes is similar to that of bypassing the page cache.

In case of a single VM, Arion-60/fsync reduces the 99th percentile write latency by
51.8% and 51.4% with respect to Ceph/fsync and Ceph/osync. Similarly, the latency is
reduced by up to 54% when we have two concurrently-running instances. Therefore, Arion
manages to reduce the write latency of the logging activity by persisting the synchronous
writes to the client-side journal without penalizing the disk and network bandwidth of

the servers.

Redis NoSQL Store. The role of DRAM in storage systems has been strengthened over
the last years in order to meet the needs of latency-sensitive large-scale web applications.

As a result, several memory-based key-value stores have been developed recently, such as
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Figure 8.13: Average operation throughput of Redis NoSQL store under different syn-

chronization policies.

RAMCIloud [134] and Redis [153]. These systems typically use a persistence log at the
server for durability. In fact, the log can be replicated across multiple storage servers
for high availability in case of hardware failures. For instance, RAMCloud keeps a single
copy of data in DRAM, and stores the redundant copies on disk or flash using striping.
In case of Redis, availability can be provided by storing the log over a replicated network
filesystem.

In this experiment, we examine the logging activity of Redis; a memory-based key-
value store which persists each write to an append-only operational log [153]. Traditionally
the log is stored at the local filesystem of the server. Instead, a replicated network filesys-
tem can be used for reasons of reliability and manageability. In our experimental setup,
we evaluate Redis on top of a shared storage system by storing the persistence log over
Ceph or Arion. There are three different synchronization policies: (i) fsync/never allows
the operating system to flush dirty data to the append-only log periodically according
to the pdflush kernel daemons, (ii) fsync/always synchronizes every write to the log with
fsync(), and (iii) fsync/everysec synchronizes dirty data to the log once per second. The
second option provides the highest level of durability since it ensures that dirty data
will be stable before an acknowledge is returned to the client. However, for performance
reasons, fsync/everysec is the default option.

We use the benchmarking tool distributed with Redis v2.8.17 and configure it to

execute SET requests to a range of 1000000 random keys with the default value size of 3
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bytes and concurrency of 1,10, 100 and 1000 connections from a single benchmark client
with 3GB RAM and CPU 8x2.66GHz. We run a Redis server on a separate node at the side
of the filesystem client. In Figures 8.13a,b we present the average transaction throughput
of SET operations for Ceph and Arion under the second and the third synchronization
policies.

In the case of a single virtualized Redis server, Arion/always increases the average
operation throughput of Ceph/always up to 7 times, from 233 operations/second to 1669
operations/second for a single connection. Similarly, Arion/always improves the through-
put of Ceph/always by an order of magnitude in the case of two separate virtualized
Redis servers. We observe that the performance gain decreases as we increase the number
of connections. Especially, the write request sizes range from several tens of bytes for a
single connection, to hundreds of kilobytes for 1000 connections. Thus, fewer connections
result in many small synchronous write requests which can benefit from the sequential
disk throughput of the local journal device. In the same figures we also measure the
performance of the fsync/everysec synchronization policy, which results in significant op-
eration throughput improvement in both systems, with respect to fsync/always due to
batching multiple write requests into memory before flushing them to stable media. As a
result, the operation throughput of Arion is comparable to that of Ceph.

The above results strengthen our previous observations regarding the synchronous I/0
workloads. Overall, Arion improves the operation throughput and reduces the application-
perceived latency with regard to Ceph by flushing synchronous write requests to the

client-side journal.

8.2.5 LevelDB

In large-scale cloud environments, it is typical to have a distributed database running
on top of a cloud-scale filesystem. Prominent examples include Google’s Bigtable over
GFS [37] and Apache HBase over HDF'S [74]. In a scalable datastore, the data is dynam-
ically partitioned across the available servers for resource efficiency and fault-tolerance.
At each server, a storage layer is responsible for the memory and disk management [173].
Data is arranged on disk over a tree-based data structure which is usually stored on top of

a large-scale filesystem. In this experiment, we focus on the storage layer of such a multi-
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tier architecture. We evaluate the performance of an open-source key-value database
library over shared storage using Ceph and Arion as the storage backend.

We examine the LevelDB key-value store from Google, which is layered on a variation
of the Log-Structured Merge Tree (LSM) and provides a simple API with GET, PUT,
SCAN and DELETE operations [53]. LevelDB initially appends an incoming update to
a write-ahead log for durability, and then it inserts the update into a memory buffer,
called memtable. When a memtable reaches a predefined threshold (4MB by default),
the memory contents are sorted and written to disk as an SSTable. Furthermore, SSTa-
bles are organized into a series of ordered levels. By default, each write to LevelDB is
asynchronous; it returns as soon as it is buffered in the page cache of the operating system.

We examine the performance of LevelDB over shared storage with the Yahoo! Cloud
Serving Benchmark (YCSB)[47]. We evaluate two of the built-in YCSB workload con-
figurations. Workload A is considered write-heavy with 50 percent reads and 50 percent
updates, whereas workload F consists of 50 percent reads and 50 percent read-modify-
write operations. Each YCSB experiment has a load and a run phase. We set the number
of keys in the workloads to 100000 with Zipfian key access, keeping the default value size
of 1IKB. We configure LevelDB to synchronously write the update requests to disk before
responding to the benchmarking client. In these experiments we examine Level DB with
cache sizes 256 MB and 1GB.

In Figures 8.14a,b we show the operation throughput of YCSB load and run phases for
Arion and Ceph under the workloads A and F. Arion improves the operation throughput
of the load phase of workloads A and F with respect to Ceph by 2.5 times (from ~225
operations/second to ~563 operations/second), regardless of the actual cache size. Sim-
ilarly, the operation throughput of the run phase of both A and F is increased by up to
5.6 times, from 441 operations/second to 2490 operations/second for workload A.

Figures 8.15a,b depict the average write latency over time for the run phase of workload
A. In particular, Arion reduces the update latency of workloads A and F from 4.4ms to
0.7ms. The read latency of Arion and Ceph remains the same, around 0.1ms. Overall,
in Figures 8.15a,b, Arion reduces the total duration of the run phase of workload A from
225s to 39s and from 228s to 41s, for caches 1GB and 256 MB respectively.

Next, we demonstrate the resource utilization over time of workload A during the load

(Figure 8.16) and the run phases (Figure 8.17). We observe that the bottleneck resource

97



LevelDB Cache - 256MB LevelDB Cache - 1GB

3500 3500
Ceph Ceph s
3000 - Arion 3000 - Arion
» 2500 @ 2500
[%2] [
s s
£ 2000 A £ 2000 A
3 3
S 1500 S 1500
> =)
(<] o
£ 1000 £ 1000
500 — 500
N N A N AN A
O 0 o O 0P
QR @R W QR Q@ N\
(a) (b)

Figure 8.14: YCSB throughput for workloads A and F over Level DB with cache sizes (a)
256MB and (b) 1GB.
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Figure 8.15: YCSB update latency over time with cache sizes (a) 256MB and (b) 1GB.

of Ceph is the server’s disk due to the small synchronous update requests. In accordance
to previous measurements, we also notice that Arion also decreases the incoming network
traffic at the server-side.

In the evaluated setup, we conclude that under synchronous workloads Arion achieves
higher operation throughput and lower update latency in comparison to Ceph. More
importantly, the client-side journal of Arion reduces the resource consumption (disk and

network) at the filesystem servers, and thus results in improved overall system performance
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Figure 8.16: Resource utilization for workload-A load phase with 256MB cache.
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Figure 8.17: Resource utilization for workload-A run phase with cache size 256 MB.

and efficient resource utilization. We also experimented (not shown) with asynchronous
workloads, and noticed that the performance of Arion and Ceph is comparable, because
in both systems asynchronous write operations are acknowledged to the application when

they reach the memory of the client.

8.2.6 Desktop Applications

In a shared workspace environment, the home directories of collaborating users can be
maintained in a shared filesystem. Typical file exchanges of unstructured data (e.g.,
documents, multimedia files) are enabled through shared folders in a Dropbox-like man-
ner [56]. In this experiment, we evaluate the behavior of Arion when used as shared

storage backend in desktop environments.
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Workload RD/WR Accesses RD% WR% fsync-cnt

itunes-import,, Y4 48.0 52.0 32
itunes-importg 139 66.3 33.7 95
imovie-add 547 47.8 52.2 185

Table 8.3: iBench workload characteristics.
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Figure 8.18: Average duration of iBench desktop workloads.

In particular, we examine several multimedia traces collected from a desktop envi-
ronment and provided with the iBench trace suite [75]. We select three different ilife
workloads with sufficient write-to-read ratio. We use the iTunes media player traces of
importing (i) an album of ten MP3 songs (itunes-import,), and (ii) a 3-minute MPEG-4
movie (itunes-import,,). We also evaluate the iMovie video editor’s trace of adding a clip
from a 3-minute MPEG-4 movie into a project (imovie-add). We replayed the traces with
Magritte [194] over a single virtualized filesystem client. Table 8.3 describes the detailed
characteristics of the three workloads.

Figure 8.18 depicts the total duration of the workloads for the Ceph and Arion systems.
Arion reduces the runtime of itunes-import,,, itunes-import, and imovie-add by 41%,
79% and 19% respectively with regard to Ceph. This performance increase is due to

the high frequency of fsync() calls observed in the above workloads, according to a
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Figure 8.19: Average time to recover the completed transactions from the journal device

after a client crash.

related study [75]. Furthermore, each explicit flush request typically synchronizes small
amounts of data leading to small synchronous I/O write traffic to the filesystem. Overall,
we demonstrate the performance advantage of Arion with respect to Ceph, in case of

general-purpose desktop environments.

8.2.7 Recovery

Finally, we evaluate the ability of the system to recover quickly after a system crash,
which leaves the journal with log records before the respective updates are checkpointed
to the filesystem. It is known that when the free journal space lies between 411 and % of the
journal size, JBD2 automatically checkpoints the updates to the final location. Therefore,
we use writes that are small enough to prevent checkpointing before the crash, but also
useful for some application classes, e.g., event stream processing [29].

In Figure 8.19, we have 1 thread doing 1, 10 or 100 writes per second with request
size 4KB for a total duration of 30 seconds. Then we cut the power of the system. At the
subsequent reboot, we verify that Arion fully and correctly recovers the unique written
data, while in the kernel we measure the duration of filesystem recovery. We breakdown

the total recovery across the passes that scan and replay the committed transactions. We
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observe that the recovery time of the Arion client lies in the range of 77.4ms-852.2ms,

depending on the load of client write activity before the crash.

8.3 Summary

We conducted our experimental evaluation over a local cluster setup and a large-scale
public cloud environment consisting of up to 114 filesystem server and client nodes. We
experimentally demonstrated improved performance for specific durability guarantees,
and reduced network and disk bandwidth at the storage servers over a wide range of
microbenchmarks, application-level workloads and multi-tier storage setups. We exam-
ined both synchronous and asynchronous I/O traffic. Especially in case of synchronous
workloads, Arion reduces significantly the I/O load directed to servers by flushing write
requests to the client-side journal. We observed that Arion improves the OLTP operation
throughput up to a factor of 8 in a local cluster setup, and up to 92% with 12 filesystem
clients and 12 OSDs in the public cloud environment, with respect to Ceph. We validated
the above results with several application-level workloads, real traces of database logging
activity, or by directly running a memory-based NoSQL store on top of the shared storage
system in a local cluster setup. On a multi-tier configuration, Arion increases the opera-
tion throughput of a commonly-used key-value store by 5.7 times in comparison to Ceph,
at improved disk and network utilization. We also measured the recovery time of the
Arion client in the range 77.4ms-852.2ms, depending on the load of client write activity
before the crash. Finally we also demonstrated the performance advantage and resource

efficiency of Arion over alternative storage device setups in the cloud environment.
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CHAPTER 9

RELATED RESEARCH

9.1 Virtualization Environments
9.2 Cloud Storage

9.3 Distributed Filesystems

9.4 Transaction Processing

9.5 Flash Memory

9.6 Filesystem Logging

9.7 Other Reliability Issues

9.8 Summary

In this chapter we review the related research that was published over the past decades
regarding the reliable storage management in local and large-scale environments. Initially,
we survey the previous work on the storage management in virtualization and cloud envi-
ronments. Then we present a study of the research on distributed filesystems and trans-
action processing systems. We also outline the most important studies on flash-based
caching and filesystem logging. Finally, we discuss several device and application-specific

reliability issues based on other related research.
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9.1 Virtualization Environments

Existing solutions of cloud storage typically provide centralized management of virtual
disks over a common backend, either block-based (e.g., Amazon EBS [2], OpenStack
Cinder [135], Microsoft’s Blizzard [121]) or object-based for improved scalability (e.g.,
Ceph RBD [35], Amazon S3 [4], OpenStack Swift [174]). VMFS stores disk volumes over
shared cluster-based block storage [188]. VMFS employs a log-based checkpoint facility,
known as distributed journaling, which enables the fast recovery from individual servers’
failures.

Parallax maintains block-level virtual disk images on centralized block storage with-
out write sharing [119]. Within each host, a dedicated storage VM translates requests
for virtual blocks into requests for physical blocks on the shared blockstore. Further-
more, each host contains a local disk cache in order to hold persistent data, without the
need to contact the primary shared storage immediately. Similarly, Capo uses the local
disks of the hosts for multicast-based preload and block-based write-through or writeback
caching [166]. Lithium implements the block-level volumes of virtual machines as a log
distributed across the local storage of compute nodes [73]. The above approaches have
been criticized for the semantic gap, the limited sharing opportunities and the increased
performance overheads due to unnecessary multiple translations between the file and block
interface [80, 106, 176].

Existing systems already apply file-based protocols in virtualization environments [58,
9]. Guests can use a standard file protocol to access a fileserver commonly installed at
the host, at the cost of limited scalability and sharing [94, 145]. The host uses either a
file-based protocol to connect to a fileserver, or an object-based protocol to access multiple
object servers. Then, a local guest uses a file interface to access the fileserver exported
by the intermediate node. However, the host may become a performance bottleneck
since it eventually acts as a caching proxy and all the I/O traffic passes through it. For
instance, Ventana combines file-based sharing with the versioning, migration and access
control of virtual disks [145]. A client-side manager offers disk-based caching but relies
on NFSv3 at the host to connect the virtual machines with object-based storage servers.
Similarly, VirtF'S uses a network protocol to connect a host-based fileserver to multiple

local guests [94]. The scalability of Ventana and VirtFS is limited by the centralized
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NF'S-like server running at the host. Instead in Arion we advocate the networked access
of a scalable distributed filesystem directly by the guests.

OpenStack Manila enables the integration of filesystem shares with guest machines
[114]. The architecture securely connects guests to a pluggable storage backend through
a logical private network, a hypervisor-based paravirtual filesystem, or a storage gateway
at the host. For flexibility reasons, alternative scalable backend filesystems are supported
(e.g., NFSv4, GPFS). Similarly, the Amazon Elastic Filesystem (EFS) service supports
the NFSv4 protocol to provide shared filesystem access to Elastic Compute Cloud (EC2)
instances [58]. The design of Arion can further improve the durability of the memory-
based cache of the filesystem client.

Recent studies also examined the isolation of the filesystem data structures and the
I/O data path among different virtual machines co-located over a single host [165, 112].
In this context, for improved performance the authors propose transaction splitting over

either the same physical journal, or via multiple physical logs.

9.2 Cloud Storage

Cloud-scale filesystems such as the Google File System (GFS) and the Hadoop Distributed
File System (HDFS), are designed for high throughput, write-once sequential 1/0O [65,
171]. The above systems achieve high scalability and fault tolerance by striping and
replicating the data in large chunks across the locally attached storage of the cluster
servers. However, they provide weaker consistency guarantees by relaxing the POSIX
semantics. Also, a centralized master node is responsible for the metadata management,
resulting in scalability and performance bottleneck.

Cloud-backed filesystems use unmodified cloud storage services as backend storage
[191, 23]. BlueSky provides on-site NFS-based proxy service of remote cloud storage
through local disk caching of journal and log segments [191]. However, it lacks support for
controlled file sharing and the proxy results in limited scalability. Instead, SCFS provides
FUSE-based caching of entire files at the client memory and disk without the proxy
bottleneck [23]. However, it lacks the journaling integration with a scalable distributed

filesystem of Arion for flexible file sharing. CacheF'S supports local disk-based caching
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but is practically limited to read-only filesystems [86].

A recent study proposed the preliminary design of a high-performance scalable dis-
tributed filesystem with special focus on large-scale parallel and distributed applica-
tions [83]. DIiDAFS aims to provide direct user-level access to remote shared storage.
It also allows for client-side memory-based caching by providing alternative epoch-based
consistency semantics. However, the above system depends on specialized hardware sup-
port (i.e., RDMA-aware disk controllers).

RAMCloud is a memory-based object-based storage system designed for high avail-
ability and quick recovery in case of failures [134]. RAMCloud distributes data, in the
form of log segments, to secondary storage across multiple machines for fault tolerance
and reconstructs lost data in parallel. A write request is acknowledged to the application
when the update reaches the memory of several backup servers, while dirty data remains
unflushed until the memory buffer reaches a predefined size. Nevertheless, despite the
significant performance improvement of the memory-based approach, there is at least two

orders of magnitude discrepancy between the memory and disk capacities [6].

9.3 Distributed Filesystems

Andrew pioneered client disk-based caching but lacked the explicit separation in data and
metadata management of object-based storage [158, 193]. Coda exploited data caching
strictly for availability during disconnected operation [100]. During a communication
failure, a Coda client logged locally the mutating system calls. At network reconnection,
each server received and replayed all the logged operations together as one transaction.
On the contrary, Arion continuously logs mutations during normal operation and writes
them back to efficiently maintain consistency.

The DEcorum filesystem introduced tokens to track different types of access accross the
clients [99]. The Sprite distributed filesystem disabled client caching of files concurrently
updated by different clients [131]. Echo introduced ordered write-behind to delay the
automatic writing of cached blocks to server disks [115]. NFSv4 delegates request handling
to the client for reduced latency and network traffic [142]. The client caches modified

data for a predefined time period, and flushes it to the server at file close (close-to-open-
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Cache Update Client
Filesystem Validation
Location Policy Durability

Arion [193] disk write-behind  capabilities v
AFS [158] disk on close callbacks v
Coda [100] disk on close callbacks Vi
DEcorum [99] disk write-back tokens -
Sprite [131] memory  write-behind  callbacks -
NFSv4 [142] memory on close delegations -
Echo [115] memory  write-behind leases -

Table 9.1: Comparison of distributed filesystems.

consistency). The safe asynchronous write of NFSv3 lets the server reply to a write before
the data is stable on disk.

Unlike Arion, traditional filesystems limit client caching to volatile memory, or do not
apply durable host-side caching for improved performance and reduced resource utilization
at high scalability. Table 9.1 summarizes the main features of the above systems.

CalvinF'S is a replicated, scalable filesystem that leverages a high-throughput dis-
tributed database system for metadata management [183]. The database relies on a
log to store a global totally-ordered sequence of transaction requests over a replicated,
distributed storage layer. Deterministic locking is a scheduling protocol that resembles
two-phase locking, but requires from transactions to request all the locks that they need in

their lifetime atomically and in the relative order in which they appear in the log. Unlike

Arion, CalvinF§S lacks the client support for local storage integration that we advocate.

9.4 Transaction Processing

Database consistency can be preserved through transaction correctness [22]. SiloR is
a multicore database system that uses logging and checkpointing for fast recovery to a

transactionally-consistent state without replication [204].

!during disconnected operation only
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Early work focused on the update synchronization of multiple database copies [182].
Mutual consistency refers to the state convergence of the copies, and internal consistency
refers to the preservation of invariant relations in the stored items of a copy. A majority
consensus algorithm requires that a request be accepted and applied to all database copies
only if it is approved by a majority of the copies. A named element has a value and a
timestamp of the time at which the current value was received. Base variables are the
data elements used by a query, and update variables are the data elements modified by
a request. Two requests are conflicting if the base variables of the one and the update
variables of the other have non-empty intersection. The voting rule mandates that the
timestamps of the base variables in an update request be compared to the timestamps
stored in the database copy. If after the initiation of a new request, in the meantime its
base variables have been modified by an appoved conflicting request, then the new request
is rejected as invalid by the respective voting copy.

An atomic action A, is defined as a computation specified by program P and composed
of primitive computational steps executed at different times and places [154]. Concur-
rency atomicity suggests that each step not in A, either precede or follow all steps in A,,
and failure atomicity requires that either all steps in A, or none of them complete. A
decentralized system consists of nodes with storage blocks that do not lose their content
due to failure, and support atomic read and write actions of an entire block. Pseudo-
time allows the relative ordering of read and write operations and enables decentralized
reservation of pseudotime ranges without communication among the participants. If a
write arrives at a node and has pseudotime less than that of an already-executed read it
is rejected because otherwise it would cause the value returned by the previous read to
be incorrect.

Viewstamped replication guarantees that the concurrent execution of transactions
on replicated data is equivalent to a serial execution on non-replicated data (one-copy
serializability) [133]. A system consists of networked nodes, and a distributed program
consists of modules, each running at a single node. A module group consists of multiple
module copies, called cohorts, which behave as a single entity. One cohort is designated
as the primary, which executes procedure calls, and the remaining cohorts are backups,
which are essentially passive recipients of state information from the primary. View is a

set of cohorts that are capable of communicating with each other and have a designated
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primary; only active views process transactions. Clients create transactions, make remote
calls, and coordinate two-phase commit, while servers process remote calls and participate
in two-phase commit.

Weak consistency allows database copies at different servers to vary and eventual con-
sistency enables the servers to converge towards identical database copies in the absence of
updates [179]. Eventual consistence relies on two properties: total propagation requires
that each write be eventually received by each server, and consistent ordering requires
that all servers apply non-commutative writes to their databases in the same order.

Snapshot isolation is a type of multiversion concurrency control in which a transaction
reads the committed data from a snapshot as of the time the transaction started [20]. The
transaction can only commit, if in the time period from the start to the commit, no other
transaction wrote the same data written by the committing transaction. Snapshot iso-
lation is non-serializable and provides concurrency advantage for read-only transactions,
but it is not considered advantageous for long-running update transactions.

Spanner is a replicated database that assigns globally-meaningful commit transactions
to distributed transactions for reflecting serialization order [48]. It supports external
synchrony according to which the commit timestamp of a transaction is lower than that
of another transaction if the former transaction commits before the latter starts. It
also serves globally-consistent reads at a timestamp. The TrueTime API exposes clock
uncertainty to assign write timestamps in monotonically increasing order and serve reads
from sufficiently up-to-date replicas.

Inconsistent Replication (IR) is a protocol that offers fault-tolerance without order-
ing consistency [201]. The Transaction Application Protocol for Inconsistent Replication
(TAPIR) provides optimistic transaction ordering on top of IR. Based on loosely syn-
chronized clocks, the clients order their transactions according to proposed timestamps
generated from their local clock and identifier. A read to a specific version of a key con-
flicts with a write to the same key completed before the proposed timestamp. A write
conflicts with a read or write to the same key occurring after the proposed timestamp.
Although the above rules provide linearizability, they can be slightly weakened to sup-
port serializability by allowing reads of past versions and writes in the past under specific
timestamp conditions.

Highly Available Transactions (HAT) provide to groups of multiple operations over
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multiple data items transactional guarantees that do not suffer unavailability during sys-
tem partitions and do not incur high network latency [12]. HAT systems are shown to
achieve a wide range of isolation levels, but fail to support prominent semantics that
include snapshot isolation and one-copy serializability.

In a different semantical formulation, clients are system participants that reside on
physically distinct devices and all the operations of a client are parts of a transaction [30].
The activities from each device are represented as a stream of operations interrupted
by special yield operations that mark the transaction boundary. Eventually consistent
transactions uphold atomicity and isolation guarantees without serialization. They pro-
vide strong guarantees that all code runs in transactions, and transactions never fail or
roll back. They order transactions by both visibility and arbitration relations, unlike

traditional transactions that only use a single order relation.

9.5 Flash Memory

Non-volatile memory can be used at the client and server of a distributed filesystem for
/O efficiency [14]. Writeback caching can improve performance, reduce server load, and
eliminate cache warmup on restart [11]. In-place commit over non-volatile memory unifies
the buffer cache with journaling [108]. Offering disk-based caching through journaling is
an extension of Arion that we plan for future work.

Mercury pointed out the zero recovery point objective (RPO), i.e., no recently-written
data lost from a crash. It uses flash memory in the block I/O virtualization stack of
the hypervisor to provide write-through caching [31]. Non-zero RPO can be applied
for improved performance via block-level writeback caching at the host. Update order
is preserved by explicit tracking of the dependency between 1/O requests or transaction
grouping of modified blocks [101]. Due to concerns about the consistency and durability of
these ordering schemes, a recent block-level solution satisfies asynchronously but explicitly
the ordering constraints of application-specified write barriers [151]. Nevertheless, host-
side block-based caching lacks native support for writeable file sharing within or across
hosts [31, 101, 151, 11, 89].

FVP is a fault-tolerant layer that pools together all the host-side flash devices in a
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cluster [24]. By intercepting the VM I/O and redirecting it to host-side flash devices,
the layer leads to predictable write throughput. By replicating the VM writes to peer
host-side flash devices, it preserves VM mobility and tolerates cascading host and flash
failures. Unlike FVP, Arion achieves improved I/O performance and durability by relying
on a separate local journal per VM rather a shared caching pool across the cluster. We

leave for our future work the study of the related caching and replication issues.

9.6 Filesystem Logging

The log-structured filesystem addresses the problems of synchronous metadata updates
and small writes by coalescing data writes sequentially to a segmented log [156]. Previous
research reported cleaning overheads and performance limitations under particular work-
loads [164]. We also experimentally notice reduced read performance of the log-structured
approach in some cases (Section 5.2.1). Group commit is a known database logging op-
timization that is used to amortize the I/O cost of inserting transaction commits to the
log. Tt accumulates the log records from multiple transactions, and periodically flushes
them to the log [55]. Instead, we emphasize fitting multiple subpage modifications from
concurrent synchronous writes into a single block, and investigate the related benefits in
a general-purpose journaled filesystem.

The virtual log uses a tree to logically link non-contiguous disk blocks and uses free sec-
tors close to the head to minimize the latency of small synchronous writes [192]. StreamFS
is a modified version of the log-structured filesystem for storing high-volume streams [54].
Instead, we also handle the storage traffic of low-rate streams. The hFS filesystem stores
metadata and small files in a separate partition from large files. It differentiates updates
by file size rather than write size that Okeanos does [203].

In the Ceph distributed filesystem, the storage servers support journaling of both
data and metadata similarly to the data journaling mode of ext3 [193]. Ceph provides
two new journaling modes: (i) In the writeahead mode, a write transaction returns as
soon as it reaches the journal. (ii) In the parallel mode, a write transaction is written
to both the journal and the filesystem, and returns when either of the two commits.

The Ceph designers admit that they write all data twice for safety, and mention the
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related performance tradeoff between write latency and write throughput. For the efficient
storage of the journal, they support several hardware options. In our study, we extensively
examine the resource requirements of data journaling, and propose two new modes to
retain high performance at moderate journal traffic.

The general idea of subpage logging is not new. Previously, researchers at DEC proto-
typed and used the Echo distributed filesystem [26]. For improved performance and avail-
ability, Echo logged subpage updates, and bypassed the logging of page-sized or larger
writes [81]. The development of Echo was discontinued in early 1992, partly because it
run on hardware that lacked fast enough computation relative to communication.

Recent research introduced semantic trace playback (STP) to rapidly evaluate al-
ternative filesystem designs without the cost of real system implementation or detailed
filesystem simulation [148]. STP was used to emulate journaling of block modifications
instead of entire modified blocks in a filesystem. Although the authors showed reduced
amount of data written to the journal, they did not examine the general performance and
recovery implications. Due to the obsolete hardware characteristics or the high emulation
level of the above studies, they leave questionable the general architectural fit and actual
performance benefit of journal bandwidth reduction in current filesystems. A recent work
examine the performance overhead in case of journaling of journal, where the logging
activity of applications runs on top of journaling filesystems [168]. This work can be
complementary to Okeanos.

Optimistic crash consistency decouples ordering from durability to recover the filesys-
tem in consistent state without expensive cache flushes [42]. Incorrect ordering is de-
tected through transactional checksums or completely avoided through delayed block
reuse; data journaling is optionally activated to preserve the storage layout at block
overwrites. Backpointer-based consistency eliminates the need for ordering by adding a
backpointer to every block using the out-of-band bytes provided by some devices [43].
Corrupted files are detected upon access, rather than at mount-time.

Similarly, several studies try to reduce the overhead of blocking when writing in-
memory pages to disk. Externally synchronous I/O guarantees durability to an external
observer of application output rather than the application itself [132]. If an applica-
tion does not produce output, xsyncfs commits data periodically and asynchronously.

Non-blocking writes decouple the writing of data to a page from its presence in mem-
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ory [33]. However, synchronous fetching is still required under synchronous writes and
writes directed to the journal device.

In earlier work, Hagmann described metadata update logging in the Cedar File System
to improve performance and achieve consistency [72]. Soft updates track and enforce
metadata update dependencies so that the filesystem can safely delay writes for most file
operations [163]. Also, subpage journaling of metadata updates is made widely available
today through popular commercial filesystems, such as the IBM JFS and MSNTFS [148]
Unlike Okeanos, the above systems only focus on metadata rather than data updates.
Subpage updates have been previously handled efficiently in the context of distributed
shared memory by the Millipage system [90]. Instead, we introduce wasteless and selective

journaling as a general filesystem service.

9.7 Other Reliability Issues

Device Issues High-performance synchronous writes can be handled through special-
ized hardware, such as battery-backed main memory (NVRAM) [40]. WAFL improves
write performance by writing file system blocks to any location on disk and in any order,
while deferring disk space allocation with the help of non-volatile RAM [82]. Reportedly,
NVRAM creates a single point of failure over disk arrays, while dual-copy NVRAM cache
can be costly [87]. Disk-specific knowledge can be exploited to align the data accesses on
track boundaries, and avoid rotational latency and track-crossing overhead [161, 5]. This
approach operates at the disk level and could complement our methods, when we update

the filesystem.

High Performance Computing The I/O characteristics of parallel applications have
led to middleware techniques (e.g. data sieving or collective I/O) that handle as contigu-
ous the non-contiguous requests from parallel processes [180]. Additionally, checkpointing
has a prominent role in the robust execution of high-performance parallel applications [60].
The Parallel Log-Structured Filesystem (PLFS) introduces an interposition layer that
transparently writes to different files the checkpoint data from different processes instead

of having all data written to a single shared file [19]. The Checkpoint-Restart File System
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(CRFS) is a user-level filesystem that aggregates per-file writes in memory [139]. When
the writes fill up a preconfigured chunk size (e.g. 4MB), they are asynchronously trans-
ferred to disk. The above approaches are complementary to Okeanos because they are
specialized for parallel applications or checkpoints, and operate at the middleware or the

user level rather than within a general-purpose filesystem.

Real-time Stream Processing In real-time data processing, application operators can
recover from failures through synchronous logging at high latency [104]. Recent research
combines software transactional memory with asynchronous logging to optimistically par-
allelize stream operators [29]. However, this approach is limited to operators that do not

perform external actions such as 1/0O [36].

9.8 Summary

In this chapter we presented an extensive study of the related research across a wide range
of storage systems. In virtualization environments a block-based interface is typically used
at the cost of limited sharing opportunities and increased performance overheads. Further-
more, the proposed file-based approaches in virtualization and cloud environments either
face limited scalability, or limit client caching to volatile memory, similarly to traditional
distributed filesystems. We also reviewed the most important studies on transaction pro-
cessing. Several studies over the last years have outlined the importance of host-side
caching, but operate at the block-level and hence lack native support for controlled file
sharing. Finally, we summarized previous work on filesystem logging, and discussed sev-

eral device and application-specific reliability issues.
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CHAPTER 10

DISCUSSION AND FUTURE WORK

10.1 Alternative Storage Technologies

10.2 Journaling in Virtualization Environments
10.3 Host-side caching

10.4 Live VM Migration

10.5 Journal Replication

10.6 Rollback Recovery

10.7 Filesystem Multi-tenancy

10.8 Flash-aware Filesystems

10.9 Summary

In this chapter we discuss some challenging topics that have arised during the design
and development of the proposed systems. We also present our plans for future work, and

describe our ongoing work on related open research issues.
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10.1 Alternative Storage Technologies

Across a range of consistency conditions, existing filesystems can be wasteful or under-
performing. We propose and implement several improvements that address these weak-
nesses without penalizing the behavior of the filesystem beyond a reasonable increase
in disk traffic. The main theme in the Okeanos design is to improve performance and
consistency at low cost. Thus, adding extra spindles to improve I/O parallelism or a
properly-sized NVRAM to absorb small writes, are alternative approaches likely to re-
duce latency and raise throughput [40, 82]. However, such solutions carry some notable
drawbacks that primarily have to do with increased cost and maintenance concerns about
additional faulty parts in the system.

Our effort to favor sequential writes at moderate storage traffic is compatible with
the endurance and performance characteristics of novel devices such as solid-state drives
based on flash memory [39]. Flash memory exhibits a number of attractive features related
to low power consumption and improved access performance but also several hardware
idiosyncrasies that make its behavior workload dependent. Flash memory usually consists
of multiple blocks, each of which contains several pages. Data is written in units of pages,
and space is erased in units of blocks. Usually a log-structured approach organizes the
flash space so that writes incur low cost [196, 49]. A cleaning process periodically merges
valid pages into clean blocks and reclaims the invalidated ones. The append-only nature of
journaling keeps writes over flash memory relatively cheap [124]. Simple block remappings
of the metadata can transform journaled updates into permanent state without relocations
that lead to duplicate writes [44]. Native support of atomic writes at the flash firmware
was shown to avoid duplicate writes for the safe update of database state from logged
deltas of data pages [138].

In contrast, Okeanos focuses on a general-purpose local filesystem. We coalesce con-
current subpage writes to the same storage block of the journal, while we safely delay
and batch small writes to the filesystem. Additionally, with selective journaling we avoid
duplicate traffic to the device for sequential workloads. Our proposed modes could be
directly applied as a journaled filesystem over flash memory to serve two needs: (i) re-
duce the amount of data sequentially written to a flash-based journal device and the wear

it causes [44], (ii) decrease the number of random writes reaching the storage device of
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a filesystem, because random writes are reported as harmful for the performance and

lifespan of flash memory [124].

10.2 Journaling in Virtualization Environments

In virtualization environments, the block-based interface of the guest virtual machine
makes small writes appear as full-block updates to the underlying filesystem. Recently,
the interaction of nested filesystems has been experimentally investigated. Application
workloads with reads and writes smaller than 4KB suffer the most from the full-page 1/Os
of the guest [80]. The data and metadata of the guest disk image are treated as data by the
host filesystem. Consequently, write-intensive workloads lead to significant consistency
degradation if the filesystem at the host provides metadata-only journaling. Additionally,
the journaling of both data and metadata is considered non-practical due to the caused
performance degradation [106]. As one solution to the performance problem of data
journaling, it was recently proposed to maintain the journals of multiple virtual machines
in the main memory of the host presuming that the hardware and virtual machine monitor
are sufficiently reliable [88].

Instead, the wasteless and selective journaling modes could be used either as guest
filesystems to reduce the downward write traffic, or as host filesystem to consistently
serve the disk images of multiple virtual machines. In particular, we envision that the
implementation of the proposed journaling modes at the client-side journal of a large-scale
filesystem can further improve the resource efficiency of the Arion system. On the other
hand, application at the host filesystem would make sense under the assumption that
the guests communicate with the host through a virtualization-optimized I/O interface
that flexibly supports requests of different sizes. Accordingly, we could safely serve the
incoming small writes from multiple concurrent threads running across different guests
and persistently store both the data and metadata of the guest filesystems. Thus, we an-
ticipate increased consistency in the recovery of virtual images from crashes and improved
guest performance during normal operation. In ongoing research, we investigate possible

extensions of the proposed journaling modes in virtualization environments.
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10.3 Host-side Caching

Persistent host-side caching primarily targets the improved performance and efficiency of
networked storage. Typically, it uses a block-based interface that inherently lacks both
the support for data sharing across different hosts and the ability for interposition in the
file-based protocol of a distributed filesystem. It also makes the consistency preservation
of network storage a challenging problem because the semantic gap between the file and
block interfaces complicates the atomic grouping of dirty blocks by I/O request, and
their ordering according to filesystem-imposed dependencies. Finally, the persistence of
mapping metadata in block-based caching and the repetitive translation of I/O requests
across different storage layers can introduce considerable overheads in networked storage
1/0 [11, 80].

The original design of Ceph cannot recover any writes that returned after they were
only placed at the volatile memory of the client before a crash. Therefore, the Arion
architecture is innovative because it adds durability into the client memory cache through
journal-based recovery, conditionally propagates the updates to the servers after client
reconnection, and also permits the clients to scalably communicate directly with the
object servers of the storage backend. Overall, assuming host machines with sufficiently
reliable local storage, our approach overcomes several sharing, scalability, and consistency
limitations of related existing solutions. In our future work we plan to extend the host-

based journaling to support caching of blocks evicted from memory [108].

10.4 Live VM Migration

A key functionality in virtualization environments is the live virtual machine migration
across different hosts. Live migration involves the transfer of the memory and device
state of a running VM to a different host without service interruption. Consequently,
the virtual machine should only hold a limited amount of local persistent state in order
to enable efficient dynamic live transfer. Although the memory requirements of virtual
machines are reduced with memory deduplication and compression, disk based caching at

the host provides additional benefit in that direction [71].
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Client-side journaling facilitates the live migration of client virtual machines across
different hosts. Essentially, each log file safely stores recent storage updates sequentially.
A live migration iteratively transfers modified VM state between two hosts, until the
amount of concurrently modified state drops below a threshold [117]. Eventually, the
VM is suspended and resumed at the destination after the transfer of the last modified
blocks. In the Arion design, the client-side journal plays the role of a write queue that
naturally separates the more recent updates of each individual client and permits their
efficient copy from source to destination at sequential disk throughput. Furthermore, we
can trivially skip repetitive transfers of hot blocks, because they naturally appear multiple
times at the front of the journal. Therefore, a client system is migrated with relatively
low transfer volume across different hosts, unlike the migration of a storage server that
requires relocation of the entire storage state. In our future work, we plan to extend the
Arion system in order to natively support the live storage migration of virtual machines

across different hosts.

10.5 Journal Replication

Loss or corruption of committed updates to critical data is recognized as a particularly
damaging class of failure [84]. Hardware failures have been reported to contribute much
less to service-level failures in comparison to causes related to software bugs and faults
from operator or maintenance tasks [136, 84]. Similar studies also report the low frequency
of disk failures at the hosts [128]. In the Arion design we assume sufficiently reliable local
storage at the hosts, similar to that of the server machines. However, the availability of
the client journal depends on the host recoverability in case of hardware failures.

One way to tolerate hardware failures is to replicate the client log across multiple
physical hosts [73, 134, 95]. Nevertheless, replicating the log across multiple machines can
be costly in terms of resource consumption, such as network and disk bandwidth. One
possible approach to avoid disk bandwidth waste is to replicate the log in the memories
of several servers, leaving the system susceptible to correlated failures. For instance,
RAMClIoud uses asynchronous replication and allows a write request to return as soon as

it reaches the memory of a predefined number of nodes [134].
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In our future work we aim to improve the availability of the Arion client-side journal
by replicating it across multiple physical machines. A write request could be acknowl-
edged to the application when the update reaches the memory of several secondary hosts.
Alternatively, we could use an isolated pool of storage servers specifically for the needs of
the log management. Further investigation is required in order to explore the tradeoffs

among performance, durability and efficiency of the above approaches.

10.6 Rollback Recovery

Version consistency ensures that the filesystem correctly associates the metadata of a
particular file with the data of the matching version. During the normal system operation,
Arion achieves version consistency by propagating the metadata updates to the server
after the respective data updates. However, a network disconnection or client reboot can
happen in the middle of the writeback process of the modified data from the client memory
to the servers. At this point, it is possible that the client has not transferred to the servers
all the locally journaled data updates along with the corresponding metadata. In case of
a conflicting access by a different client during the duration of lost connectivity, the Arion
client aborts the transfer of the remaining locally cached updates for the conflicting file.
Therefore, in case of a client failure, the metadata of the file does not necessarily match
the version of the data.

In order to satisfy the requirements of version consistency, it is important to undo
any partial updates that were not completed at the servers due to the client failure [125].
One possible solution is to keep a server-side write-ahead log of undo records during the
forward operation. Thus, each server will be able to revert the effects of any incomplete
updates that were active at the time of the client failure by applying its local undo log.
To minimize the involved resource overhead, we can simply use memory-based logs at the
servers of the filesystem. In the near future, we aim to extensively study rollback recovery

in the Arion system.
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10.7 Filesystem Multi-tenancy

In a multi-tenant virtualization environment the storage consolidation at the filesystem
level is desirable for its data sharing, administration efficiency, and performance charac-
teristics [145, 94, 120, 51]. Multi-tenant access control of shared files should isolate the
storage access paths of different users in a secure way. Access control in a multi-tenant
environment is hindered by the large number of the involved end users and the isolation
of security administration required across independent organizations.

Authentication and authorization have already been extensively studied in the context
of distributed systems [195]. However, a cloud environment introduces unique character-
istics that necessitate the reconsideration of the assumptions and solution properties.
Existing file-based solutions face scalability limitations because they either lack support
for multiple tenants, rely on global-to-local identity mapping to support multi-tenancy,
or have the guests and a centralized filesystem (or proxy) running at the same physical
host [145, 94, 51].

In our recent work, we propose the Dike authorization architecture [96]. Dike combines
native access control with tenant namespace isolation and compatibility to object-based
filesystems. The filesystem natively manages the access control metadata of each tenant,
and ensures that each tenant can only access its own namespace. Overall, Dike securely
isolates the namespaces of the tenants, and enables configurable file-sharing among users

of different tenants at limited performance overhead.

10.8 Flash-aware Filesystems

Flash storage is increasingly offering competitive advantages as either a standalone storage
device in mobile systems or a distinct layer in the storage hierarchy of enterprise servers. It
exhibits a number of attractive features related to low power consumption and improved
access performance. However, it is also relatively expensive and bears idiosyncrasies
that render its performance highly workload-dependent [39]. Compatibility with legacy
systems is possible through a typical block interface offered by a flash-translation layer

embedded in the device controller. A log-structured filesystem is often used to write data
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sequentially to the flash medium and avoid the high cost of random writes [98]. However,
a costly cleaning process is required to periodically merge valid pages into clean blocks
and reclaim the invalidated blocks.

Alternatively, only a few flash-aware filesystems have been recently developed specif-
ically for the underlying hardware characteristics [107, 93]. Flash-aware filesystems are
attractive for various reasons. First, they can avoid duplication of functionality across
the filesystem and the device firmware. Second, they can leverage semantical information
about the application access patterns to optimize the traffic to the storage medium with-
out compromising data persistence. Third, they can minimize the data relocation traffic
occurring inside the device. Finally, they can provide end-to-end guarantees about the
reliability and endurance properties that they promise.

In our ongoing work, we are developing a flash-optimized filesystem to further explore
the above observations [76]. In order to achieve our goals, we propose to directly manage
the flash storage with a composite filesystem that combines journaling with the log-
structured filesystem (LFS) [156]. In the proposed design, flash storage will consist of
two partitions, the journal partition and the LFS partition. The LFS partition organizes
the permanent state of written pages into a segmented log, while the journal partition
temporarily stores data and metadata writes in the form of transactions. Hence, the
journal undertakes the additional responsibility to proactively clean the permanent state
from frequently updated data and metadata.

Essentially, we rely on the cache timers to natively categorize pages into hot or cold and
store them into the journal or LF'S, respectively. With proper page expiration period, we
are able to adjust the hotness boundary to current workload conditions. Additionally, the
operation of journaling fully invalidates older blocks and allows the batching of multiple
update requests in the operating system page cache. Overall, we expect that the proposed
system will significantly improve the utilization and lifetime of the device by proactively

cleaning the filesystem through the journal.
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10.9 Summary

Our plans for future work include the extension of the proposed journaling modes for
virtualization environments, and flash memory systems. Additionally, we plan to extend
the host-based journaling to support caching of blocks evicted from memory. Another
interesting future direction is the client journal replication across multiple physical ma-
chines for improved availability in case of hardware failures at the host. We also aim to
investigate the extension of the Arion client-side journaling to support the live storage mi-
gration of virtual machines across different hosts. Finally, the undo of partially completed
updates at the servers of the filesystem due client failures requires further investigation.

In this chapter, we also presented our ongoing work on providing namespace isolation
and secure file-sharing over object-based filesystems in a multi-tenant virtualization en-
vironment. Lastly, we outlined the design of a flash-aware filesystem that we proposed
recently, which combines journaling with the log-structured filesystem in order to improve

the utilization and lifetime of the device.
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CHAPTER 11

CONCLUSIONS

11.1 Contributions

11.1 Contributions

In a multi-tier cloud environment, the constantly growing amount of data that needs
to be stored and processed by a large number of concurrent users, has introduced new
challenges in the design of large-scale storage systems. In this thesis we argue that the
specific characteristics of multi-tier environments impose the fresh reconsideration of the
I/O path for high performance, resource efficiency and improved consistency semantics.
In this study we carefully investigate the implications of the consistency semantics on the
resource efficiency and the performance across different tiers of the storage stack.

First, we focus on the local filesystem of the storage backend layer with the aim to
strengthen the provided consistency semantics at improved bandwidth efficiency. We rely
on journaling of data updates in order to ensure their safe transfer to disk at low latency
and high operation throughput for their fast recovery in case of system failures. We design
and implement the wasteless journaling mode which merges concurrent subpage writes
to the journal into page-sized blocks. Additionally, we develop the selective journaling
mode that only logs updates below a write threshold, and transfers the rest directly to the
filesystem. Our experimental results include measurements from streaming microbench-

marks, application-level workloads, database logging traces, and multistream 1/O over a
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parallel filesystem in the local network. Across a wide range of realistic workloads over
standalone servers and a multi-tier networked system, we demonstrate reduced write la-
tency and recovery time, along with improved transaction throughput with low journal
bandwidth requirements.

In the second part of this thesis, we concentrate on the frontend layer of a multi-tier
environment. We set as our primary goal to improve the performance, resource efficiency,
and durability of shared storage in the datacenter. We rely on a file-based interface for
its performance, fine-grained sharing, and clear consistency properties. For enhanced
end-to-end durability of shared storage, we integrate the client of a distributed filesystem
with a host-based journal. At the host, we provide local durable storage to dirty data
and metadata until they are written to the network servers. We carefully investigate the
consistency semantics of the proposed design under normal system operation, and in case
of client failures, such as network disconnection and reboot. We implement a prototype
of the proposed Arion design over the Ceph production distributed filesystem. Over a
local cluster and a public-cloud environment, we experimentally demonstrate promising
efficiency and performance results for specific durability levels configured through the
frequency of copying dirty blocks to the host-side journal, across alternative storage tech-
nologies.

To summarize, we believe that the resource efficiency at each storage tier of a multi-
tier environment is critical to the overall system performance. Across different tiers,
we combine improved filesystem consistency with high performance and efficient resource
utilization, and explore interesting tradeoffs among performance, durability and efficiency

for demanding real-world applications.
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